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Dear Reader

This edition of British Telecommunications Engineering Journal has been given over to
the Proceedings of this year’s Congress of the Federation of Telecommunications
Engineers of the European Community (FITCE), held in Utrecht, The Netherlands, from
24-28 August 1999. The congress has the theme ‘Networking the Future’. We have been
pleased, once again, to be able to work with FITCE in producing the Proceedings for the
Congress and to make the papers available to the wider IBTE audience through this
special edition. The editors would like to thank the Comité de Direction of FITCE for
giving permission to publish the papers.

Since the size of this edition is much larger than normal, it has not been possible to
include the Structured Information Programme. However, this will continue with the
next, October 1999, edition of the Journal.

I would like to draw readers’ attention to our special Millennium Article Competition
(see panel below). This is a wonderful opportunity for readers to be part of a very special
edition. So start writing and get your articles to us before 15 October.
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They should be well illustrated and contain no more than 5500 words. A 150-word (approx.) biography and
colour photograph of each author must also be included. Articles not selected as the winning article may be
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should be in electronic form) should be sent to: The Managing Editor, IBTE Office, Post Point 2D05, The Angel
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MESSAGE FROM THE PRESIDENT OF FITCE

Guntram Kraus
Foreword

Ladies and Gentlemen,

The FITCE Congress in London in 1998 showed us that it is possible to organise a congress where
the presentations are not too long. Of course, it is possible to say something important within a
quarter of an hour. As a result, the paper selection committee has succeeded in preparing an event
with over 40 presentations in a compact form. My thanks go to the colleagues responsible for this.

I am delighted by the high number of speakers and, in particular, that we have been able to
secure speakers from the USA as it is one of our aims to reflect the globalisation in telecommunica-
tions within the FITCE and the FITCE Congresses, too. A first step in this direction is the invitation
of speakers from the USA to report on the latest developments in their country.

I think the selection of the presentations and the spread between European countries means we
can look forward to a particularly interesting event.

As in previous years, the FITCE will once again honour the best presentations with a prize.

It only remains for me to wish you, the listeners and readers, interesting new findings and many
fruitful personal discussions.

Guntram Kraus



MESSAGE FROM THE CHAIRMAN OF THE TECHNICAL COMMITTEE

Wim van der Bijl

Networking the Future

Welcome to Utrecht. A city where past and present come together in an interesting environment to
see and enjoy.

This year’s conference, being the last one of this millennium, will bring together present and
future of telecommunications. Many authors will give their views on the development of telecom-
munications in the coming years of the next decade.

Looking further than the first years in the next millennium is very difficult since we are
experiencing the same major changes as society did a few hundred years ago. A period we now call
the industrial revolution. It is difficult to imagine how people saw the future in those days when
the steam engine was invented and deployed. Probably no one could predict that we all would leave
for work every morning to go to the factories where the machines dictated the speed of working.
And still today we leave everyday home to go to the office, first spending a lot of time in traffic
jams, and sitting behind a computer screen where e-mails and telephone calls are dictating the
speed of work.

Who can predict how this will evolve during the coming information revolution? In the current
turbulent years of telecommunication we try to cope with deregulation, globalisation, enormous
growth of mobile and Internet users and growing capabilities created by breakthroughs in technol-
ogy. How long will we continue with doubling the processing power every 18 months, doubling the
bit rate per fibre every 12 months? Digitalisation and software capabilities in all equipment leads
to a convergence between the traditional worlds of telecommunications, IT and broadcasting
leading to a plethora of new services based on combinations of the different worlds. Viewing your
favourite TV programme via the Internet on your multimedia PC is one example. Buying new
books using web TV is another. These are just a few examples of some combinations. Clearly many
new combinations will ultimately lead to the situation that all individuals can communicate
everywhere with everyone at any time using a personal communication device. This same device
will also be used to entertain oneself or together in common interest groups. Soon enough it will be
technologically and economically viable. At the same time it is fulfilling a basic requirement of the
human being: communicating with other human beings.

The developments in technology, the changes in economic and social environments are all based
on the fact that we as human beings are able to build upon the knowledge from other human
beings through our sophisticated ability to communicate thoughts, ideas and experiences. This is
merely also the basic reason for our conference: coming together, listening to the presentations,
exchanging ideas during the breaks and the enjoyable evening sessions. All activities focused on
broadening the mind, sharpening the vision and expanding the personal network.

Networking the future is the theme the coming days during the conference. I thank all authors
for their effort in sharing their vision on the future or the problems of today with all participants. I
thank also you as a participant for joining and interacting in this interesting event focused on our
common future in the next decade, centennial and millenniym.

Wim van der Bijl
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VOICE/DATA CONVERGENCE

Francis Pereira and Elizabeth Fife

The Internet: Business
Efficiencies of Merged Voice
and Data Communications

Companies that have deployed
Internet protocol (IP)-based
applications in their core
business processes have realised
business efficiencies emanating
from supply chain integration,
Just-in-time inventory
management, real-time price and
availability quotes for products,
increased productivity and
improved, albeit less costly,
customer support. Several of
these applications, particularly
web-based customer support, will
be adopted by a majority of
companies within the next

3-5 years. In leading-edge
companies, however, the re-
engineering and integration of
internal and external business
processes was a prerequisite for
the successful adoption of these
applications. Although such re-
engineering and integration are
fraught with technical and
organisational complexities, it
may well reflect how successful
global corporations have
responded to the challenges and
pressures of the new networked,
and competitive business
environment.

Francis Pereira and Elizabeth
Fife:

Center for Telecommunications
Management (CTM),

DCC 217

Marshall School of Business
University of Southern California
University Park,

Los Angeles, California 90089-0871
Tel: + 1 213 740 0980

E-mail: pereira@rcf.usc.edu or
fife@rcfusc.edu

Introduction

The phenomenal growth of the
Internet, coupled with stellar increases
in Internet-based sales by companies
such as Amazon.com and Dell Comput-
ers, has generated tremendous interest
in the consumer benefits of e-com-
merce, and the Internet consumer
market. However, while some retail
companies will experience meteoric
increases in Internet-based sales in the
next 3-5 years, many will not. Indeed,
even the most optimistic projections of
$200 billion in Internet sales by the
year 2000 would represent less than
5% of total retail sales by US consum-
ers, and would be negligible if it
accrues to all sectors.

However, a more pervasive,
though less trumpeted, use of the
Internet has already been occurring
in the business-to-business sector. A
large number of companies have
already deployed IP-based applica-
tions, from the now common place
web-based customer support func-
tions to more elaborate applications,
such as inventory management. By
studying Marshall Industries, the
Automotive Network Exchange
(ANX), Cisco Systems and Wal-Mart,
this paper examines cases where the
Internet and IP-based applications
have been reshaping the business
landscape and revolutionising the
business model, and identifies
business efficiencies that have been
attained through the merging of
voice and data applications.

In summary, such efficiencies
extend beyond cost savings from a
single voice and data network, to
include more extensive benefits
accruing to just-in-time inventory
management, real-time price and
availability quotes for products and
improved, albeit less costly, customer

support. For example, this paper
estimates that Marshall Industries,
through its use of IP-based applica-
tions, has achieved cost savings of
some $145 million from reduced sales,
general and administrative costs
between 1994 and 1998. Similarly,
Wal-Mart has been able to shave some
0:04% annually off its sales, general
and administrative costs, which
translates to some $400 million in
savings for the retail giant. Based on a
survey of US companies by CTM, this
paper shows that several of these
IP-based applications will be deployed
extensively by a majority of busi-
nesses within the next 3-5 years. The
results of this survey, together with a
review of findings from other surveys,
support the view that the Internet
revolution is rapidly and ‘insidiously’,
albeit unglamorously, revamping
business processes.

Marshall Industries

With revenues of $1:46 billion in
1998, Marshall Industries, is the
fourth largest electronic components
distributor in the United States and
operates in an industry which is
highly competitive and characterised
by rapid technological change and
fast product cycle timest. The
industry, in general, has been
experiencing tremendous growth,
and many companies have seen their
annual revenues double between
1993 and 1998, due to the increased
global demand for electronics and
computer equipment*. Marshall has

1 The largest two distributors, Arrow
Industries and Avnet Incorporated, had
net sales of some $8:34 billion and $5.92
billion in fiscal 1998, respectively.

* Part of the growth in net sales for
some of the companies were due to
acquisitions.



VOICE/DATA CONVERGENCE

developed a strong intranet/extranet
strategy that has made the company
more successful than its competitors
at delivering some 125 000 different
products from more than 150 suppli-
ers to over 100 000 customers, and

tracking these deliveries each day.

Marshall’s reorganisation
Although many observers have
credited Marshall Industries’ growth
and performance to its implementa-
tion of information technology (IT)
systems, it is important to note that
several significant changes preceded
the implementation of IT. First,
beginning in 1991, Marshall Indus-
tries reorganised its corporate
structure and adopted a ‘very flat’
organisational structure to speed up
decision making and direct contact
with customers. The IT department
at Marshall was eliminated in 1993.
Many IT projects were late or had
failed to meet user expectations, and
Marshall Industries felt that the best
way to overcome these problems was
to integrate IT into the business
units!. Secondly, in response to
growing competition in the industry,
it abolished the Management by
Objective System and adopted a
customer-oriented global perform-
ance measure. It abolished all sales
commissions and management
incentives based on specific objec-
tives in favor of one criteria: overall
corporate profits. This was done to
prevent friction between traditional
sales processes and the new sales
channel of cyberspace. Marshall
Industries made the customer the
primary focus with the object of
delivering the lowest possible price,
with the highest quality and service,
and in the fastest possible time, as
captured by its impossible mantra,
‘Free, Perfect, Now’.

Since its web efforts began in
1994, Marshall has gained nearly
200 000 new distinct customers
through a network which handles
nearly 700 000 transactions per day.
In addition, productivity per
employee has increased from
$360 000 in 1991, to $635 375 in
19982 However, this represents a
decline from $846 150 in 1997,
primarily due to an increase in staff
as a result of its acquisition of
Sterling Electronics Corporation. As
Figure 1 also shows, Marshall’s sales,
general and administrative expenses,
as a percentage of net sales, have
decreased with the introduction of its
web efforts, from 16:6% in 1993 to
11-2% in 19983,

2
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Figure 1— Marshall Industries

To a large extent, Marshall’s
success is the result of effective
management of technology—applica-
tions are tailored to their specific
operations, and are thoroughly
integrated throughout all units of the
company—sales, marketing, and
corporate management. Further-
more, greater communication among
its customers, suppliers, and partners
was achieved through: a restructur-
ing of the company which forced
employees to focus on the customer;
implementation of a 24 hour help
desk for customers to talk to a live
person via telephone or the Web; and
through Marshall’s international
partnerships and alliance activities.
The corporate redesign was facili-
tated by the implementation of the
IT systems*.

Marshall’s intranet

Marshall’s web site was designed to
provide customers with information
on products, pricing and availability
via an object-based relational
database. The site currently registers
over 1 million hits each week from
customers in over 59 different
countries. It contains information
about 170 000 part numbers, 100 000
pages of data sheets and real-time
inventory pricing and availability
from over 100 suppliers. The site
provides customers with their
purchase history and allows them to
order parts, request samples and
track their orders on-line, in conjunc-
tion with United Parcel Services.
Marshall’s site also provides custom-
ers with electronic industry news
using RealAudio broadcast. In
addition, visitors can chat with
Marshall’s engineers on-line and in
real-time 24 hours of the day to

1994

114
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112 GENERALAND
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attain product information or help in
trouble-shooting problems. Suppliers
are also provided with customised
pages on the site.

Marshall Industries’ intranet,
christened GlobalNet, was commis-
sioned on 24 July 1995 at an undis-
closed cost, although industry
estimates put it at some $50 million.
Marshall’s intranet is part of a global
wide area network (WAN) upon
which 13 client/server platforms sit.
It includes an IBM 3090 400.J
mainframe running a DB2 relational
database. The company has been
deliberately vague about the specific
technical aspects of its intranet for
proprietary reasons. Mobile workers
use Lotus Notes when they are on
the road. A systems integrator DPI
Services coordinated the project of
automating of the sales force. Key
applications include® the Distribution
Resource Planner (DRP) system, a
database management system that
supports customers and suppliers’
inventory and shipping scheduling?
the Quality, Order, Booking, Resell
Application (QOBRA), a proprietary
system used for day-to-day order
management; the Automated Ship-
ping and Receiving System (AS/RS)
that interfaces with the automated
warchouse for robotic movement of
theinventory? and the Education,
News and Entertainment Network
(ENEN) that allows suppliers to give
live seminars about their products,
and archive the presentations for
potential customers in the future?.
GlobalNet thus affords Marshall’s
salespeople real-time or near real
time price quotes and inventory
status from customer premises and
provides virtual interaction between
potential customers and suppliers to



design new products through use of
web-casting technology.

Marshall Industries’
performance

The increasingly competitive nature
of the electronics distribution
industry has generated intense
downward pressure on gross mar-
gins. Following Marshall’s lead many
distributors have implemented, to
varying degrees, IT solutions in their
business processes, such as Arrow
Industries’ Worldwide Stock Check
System and, Pioneer Standard’s
Systems Integration Value-Added
Center (SIVAC). Although use of
IP-based solutions in business
processes is not unique to Marshall
Industries, they have utilised these
applications more comprehensively
and more effectively.

Marshall Industries’ seemingly
phenomenal success is testimony to
the power of customised IT solutions
and the Internet as a means to
differentiate companies from com-
petitors. As net sales have increased
in the electronics distribution
industry, many of the larger firms
have responded by increasing the
number of employees. However,
Marshall has managed to accommo-
date a near doubling of its revenue
since it began its comprehensive shift
to e-commerce four years ago, while
keeping the number of employees
relatively constant. Although accu-
rate quantification of gains in
employee productivity and customer
service attributable solely to IT-based
applications is not easily calculable,
the evidence strongly suggests that
greater efficiency and service have
been achieved. This is reflected aptly
in Figure 2.

Figure 2—Net sales per employee for selected distributors,
fiscal 1992-1997 (in thousands of dollars)

900

Two features in Figure 2 are
noteworthy. First, Marshall Industries
has been able to achieve higher levels
of employee productivity compared
with some of its competitors. Secondly,
it has been able to achieve greater
increases in productivity between
1992 and 1998 than its competitors.
Increased competition in the industry
has pressured distributors to find
ways to lower or contain costs,
particularly through the adoption of
IP-based applications in business
processes. Marshall appears to have
been successful in this respect, as
shown in Figure 3. Juxtaposing
Marshall Industries’ sales, general
and administrative costs against the
industry average, and accepting a
natural downward trend of these costs
for the industry, Marshall’s ability to
lower its costs below the industry
average translates to an estimated
total savings of some $143:7 million
between 1994 and 1998.

Wal-Mart

Wal-Mart is considered the leader in
quick-response merchandise replen-
ishment, using massive parallel
processing, and supply-chain man-
agement to ensure the uninterrupted
flow of goods to its 3400 stores
around the world. Tightly knit
relationships have been formed with
business partners in order to stream-
line the supply chain, and to keep
inventories low. In 1997, Wal-Mart,
embarked on an aggressive pro-
gramme to increase IT development
staff by 40% and quickly deliver
applications aimed at reducing store
inventories and speeding the supply
chain. As a result, profits grew 14%
on a 12% sales jump for the first nine
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months of Wal-Mart’s 1997 fiscal
year, and third-quarter profits
jumped by 16% on an 11% revenue
advance. More crucially, third-
quarter inventories at Wal-Mart’s US
stores were lower than year-earlier
levels, an achievement directly
attributable to better and faster
information in the supply chain®.
Currently, more than 90% of Wal-
Mart’s software is developed inter-
nally by 1000 full-time programmers.
Despite the company’s expertise in
making software, they spend less on
technology as a percentage of sales
than other retailers, 0-5% in 1998,
versus 1+43 % for the industry’.

Data warehousing

Wal-Mart’s extranet, Retail Link, is a
private network for sharing inventory
and sales data with some 5000
merchandise suppliers and is one of
the first large-scale examples of
vendor-managed inventory over the
Internet. Wal-Mart has built one of
the world’s largest data warehouses
which is used to track everything
possible about their merchandise® and
meant to essentially streamline the
information supply chain’, Its
multimillion dollar data warehouse
stores some 43 terabytes of data and
enables detailed analyses of data on
point of sale, inventory, products in
transit, market statistics, customer
demographics, finance, product
returns, and supplier performance.
The data is used for three broad areas
of decision support: analysing trends,
managing inventory, and understand-
ing customers. What emerges are
‘personality traits’ for each of Wal-
Mart’s 3000 or so outlets, which Wal-
Mart managers use to determine
product mix and presentation for each

Figure 3—Sales, general and administrative costs as percent-

age of net sales, fiscal 1992-1998
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store. The information helps Wal-Mart
determine the right product on the
appropriate shelf at the lowest price
and the optimum placement of goods
in the store so as to maximise sales of
related products and cross-marketing.
The purchasing information is sent to
product manufacturers over the
Internet which allows manufacturers
to re-supply or cut prices if a product
is not selling well. This affords Wal-
Mart a major advantage over most of
its competitors®.

Since information from the
individual operational databases is
copied into the data warehouse at
regular intervals, anyone in a retail-
er’s organisation can access informa-
tion from the data warehouse without
disrupting the often critical applica-
tions the donor databases were
designed to support. Techniques using
three-dimensional visualisation tools
show data and make predictions
about what consumers will buy based
on factors like ethnicity, weather
patterns, local sports affiliations, and
10 000 other traits!®. The company has
a network called CarrierLink for firms
that haul goods to its distribution.

Wal-Mart’s cost of sales as a
percentage of net sales for fiscal year
1998 was 79-2% as compared to 79-6%
for its 1997 fiscal year, as shown in
Figure 4. The company attributes the
0-4% decrease to improvements in the
mix of merchandise sold and to better
inventory management!. This
translates to a savings of some
$456-56 million. Because of its
success, Wal-Mart is beginning to
introduce a demand-forecasting
application, based on neural network-
ing software and a 4000 processor
parallel computer from NeoVista
Solutions Inc. The application will
look at individual items for individual
stores to decide the seasonal sales
profile. The NeoVista system keeps a
year’s worth of data on the sales of
100 000 products and predicts which
items will be needed in each store.
Wal-Mart also plans to expand its use
of market-basket analysis. Data is
collected on items that comprise a
shopper’s total purchase so that the
company can analyse relationships
and patterns in customer purchases.
Currently some 3500 users make
10 000 database queries a day'?.

Automotive Network
Exchange (ANX)

ANX represents an unprecedented
collaboration by the Big Three
automakers, Chrysler, Ford and
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Figure 4—Wall-Mart Industries

General Motors and their top suppli-
ers. ANX is an extranet that will
establish a standard way for parts
suppliers to communicate with
manufacturers. The system is owned
by the Automotive Industry Action
Group, (AIAG). It has been under
development since 1996, and began
full operation at the end of 1998. ANX
could ultimately link as many as

40 000 automakers, parts suppliers,
dealerships, and financial-service
companies to share everything from
computer-aided design (CAD) files
and groupware applications to e-mail
and electronic data interchange (EDI)
over a single IP network, replacing a
complex and costly network system of
multiple connections formerly existing
in the automotive supply industry.
Although private TCP/IP networks
are currently well-established and
reliable in the automotive industry,
they fall short of industry-wide
connectivity, which is the aim of ANX.
Because ANX combines industry-wide
connectivity with a protocol that is
application-independent, it will
encourage higher speed connections
among trading partners.

ANX will interconnect automakers
and trading partners using certified
service providers (CSPs)—Internet
service providers that meet ANX
criteria for network performance,
reliability, security, and administra-
tion—connected to a private ANX
exchange point. An ‘overseer’ will
continually measure the connected
CSPs for packet loss, latency, link
utilisation and other metrics, and will
be equipped with disaster recovery
plans®, Digital certificates are
intended to help industry overcome the
security concerns over the Internet.
The electronic certificates used by ANX
allow its various participants to
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authenticate one another’s identities as
they pass supply information back and
forth over the extranet. Digital
Signature Trust Company (DST), one
of the premier providers of digital
signature authentication and certifica-
tion services, is the exclusive provider
of digital certificate directory services
to ANX.

ANX is using the Internet protocol
security (IPSec) standard to secure its
virtual private network (VPN). As a
result, subscribers can conduct
business-critical applications such as
EDI via a ubiquitous and cost-effective
alternative to private leased lines.
Limited entry and exit points will let
automakers securely share real-time
data, such as changes to a production
design, and confidential business
information with suppliers. ANX is
designed to be more reliable, more
secure and faster than the public
Internet!. By limiting access to the
network and by using extra encryption,
ANX hopes to move beyond security
concerns that have hobbled the
industry’s move to increased reliance
on computer networking in the past.

ANX, believes that the suppliers
furthest downstream in the supply
chain will stand to benefit the most
from ANX', In this respect, Chrysler
expects to save millions by consolidat-
ing communications links onto ANX,
through fewer T1 and satellite
connections, and through the use of a
standardised IP protocol in infrastruc-
ture support'é. Similarly, LucasVarity,
another participant in ANX, hopes to
save at least 20% of the $6 million the
company spends on private net-
workst. In addition, UT Automotive,

T LucasVarity is a $7 billion company
based in London whose Detroit division
supplies brake systems to automakers in
20 countries.




the $3 billion auto parts subsidiary of
United Technologies, asserts that
ANX relieves it financially from
having to build a telecommunications
infrastructure!”. Table 1 compares the
cost structure for traditional telecom-
munication connections with those
that would be incurred under the
ANX system. As shown, for a large
automotive company with annual
revenues of $8:3 billion, this trans-
lates to an annual cost of $151 532
under the current structure as
compared to $54 680 under the ANX
system8, For a medium company with
annual revenues of some $1-7 billion,
this amounts to an annual cost of
some $78 000 using traditional
connections as compared to some

$25 850 under the ANX system.

Cost-savings through
streamlining the supply-chain
Usually, when a supplier is connected
to an original equipment manufac-
turer in order to access an application,
a new link is established. Conse-
quently, there are redundancy and
higher costs, and many different skill
sets must be maintained in order to
handle every communications flavour
that customers require’®. Currently,

50-60% of a car’s cost is due to the
supply chain. If ANX is successful in
cutting the time it takes for informa-
tion to move through layers of the
supply chain to 4 days from the

4-6 weeks that is normally spent, cost
savings will be enormous. Since
substantial cost is embedded in the
supply chain, the challenge of rede-
sign lies outside of each company
rather than internally®. Overall,
estimates of annual cost savings for
the auto industry range from $1 bil-
lion to $2 billion, with savings per car
estimated at $70 to $76%. Through
ANX, auto suppliers can reduce the
time it takes to turn around an order.
The faster the parts come in, the
faster the cars leave the assembly
line. Ford, for example, hopes to
compress some work order communi-
cation from three weeks to five
minutes?.

ANX has announced that it
intends to link up with the European
Network Exchange (ENX), although
some European industry officials are
doubtful if the ANX system can
bridge the cultural, political and
legal barriers separating the two
markets?. As of March 1999, ANX
had signed up only 34 customers.

Table1 Telecommunications Connections Cost Comparison for Company (annual

revenue of $8-hillion)

Existing Connections

Purpose/Applications Types of Service Annual Costs (S)
X.400 Mail 19-2 kbit/s X.25 leased line 9072
Chrysler SMART 96 kbit/s SNI leased line 10 272
Ford CAD file transfer 56 kbit/s IP VAN leased line 7752
Ford DDL 9-6 kbit/s SNI leased line 1272
Ford supplier CAD file transfer 56 kbit/s X.25 leased line 9672
Navistar EDI on-line 19-2 kbit/s SNI leased line 5052
Mack Trucks EDI on-line 56 kbit/s SNI leased line 8232
Volvo EDI on-line 14+4 kbit/s SNI leased line 11040
EDI VANs 9:6 kbit/s bisynch dial 53 808
Supplier dial-up access 9'6 kbit/s bisynch dial 35 360
Total 151 532

New Connections

One-Time Cost Annual Cost
Subscription assessment 2400
IPSec software 11 000
Training 10000
Systems integration
Total 23 400
Digital certificates 250
Registration 1600
Subscription 4 800
Connection 48 000
1'422 Mbit/s leased line
Total 54 650
Payback period (years) 0-38
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AT&T hopes to sell leased lines and
dial-up access to ANX members,
although the cost for customers to
buy services from ANX certified
providers tends to be 4-5 times
higher in price than non-ANX
certified providers. It is still unclear
if auto-industry customers will
switch away from value-added
networks, with the myriad of propri-
etary protocols running disparate
financial, procurement and engineer-
ing design applications, and private
lines to IP-based connections for
sending mission-critical traffic.

Cisco Systems

Founded in 1984, Cisco Systems is a
leading global provider of Internet-
working solutions for corporate
intranets and the Internet. It
primarily manufactures multi-
protocol computer communications
equipment but also develops pre-
packaged network communications
software. For the 1998 fiscal year, it
reported revenues of some $8:46 bil-
lion, an increase of 31:3% over fiscal
1997 and a significant increase from
the $700 million it posted in 1993.
Sales to international customers
accounted for some 40:9% of total
sales in 1998%. Currently, about 60%
of Cisco’s business is enterprise, 30%
is service providers and 10% is small/
medium businesses. It should be
noted, however, that much of Cisco’s
growth has come through a spate of
acquisitions, including the $4 billion
purchase of StrataCom in April 1997,
which has boosted Cisco’s share in
the ATM switching market?:.

Cisco’s web site accounts for 70%
of its customer support activity and
15% of product orders. Cisco’s web
site was designed from the ground up
and went on-line in early 1994 as a
means of providing technical applica-
tions support to their customers,
including software downloads®.

Strategic objectives

When the Cisco Marketplace went on-
line in March 1996, it offered custom-
ers the ability to configure their own
products, price an order and route it
within the company without having to
depend on a salesperson. Cisco was
reputed to be the first company to
reach an annualised run-rate of

$1 billion worth of products sold over
the Internet by June 1997. According
to the company, by October 1998, 69%
of Cisco’s orders were placed on-line
which translate into $21 million per
day, or $7-7 billion a year®. The overall

5
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objective has become thorough stream-
lining of their business, by taking
advantage of the Internet’s ubiquity,
and the suitability of their product
portfolio to on-line support and sales.

Cisco’s e-commerce site, Cisco
Connection Online (CCO), offers
24-hour global support for customers
with technical and service questions.
By most accounts, this site has been
successful in increasing the compa-
ny’s accessibility to customers and in
forging and building relationships?.
Order status was one of the first
processes to go on-line, prompted
primarily by the frequent telephone
call requests by customers. Some
70-80% of inquiries that used to be
handled by Cisco’s call centre are
now answered electronically. The
monthly log of incoming calls is
increasing at 6:5% per month, but
the CCO log-ins are increasing at a
monthly rate of 10-15%2.

Overall, extranet and Internet
applications have allowed Cisco to
cut costs and intensify its relation-
ships with all its customers. They
built up their on-line business by
requiring their suppliers to link into
Cisco’s procurement system so that
there would be a common network?.
In Cisco’s case, its extranet connec-
tions to its reseller and distributors
are the heart of its e-commerce
business, in contrast to other compa-
nies that usually begin with
intranets to improve internal
business efficiencies, and then
gravitate towards IT solutions for
improving customer relationships?.

Benefits of e-commerce
Through its on-line operations, Cisco
has been able to gencrate several
economic advantages for itself as well
as its customers:

® Lower marketing and support costs:
Cisco’s marketing and product-
support costs are being held in
check as a result of having all
technical documents and marketing
information sent to resellers and
customers over the company’s
intranet for partners, also accessible
through the web site. Cisco expects

Table 2 E-Commerce Revenues for
Cisco Systems

1997 1998
First quarter 81 629
Second quarter 126 778
Third quarter 231 960
Fourth quarter 339 na

to save $280 million over the year,
which in theory should translate to
lower costs for customerst.
Increased accuracy of orders: Cisco,
by building into the web-based
system an intelligent and sophisti-
cated sales-configuration, has eased
the burden on its order-entry staff
who must typically correct 10% to
15% of all orders that come in by
fax, about 350 000 in the last fiscal
year. As a result, orders are correct
the first time, reducing the delivery
time for Cisco’s customers by two to
three days.

Reduced order processing time:
Cisco has reduced the time
required for negotiating contracts,
determining pricing, calculating
lead times, checking on status and
verifying shipment dates. With
prices of Cisco products posted,
customers can choose their prices
and configure their products
electronically with the Configura-
tion Agent which walks them
through the combination of
components, and then gives them
the price automatically?. Custom-
ers can pursue tracking orders,
payments, reconciliation of
returns against invoices and the
status on their line of credit. The
system now integrates with the
largest customers’ accounts-
payable systems using traditional
EDI networks, allowing all
transactions to be reconciled
without manual intervention.
Increased customer support: Cisco’s
sales partners, resellers of the
company’s networking products, as
well as customers who have been
granted access to do business with
the company on-line, can use the
e-store 24 hours a day from
anywhere in the world. This allows
customers to get their own informa-
tion at their own pace, rather than
having to wait for a salesperson to
return their calls or to track one
down through the traditional
mediums of e-mails or voice mails,
which significantly benefits the
large number of its intexrnational
customers. Since customers have
instantaneous status checks of their
orders, they have been able to save
time by not having to wait for a
Cisco customer service representa-
tive to field their call. For example,
in December 1996, the company
logged some 50 000 status checks
on orders in progress or service
orders via the web site. In January
1997, 66 000 product order inquiries
were handled similarly.

Cisco’s performance
Cost of sales for the industry, gener-
ally has been increasing since 1994,
reflecting the increasing competitive-
ness in the industry. Cisco’s costs of
sales at 33% compares favourable
with the industry average. Sales,
general and administrative costs for
the industry ranged from 5% to 48%
in 1995 and averaged 19:3% in 1995
which is an increase from 15:3% in
1994. Cisco’s sales, general and
administrative costs amounted to
some 22% of sales. This has prompted
many firms in the industry to search
for ways to reduce these costs. Cisco’s
cost of sales amounted to about 22% of
total revenues®. Cisco, however, has
been able to maintain lower compara-
tively costs of sales than its competi-
tors, as shown in Figures 5 and 6.
Several qualifications on Cisco’s
success are necessary. First, the actual
extent of sales being completed on-line
cannot be independently verified*.
Initial research suggests that Cisco
may be employing a much broader
definition of on-line sales than is used
in this study, where such sales would
include any part of the process,
including attaining pricing and product
information on-line. Secondly, many
companies’ current procurement
requirements and procedures prevent
sales orders actually being placed
through Cisco’s on-line commerce
agent. The growth of Internet com-
merce thus will depend on companies
and institutions altering their procure-
ment procedures and processes.
Thirdly, it is highly unlikely that
Cisco’s commerce agent will completely
replace the traditional sales team
approach. The commerce agent is not
designed to provide some of the
services that the sales team does, such
as availability of price discounts and
after-sales support. Finally, it should be

T According to government data, cost
of sales in the computer communications
equipment sector range from 5% to 46% of
sales. Cisco reports 22% cost of sales in its
10K filing. (Note: 10K is the name of a
form that public corporations are required
to complete by the Securities Exchange
Commission.)

* For example, the network systems
manager at Stanford University, in an
interview with CTM, stated that the 27
April 1997 Industry Week article that cited
Stanford University as having purchased
a network systems on-line from Cisco was
in error. All of the network systems
managers interviewed by CTM reiterated
that their company’s internal procure-
ment procedures currently prevent such
on-line purchases.
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Figure 5—Sales and marketing costs as percentage of total

revenues

noted that Cisco’s products and
customer bases are unusually well
suited to Internet commerce. Cisco’s
customers are primarily network
systems managers who are highly
technical, who have the personal
ability and organisational resources to
conduct business in an on-line environ-
ment, and who are generally support-
ive of such an environment. Clearly,
most business and consumer markets
lack these particular conditions of
success for Internet commerce.

IP Applications and
Prospects for Adoption

The above discussion of Marshall
Industries and other companies has
demonstrated the ability of IP-based
applications to lower costs, increase
productivity, improve customer support
and expand customer base. CTM’s
survey has found that over 70% rated
improvement of the company’s image,
the use as a promotional tool and the
low cost and rapid means of dissemina-
tion of information as important or
very important reasons for the
company to have a web sitet. Similarly,
some 50% of respondents see the
Internet as an important or very

Figure 7—Types of on-line services available to customers
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important way to increase sales,
provide better customer support and
expand the geographical scope of the
company. Juxtaposed against results
from a similar survey in 1997, it is
apparent that the main reasons for
companies to have web sites have not
changed significantly.

Marshall Industries has demon-
strated how the use of IP-based
applications has enabled it to achieve
significant savings in sales, general
and administrative costs. However,
only 30% of the companies currently
see this as an important or very
important factor in having a web site.
It may well be that the web-based
experiences of Marshall Industries and
other companies are leavening, albeit
slowly, through the economy as there
were 10% more companies in 1998
than in 1997 which see cost reduction
as an important or very important
reason for companies to have web sites.

CTM’s survey has also found that
some 80% of companies in 1997 and
1998 use their web sites to provide
product information. The extent to
which companies have adopted other
types of IP-based applications is
shown in Figure 7. Currently, only
34% of companies allow their custom-
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Figure 6 —General and administrative costs as percentage of

ers to order products on-line while
only 15% of companies offer their
customers the ability to access
technical support, make payments or
attain real-time pricing and inven-
tory information through their web-
sites. Furthermore, less than 10% of
companies currently provide their
customers with real-time customer
support, order status and checking
and purchase history through their
web-sites. These are services that
Cisco and Marshall Industries
currently offer their customers
on-line. The growth potentials of
these applications, however, are
shown by the significant increases in
the percentage of companies which
intend to offer these applications to
their customers by the end of 1999.

The lessons and economic benefits
of supply chain integration experi-
enced by Marshall, Wal-Mart and
ANX may, however, take a longer time
to disseminate through the economy,
as shown in Figure 8. Currently,

T CTM’s survey of some 70 firms is
meant to gauge the extent of penetration of
some of these IP-based applications. 51% of
these firms are large firms with over $100
million in revenues in 1997 and 61% of the
firms employed over 500 people.

Figure 8—Types of on-line services available to suppliers
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nearly 50% of companies do not offer
suppliers any business applications
through their web sites and most of
these companies do not plan to offer
any of these applications within the
next year. However, although less
than 10% of companies currently offer
their suppliers account payment,
inventory management or procure-
ment services options on-line, Figure 8
shows that a dramatic increase in
percentage of firms who will offer
these services within the next year.

Wal-Mart and Marshall Industries,
particularly, have been able to achieve
significant business efficiencies across
a wide range of corporate functions
through the use of IP-based applica-
tions. CTM’s survey reiterates two
main points. First, a significant
percentage of firms have yet to adopt
any of these applications in their
business processes. Secondly, among
those firms that have implemented
some of these IP-based applications, a
large percentage of them have not
been able to fully duplicate the level of
success Marshall Industries has
achieved. This, in part, may be due to
the fact that most firms have not
re-engineered their corporate proc-
esses first, as in the case of Marshall
Industries to fully exploit the advan-
tages of IP-based applications.

Conclusions

Several leading-edge companies have
significantly utilised IP-based
applications in their business proc-
esses and have demonstrated the
existence of business efficiencies from
the use of these applications. These
efficiencies, attained by incorporating
IP-based applications and services
into the business model include: the
lack of need to build proprietary
telecommunications and data net-
works; cost-savings by transferring
large data files between clients on the
Internet; reduction in customer
support personnel; better inventory
management; increased customer-
base; cost savings in business transac-
tions; and increased employee
productivity. However, these
efficiencies have been achieved only
through the re-engineering and
integration of internal and external
business processes. Although such re-
engineering and integration are
fraught with technical and organisa-
tional complexities, it may well reflect
how successful global corporations
have responded to the challenges and
pressures of the new networked albeit
competitive business environment.
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What is the real value of voice
over IP (VoIP) for corporate
users? This is the key question of
this paper. Five application areas
of VoIP for companies are
discussed: VoIP over the local
area network (LAN), VoIP over
the wide area network (WAN),
VoIP for customer contact, VoIP
for telecommuters and
multimedia collaboration over IP.
Competing technologies exist for
all five areas. There is, however, a
strong tendency towards IP-based
solutions and VoIP does offer
some unique advantages. The
sometimes-poor voice quality of
VoIP solutions is a serious
barrier for its success. It is also
important to note that current
VoIP solutions do not yet offer all
the well-known features of the
classic PBX. It is expected that
solutions will become available to
solve these limitations.
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Introduction

According to some vendors, every
company will have implemented
voice-over-Internet-protocol (VoIP)
solutions in a few years’ time,
regardless of the application or field
of operation.

The following five application
areas of VoIP for corporate users are
distinguished: VoIP over the local
area network (LAN), VoIP over the
wide area network (WAN), VoIP for
customer contact, VoIP for
telecommuters and multimedia
collaboration over IP.

For each application, the pros and
cons of VoIP are discussed and
compared to competing technologies.
Based on this comparison, conclu-
sions are drawn regarding the actual
value of VoIP for the different
application areas. The paper starts
with a brief explanation of VoIP and
of the quality it can offer.

What is VolP?

VoIP is a technology that transports

voice over an IP network. With the
help of special coding methods, voice
is converted into IP packages, which
are then transported over an IP
network. The encoding software and
hardware are known as codecs. The
receiver decodes the packages and
converts them back into voice.
Figure 1 illustrates this process.

The great advantage of using IP
for data or voice transmission is the
fact that it can be transported over
almost any other transmission
protocol. For example, a user who is
linked to an Ethernet LAN and
someone working at home with a
public switched telephone network
(PSTN) line can communicate using
the same IP application.

Another advantage is the com-
pression that can be applied during
the encoding. At the moment, the
most popular codecs can compress a
64 kbit/s voice connection by a factor
of four, making it a 16 kbit/s connec-
tion. Some of the more advanced
codecs can even compress to a bit
rate of about 5 kbit/s. By way of
comparison, global system for mobile
communications (GSM) encoding
compresses a 64 kbit/s voice signal to
9-6 kbit/s. One should, however, bear
in mind that compressed audio data
need to be encapsulated in IP
packets. This introduces a significant
amount of overhead. We found that—
depending on the parameters sample
frequency, silence suppression and
header compression—the overhead
can easily result in the required
bandwidth being doubled.

There are also disadvantages in
using IP networks for real-time
applications such as voice or video. IP
was originally not developed for real-
time applications, which means that
the voice quality is lower than the

Figure 1— With the help of codecs, voice is converted into IP packages and
transported over an IP network and subsequently decoded
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PSTN quality. There is a risk of
delays, echo and the loss of various
parts of the conversation—if you are
having a conversation over the
Internet at a bad time, you could end
up in a kind of walkie-talkie ex-
change. On the other hand, labora-
tory demonstrations have shown that
voice quality is satisfactory when
using VoIP on a well-dimensioned
and well-managed IP network.

KPN Research performs numer-
ous tests on the VoIP quality. Voice
quality is not easy to measure. The
relevant parameter is the perceived
quality by the end-user, expressed as
the mean opinion score (MOS). A live
conversation has an MOS of 5, PSTN
corresponds to MOS 4 and mobile
telephony using GSM corresponds to
MOS 3. KPN Research has developed
a method to predict the MOS factor
of voice in an IP network based on
the technical parameters of the IP
network. During a test carried out in
1998, the highest MOS score ob-
tained was 3-5. So even under perfect
conditions, the speech quality is still
below PSTN quality. Five parameters
determine the perceived audio
quality: bandwidth, delay, jitter, echo
and packet loss. We found that as the
delay increases, the echo problem
also increases. The delay of VoIP
services will always be higher
compared with the delay of the public
switched circuits.

VolP Applications within a
Company

This paper discusses five applications
of VoIP (see Figure 2):

® VoIP over the LAN,

® VoIP over the WAN,

@ VoIP for contacts with customers,
® VoIP for telecommuters, and

@ multimedia collaboration

These five application areas are
discussed below. First, there is a
short description of each application’s
architecture, then the existing
products are described and finally,
the competing technologies are
highlighted.

VolIP over the LAN

Architecture

The architecture for VoIP over the
LAN is illustrated in Figure 3. A
growing number of terminals is
available for the use of VoIP over the
LAN. The terminals can be seen
from left to right in Figure 3. On the
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left is a classic telephone connected
directly to a router which has an
integrated VoIP-gateway. Secondly,
multimedia PCs can be used as
telephones. These can include a
regular desktop PC or a laptop
communicating over a wireless LAN.
In the middle you can see a special
IP telephone connected directly to
the LAN (in combination with an IP
PBX). An IP PBX is a telephony
server that provides already existing
telephony features, such as comple-
tion of calls to busy subscriber
(CCBS) and call diversion, as well as
new computer telephony integration
(CTI) features based on the integra-
tion between the telephony and the
PC/data environment. For example,
the number and name of an incom-
ing call can be displayed on the PC
screen. At the right side of Figure 3
you can find a solution for mobile
telephony: wireless IP telephones
that use wave LAN technology to
communicate with other terminals.
This IP architecture consists of
one single network for both data and
voice, which means that only one

infrastructure has to be managed. It
is also possible to integrate the
configuration management. When
adding a new user, the new telephone
number is created in much the same
way as a new e-mail address is
created. In this way, user data can be
created and modified more efficiently,
thereby reducing management costs.

Existing products

Every PBX vendor and IT vendor is
currently active in this field. The
products they sell can be divided into
two categories: IP telephones and
(small) gateways for normal tele-
phones. [P telephones can be plugged
directly into any Ethernet interface on
the LAN. Selsius, meanwhile taken
over by Cisco, was the first vendor of
IP telephones and IP PBXs. (Small) I[P
gateways are integrated within the
router and standard analogue
telephones can be plugged into the
router. At the moment, only a small
number of services is supported.
Frequently-used features such as call
completion on busy subscriber are not
supported at the moment.

Figure 2—Five applications areas of VoIP within a company
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Voice quality

The present IP installed base within
companies is usually not sufficient to
guarantee the quality of a telephone
call. This means that a conversation
might be temporarily interrupted if
your neighbour starts up his word
processor from the network. Quality
guarantees for company networks can
only be given if all equipment (for
example, routers) supports the same
protocol. Preparing your network for
high-quality voice therefore often
requires upgrading it entirely.

Competing technologies

IP telephony over the LAN will have
to compete with existing solutions for
business telephony. The PBX is still
the preferred solution. The PC-based
PBX is a fairly recent development.
The various solutions are discussed
and compared below.

The PBX is currently the most
popular solution for business tele-
phony. In a PBX, the switching
matrix for setting up calls between
the various extensions and the
management software are completely
integrated. The system is completely
closed—it is not possible, for exam-
ple, to develop a customer-specific
application for a PBX. CTI has been
developed to overcome this problem.
CTI solutions link a server toa PBX
via the hardware.

With a PC-based PBX (PCBX), the
link between the telephony environ-
ment and the IT environment is not
created using the hardware, but
using the software. This PCBX is
equipped with hardware cards that
contain PBX functionality and can be
controlled by the software in the PC.
The telephone at the desktop is
directly connected with the PCBX,
while the PC is linked to the PCBX
over the LAN. The software connec-
tion allows virtually every functional-
ity desired by the user to be built. All
of the existing PBX features can be
realised, and new services such as
video-conferencing and application
sharing can be used. The drawback of
a PCBX is its limited reliability,
which will make it difficult to equal
the 99.999% reliability of the tradi-
tional PBX.

Use of VoIP over the LAN

The best solution for a company
depends greatly on its individual
needs. If it wants to make calls using
additional services such as voice mail,
then a PBX is still the most suitable
solution. This will be the case for the
vast majority of businesses. Companies

that place high demands on functional-
ity will prefer a PCBX solution. By
developing a customer-specific PCBX
application every desired functionality
could be achieved. For the next two or
three years, VoIP over the LAN will
only be used in niche markets, for
example at locations that have a data
network but no telephony infrastruc-
ture in place.

VoIP over the WAN

Architecture
VoIP also offers new ways of connect-
ing PBXs over an IP network. This
option uses VoIP-to-PSTN gateways.
The gateway digitises and com-
presses the voice and splits the
audio-bitstream into IP packets. It
then sends the data over an IP
network to another gateway, where
the audio is decoded again. Figure 4
illustrates the architecture.
Integrating voice and data across
the same network can offer cost
savings—only one network has to be
managed by the company, and only
one service has to be supplied by the
network provider.

Existing products
Current gateways were not specifi-
cally developed to link PBXs but to
be used in the public network.
Transmission of special PBX signals
between two gateways is not sup-
ported by any supplier at present.
The various suppliers of VoIP-to-
PSTN gateways can be divided into
three groups: individual gateway
suppliers, router suppliers who want
to integrate the gateway into the
router, and PBX suppliers who try to
integrate the gateway into the PBX.
The first group is by far the largest,
yet this solution is less interesting for
businesses, because a stand-alone
system cannot be integrated in nor
managed with the telephony environ-
ment or the data environment. Cisco
is a clear example of a company that
integrates the gateway into the router,
whereas Nortel has chosen to inte-
grate the gateway into the PBX. It is
difficult to predict which of the two
solutions will prevail in the long term.

VOICE/DATA CONVERGENCE

Voice quality

Relatively speaking, it is easier to
give quality guarantees for VoIP over
the WAN than for VoIP over the LAN
because less equipment has to be
upgraded or replaced. Only the
actual connections with the WAN
have to be modified. Depending on
the type of network and the available
bandwidth, the quality of the voice
connection is roughly the same as
GSM quality. This quality will
increase in the coming years through
the use of new protocols, which will
make it possible to give quality
guarantees.

Competing technologies

The idea behind VoIP over the WAN
is that voice and data are integrated
over one network. Older technologies
that do the same thing include voice
over frame relay and voice over ATM,
both of which are further developed.
For example, the transport of special
PBX signalling between sites is
already supported for ATM and
frame relay, but not for IP.

Neither the IP protocol nor frame
relay were originally developed to
transport high-quality voice. ATM
was. This means that it is easier to
obtain a high-voice quality compared
to frame relay or IP. Besides, IP
always requires a transmission
mechanism such as ATM or frame
relay. This begs the question why a
company would send its voice traffic
over IP when it could just as well do
so over the underlying transport
layers like frame relay or ATM. IP
does offer four important advantages:

@ IP can be used as an overlay
protocol in companies that use
different transmission protocols.

@ [P is carried to the desktop of the
end user. This enables functional
integration between the PC/data-
environment and telephony
applications (CTD.

® The data industry is currently
focussed on IP, allocating large
research and development
budgets to IP-related develop-
ments. Furthermore, IP products
are improving very rapidly.

Figure 4— Configuration for connecting PBXs over an IP network
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@ The advent of all-IP operators can
result in cheaper IP transmission.

Use of VoIP over the WAN
VoIP over the WAN will be used by
businesses that simultaneously use
several transmission technologies in
their network. The main offices can
be linked to an ATM network, and
the branch offices to a frame relay
network. The IP protocol serves as a
bridge between the various protocols.
Businesses that implement it in the
years ahead will have to accept that
voice quality will be somewhat poor
and that the various PBX features
will not be transparent throughout
the network. Businesses that use
only one transmission technology in
the network will probably not use
VoIP but direct voice over frame
relay or voice over ATM instead.
There will be a steady increase in
the number of providers offering IP
networks to link sites. The company
will be supplied with an IP plug at
each site. In this situation, companies
may well choose a VoIP solution if
they want voice-data integration.

VolIP for customer contact

Architecture

VoIP can be used as an extra way for
businesses to come into contact with
their customers, for example when a
customer is surfing the company’s web
page and wants to ask a question
about a certain product. Using VoIP,
the customer can call the company
without first having to break the
connection. This method uses a single
VoIP-to-PSTN gateway that converts
the voice into IP packages and vice
versa. The customer will need a
multimedia PC with a sound card, a
microphone and a loudspeaker. The
VoIP-to-PSTN gateway can be
managed either by the company itself
or by a service provider. In the latter
case, the gateway may be used by
several businesses at the same time.
This architecture is illustrated in
Figure 5.

Existing products

VoIP-to-PSTN gateways are available
as individual gateways. Call centre
suppliers are also busy integrating
these gateways into their equipment.

Voice quality

Before a company can offer this kind
of service to its customers, it must
first examine the quality of the voice
connection very carefully. If commu-
nication with the customer is ren-
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Figure 5—VoIP architecture for customer contact

dered impossible by a poor connec-
tion, this will certainly not be good
for the relationship with the cus-
tomer. The customer will probably
blame the company rather than the
IP network.

Competing technologies
There are two alternatives for this
application:

@ call the call centre by a normal
telephone once the web surfing
session is finished, or

@ the use of the so-called click-to-
dial button whereby a visitor of a
web site clicks this button and the
call centre call him/her back over
the regular PSTN at a specified
time.

The advantage of these alterna-
tives is that the telephone call is a
regular PSTN telephone call and the
quality will be high. The advantages
of the VoIP-application are that

@ the customer can speak to the call
centre agent directly;

@ it offers the team-browse fea-
ture—the customer and the call
centre agent can discuss a specific
web page; and

@ the customer is still on-line.

Use of VoIP. for contact with
customers

VoIP for contact with customers is an
addition to the existing communica-
tion possibilities using web pages.
Companies can experiment with this
kind of application without big

investments if they start with one
central gateway managed by a
service provider. If the response is
satisfactory, the call centre at the
customer location can be extended
with a gateway.

The potential problem of low voice
quality might be avoided by giving
the customer a choice: using VoIP
which might result in a lower quality,
or dialling back using the normal
high-quality telephone. The latter
option has the disadvantage that
customers with only one PSTN
telephone line have to disconnect
from the Internet first.

VoIP for telecommuters

Architecture

Telecommuters often use a dial-in
connection to connect to the company
intranet. This same IP connection can
be used for voice. When the
telecommuter logs in to his/her
intranet, a special software program
on his/her PC logs on the VoIP-to-
PSTN gateway. An incoming call,
addressed to this telecommuter; is
forwarded by the PBX to the VoIP-to-
PSTN gateway. The gateway trans-
lates the voice into IP packets and
sends them to the telecommuter’s PC.
The telecommuter can also use his/her
PC at home to originate telephone
calls. Even some PBX features can be
supported. This architecture is
illustrated in Figure 6.

Existing products
Virtually all gateway suppliers
support telecommuter functionality.

Figure 6 —VoIP architecture for telecommuters

{ [ )
| | gﬁz‘?
&
VoIP-TO-PSTN
GATEWAY

IP NETWORK

<
TELECOMMUTER



The architecture is very similar to
the VoIP architecture used for
customer contact. The only difference
is that telecommuters have to log on
to the gateway before they can use
their PCs as telephones.

Voice quality

When telecommuters dial directly
into the company’s intranet, only
privately owned network capacity is
used and the voice quality approaches
that of GSM telephones. However,
sometimes public IP networks are
used as dial-in infrastructure. In that
case, the company does not have to
invest in its own modem pool, but
uses the modem pool of an Internet
service provider. When using the
public infrastructure of an Internet
service provider, part of the network
can no longer be controlled by the
company. When using the Internet,
voice quality becomes unpredictable.

Competing technologies
Traditional PBX vendors use propri-
etary telephones to support
telecommuter functionality. These
telephones are relatively expensive
and require a second telephone line.
The VoIP solution assumes that the
telecommuter uses a multimedia PC
which is permanently logged on to
the network.

Another competing technology is
GSM. Given the fast-growing penetra-
tion of mobile telephones, the need for
fixed telephones is decreasing. The
telecommuter’s fixed telephone at the
office is forwarded to his/her mobile
telephone, without the need for extra
gateway investments. When using
extra fixed-mobile integration services,
it is even possible to dial short num-
bers on the mobile telephone,

Use of VoIP for telecommuters
VoIP technology is available to
automatically transfer calls made to
fixed telephones at the office to the
PC at home. A voice quality similar
to GSM is certainly possible. This can
be an interesting solution for
telecommuters that have a multime-
dia PC at home, yet it might come too
late, considering the rapid penetra-
tion of GSM.

VolP and multimedia
collaboration over IP

Architecture

It’s a done deal: IP is the standard
protocol for multimedia communica-
tion. Multimedia communication at
the desktop will become the standard
in the corporate environment. The
three traditional key barriers are
disappearing: bandwidth becomes
available on the LAN and the WAN,
desktop PCs are becoming increas-
ingly powerful and the prices of
equipment arc dropping.

The ITU standard for VoIP, H.323,
also supports application sharing and
video communication.

A possible architecture is illus-
trated in Figure 7. We foresee that
the desktop multimedia PC will
become the de facto multimedia
terminal. The gatekeeper is a
necessary management tool to
control the bandwidth usage and to
translate the name of end users into
IP addresses on the network. Band-
width management is a crucial
function as real-time traffic (voice,
video) is very demanding. The MCU
is a multipoint conferencing unit.
This server enables multimedia
conferences between three or more
terminals. And finally, there is the

Figure 7—Architecture for multimedia collaboration over IP
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H.323/H.320 gateway, which trans-
lates the information of a H.323
terminal to a H.320 (ISDN
videoconferencing) terminal and vice
versa. This gateway is only useful if
you want to communicate with H.320
terminals. It can also be used to
make a voice call from any H.323

client to a regular telephone on the
PSTN.

Existing products

Multimedia clients come in several
forms. An increasing number of
H.323 multimedia terminals is
available. If you have a multimedia
PC, you can use Microsoft
Netmeeting, a public domain H.323
client that supports multimedia
communication. However, if you
prefer to have a better video quality
you need to buy special H.323 clients;
for example, PictureTel’s client. This
client uses about 700 kbit/s for the
video images. Multipoint
conferencing units (for example,
PictureTel, VideoServer) and H.323/
H.320 gateways have been available
since 1998.

Voice quality

The voice quality strongly depends
on the characteristics of the network
and on the multimedia client. The
voice quality can be greatly improved
by using a headset instead of a
microphone and speakers. Multime-
dia communication, including video
communication, is possible over a
well-designed and well-managed
LAN/WAN. Special attention needs to
be paid to the audio and video
synchronisation if video is used. Each
client uses a different approach to
synchronise the media streams.

Competing technologies
Multimedia collaboration can also be
used over the integrated services
digital network (ISDN) or asynchro-
nous transfer mode (ATM).
Videoconferencing systems for ISDN
(H.320 terminals) and ATM are
available. Multimedia over IP has
one great advantage: IP can be used
from the desktop, whereas ISDN and
ATM are mainly used to connect
videoconferencing studios. An
alternative for multimedia collabora-
tion is to use standard telephones for
audio conferencing while using the
desktop PC for a synchronised video
communication and data-/applica-
tion-sharing session. Although this is
feasible from a technical point of
view, it is not very popular in the
marketplace.
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Use of Multimedia collaboration
over IP

Multimedia collaboration is particu-
larly useful for multi-site companies
with an intranet. It allows employees
to participate in multimedia meet-
ings from their desktop PC. Data/
application sharing can enrich audio
conferences. Video is optional and can
be useful for certain types of meet-
ings. Managed bandwidth in the LAN
and WAN is required, especially
when video is added to the confer-
ence. Employees need to have access
to multimedia PCs.

Conclusion

This paper argues that using VoIP on
the LAN will be a niche market for
the forthcoming years. If companies
adopt VoIP on the LAN, a gradual
migration from their traditional PBX
to VoIP on the LAN is expected.

Voice-data integration in the WAN
will allow cost savings. This can be
achieved using VoIP but also through
voice over frame relay and voice over
ATM technologies, which are slightly
older and have made greater progress
than VoIP. VoIP can, however, be a
good solution if different
tranportation technologies are used
within the company network.

VoIP is the only solution for
companies dealing with on-line
customers who must be able to push-
to-talk and have access to the
Internet simultaneously. Companies
should seriously consider the speech
quality they can provide to their
customers using this technology. Low
quality will result in a bad image. To
prevent this, companies can give
customers two options: dial back
using normal telephone lines or VoIP.

VoIP for telecommuters can be a
cheap solution compared to propri-
etary PBX solutions. It enables
telecommuters to automatically
transfer calls made to fixed company
telephones to their PCs at home. The
PC can be used as a telephone that
even supports some PBX features.
However, the need for this solution is
decreasing with the fast-growing
penetration of mobile telephones.

IP is expected to become the
platform for multimedia collabora-
tion applications. Voice, video and
data will become completely inte-
grated. The available bandwidth on
the public Internet will not be
sufficient for these applications to
grow substantially. Managed LANs
and WANSs certainly provide a
solution here.
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Feasibility of Non-Intrusive
Monitoring of Voice Call
Quality in Internet Telephony

In recent years, increasingly
sophisticated ways have become
available for accurately estimat-
ing customer opinions of PSTN
call quality using non-intrusive
objective measurements. This
paper discusses the application
of non-intrusive monitoring of
end-to-end call quality to voice-
over-IP (VoIP) networks. The
problems and opportunities of a
number of network scenarios are
studied, including the impact of
interconnections with the public
switched telephone network. In
particular, interactions between
VoIP network elements, call
signalling information, the voice
signals and the choice of monitor-
ing location are examined.

Introduction

S ———————
The commercial success of voice-over-
Internet-protocol (VoIP) telephony is
likely to be strongly affected by
customeropinions of connectivity,
reliability and call quality that it
provides, compared with the perform-
ance of the public switched telephone
network (PSTN). In recent years,
sophisticated ways have become
available for accurately estimating
customer opinions of PSTN call
quality using in-service non-intrusive
objective measurements!. In particu-
lar, such techniques are becoming
popular for assessing the quality of
service provided by interconnections
with other network operators.
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Internet transmission is a rapidly
evolving subject and Internet tele-
phony is an especially fluid part of
this growing complexity. Thomas?
provides a brief history of the Internet
and of the semi-autonomous bodies
that govern its technical standards
and architectures. O’Neill, Sim and
Rudkin®?® debate real-time Internet
protocols, while Catchpole® explains
current VoIP technology and describes
a recent VoIP trial undertaken by
British Telecommunications plc.

Despite recent progress, standards
for VoIP transmission are not com-
plete or widely agreed, because near-
optimum mechanisms for handling
real-time Internet traffic are still the
subject of widespread research*. The
authors believe that satisfactory
methods for the automatic assessment
of customer opinions of voice call
quality will play a pivotal role in the
testing and development of improved
real-time mechanisms, and lead to
more successful VoIP products and
services.

This paper discusses the funda-
mental issues involved in applying
the established methods of in-service
non-intrusive monitoring to assess
the call quality of person-to-person
VoIP connections, using IPv4
protocols. It does not extend to the

assessment of conference calls nor
are the findings based on the capa-
bilities of any commercially-available
non-intrusive monitoring equipment.
Four potential network scenarios are
studied and the impact of the choice
of monitoring location is examined.
Finally, questions are presented for
further practical development of non-
intrusive VoIP monitoring.

Non-Intrusive Monitoring
An in-service non-intrusive monitor-
ing device (INMD) gathers informa-
tion on network performance by
making objective measurements on
live traffic without disturbing that
traffic or taking circuits out of
service. The transmission impair-
ments of a statistically-significant
fraction of live traffic can then be
assessed in ways that correlate well
with customer opinions of voice call
quality. If sufficient circuits are
monitored for long enough, an
accurate indication of average call
quality across an entire network can
be obtained. INMDs are currently
under study by the ITU-T in Study
Group 12™° and a related ANSI
standard was published in 1997'°,
An INMD is typically composed of
three parts, as shown in Figure 1. The

Figure 1—Processing functions within a typical INMD
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measurement system uses digital
signal processing (DSP) techniques to
make objective measurements on the
speech-band signals and extracts
signalling information. A control
system identifies which calls to
monitor and a database system stores
the measurement results for later
analysis. Basic measurements include
active speech level!, psophometrically-
weighted background-noise level and
the echo path loss and echo path delay
in both transmission directions. More
advanced measurements could
include estimates of temporal clipping
and impulsive noise as well as the use
of customer opinion models to predict
the voice quality experienced by users.

Interpreting the
Measurements

A common method of interpreting
INMD data is to set acceptable
threshold levels for the individual
parameters measured on each
network route. However, this can give
misleading results because of
subjective interactions between the
parameters. For example, routes with
high delay can provide acceptable
voice quality to customers as long as
there is also high echo path loss. Yet
routes with levels of delay and echo
that are each just within the appro-
priate threshold can give unaccept-
able voice call quality.

More appropriate interpretation
can be achieved with a multi-
parameter model of human auditory
perception, producing a synthetic
measure of customer opinion. One
such example is the call clarity index
model, developed at BT Laborato-
ries'.

The location of an INMD within a
network significantly affects its
measurement accuracy. For example,
echo cancellers make it difficult to
measure transmission delay and echo
path loss through the cancelled path.
If an INMD is located before the echo
has been cancelled, then delay and
echo path loss can be measured but
these measurements are not repre-
sentative of what the far-end listener
hears. It is therefore vital to know
the location of an INMD to correctly
interpret its measurements.

Network Scenarios

The following sections examine four
end-to-end network connections for
VoIP calls, along with potential
locations for INMD equipment. For
simplicity, specific implementation
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details, such as the type of gateway,
firewall, protocol or voice terminal in
use, are ignored.

Pure IP connections

Figure 2 shows a network with
purely Internet transmission of voice
signals. At present, a lack of cohesive
standards in terminal software limits
this scenario to connections between
cooperative users. A private intranet,
with its potential for router manage-
ment and control of software stand-
ards, is therefore a more plausible
example of this scenario than a
public Internet link, assuming a
normal standard of connectivity and
call quality. This scenario might use
the public Internet for commercial
applications as a ‘fall-back’ measure
or to access mobile workers. As a
result, this scenario spans a wide
range of voice call quality.

IP-PSTN connections

The network scenario shown in
Figure 3 involves a connection to a
PSTN telephone, via a PSTN-to-IP
gateway. The scenario is asymmetri-
cal and either party could, in princi-
ple, originate or answer calls.
However, the TP-originate’ scenario is
currently of greater interest owing to
the large number of PSTN recipients.
A commonly quoted application
would be to bypass national or

Figure 2—Pure IP network scenario
for VoIP calls
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international tariff agreements,
when the PSTN section would
probably be a distant local network.
The ‘PSTN-originate’ form might be
used to access remote call-centres,
when the PSTN section could include
an international link.

Because one end of the IP connec-
tion occurs in the gateway, speech
coding software and IP protocols are
likely to conform to established
standards. Currently, this scenario is
unlikely to allow the transmission of
PSTN signalling information over
the IP section. However, an INMD
located at the gateway could use
signalling information to estimate
the plausible range of some meas-
ured parameters, such as delay, for
one end of the connection.

PSTN-IP-PSTN connections
The scenario shown in Figure 4 is
essentially two examples of the
previous scenario in tandem, sharing
the same speech coding and IP
protocol restrictions. It is commonly
promoted for national and interna-
tional ‘tariff bypass’ applications with
two local PSTN sections. Some PSTN
signalling information must travel
across the IP section between the
gateways, though this need not travel
in the voice packets.

IP-PSTN-IP connections
Figure 5 shows an IP-to-IP voice call,
connected through an intermediate
PSTN network. This scenario is
plausible as a VoIP ‘overflow’ provi-
sion in private intranet applications.
The PSTN section might include an
international link and the speech
coding and IP protocols are likely to
conform to established standards. In
this scenario, the signalling informa-
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Figure 5—1IP via PSTN to IP network scenario

tion that travels over either the IP or
the PSTN section is unlikely to give
much useful information about the
expected parameters of either end of
the connection.

Parameters of VolP
Telephony

Table 1 shows the relative perceptual
impact of physical factors in tele-
phony. Important characteristics of
telephones, in terms of voice quality,
are the send and receive loudness
ratings'2. These determine the
magnitude of the speech signal
reaching the listener’s ear. Large
deviations from a preferred listening
level reduce subjective voice quality
and can degrade the objective
performance of speech coders.
Audible echo signals can seriously
interfere with fluent and natural
conversation'®. Noise audible between
speech utterances, owing to bit errors
or quantisation effects, is generally
negligible. In particular, environmen-
tal (ambient) noise can degrade the
quality and intelligibility of received
speech. Such noise problems can be
complex, depending on the character-
istics of the noise and of the micro-
phones, loudspeakers or handsets in
use.

VoIP connections share many of
the features of mobile, long-distance
and international calls. Delay, echo
control, speech coding and environ-
mental noise are important design

issues. Interconnection of VoIP
telephones with PSTN telephones, in
fixed or mobile form, creates the
possibility of degradations due to
cascade connections of multiple echo
cancellers and speech codecs.

Voice Quality Issues

VoIP telephony brings potential
impairments and uncertainties that
are not present in the PSTN, because
IP networks create circuits with
mutually interdependent perform-
ance. The fundamental processes of
VoIP transmission—coding, network
transport, buffering and decoding—
increase delay and introduce the
possibility of packet loss, in ways that
depend on network configuration and
traffic loading. The variable nature of
this extra delay and the unpredict-
ability of packet loss mechanisms can
create discontinuous speech signals,
with gaps or deletions. Such mutila-
tions not only degrade the call
quality experienced by the users, but
also upset conventional non-intrusive
measurement algorithms, potentially
leading to inaccurate or misleading
indications of voice quality.

Delay and echo

In the absence of echo, long delay
creates difficulty in speech communi-
cation. Increased delay also intensi-
fies the subjective impact of echo
signals®®, This creates a need for echo
control, especially on PSTN intercon-

Table 1 Relative Effect of Physical Factors on Aspects of the Perception of Quality
(based on ETSI Technical Report ETR-250, July 1996)
Physical Factors Relative Effect on Perception

Overall Quality | Loudness Intelligibility | Naturalness
Loss High High High Low
Bandwidth High Medium Medium High
Noise Medium Medium Low
Distortion Medium Medium Medium
Sidetone Low Low Medium
Echo (talker) High Low Medium
Delay Medium Low

VOICE/DATA CONVERGENCE

nections where 2-to-4-wire converters
can be a major source of echo.
Acoustic echo can also be trouble-
some, depending on the terminal and
handset design. In the PSTN,
handset design is well controlled but
in some VoIP applications this aspect
of terminal design is, at present,
poorly specified. For example,
acoustic echo can easily be a problem
when the VoIP terminal is a personal
computer (PC) using a microphone
and loudspeakers of variable sensi-
tivity.

Conventional echo cancellers are
unable to cope with the effects of
packet loss and variable delay in the
echo path. Echo cancellation is most
successfully achieved in the VoIP
terminal or close to the echo source.
Echo audibility is greater when
listening with a handset than
through loudspeakers, so that user
opinions may differ at either end of a
connection.

Coding

On heavily-loaded IP networks,
speech-coding techniques can
improve some aspects of VoIP call
quality by reducing the bit-rate
capacity needed for transmission.
However, speech coding introduces
its own degradations which are
highly dependent on the amount of
compression and the complexity of
the coding algorithm used!. Addi-
tionally, if packets are lost when high
compression coding is used then a
larger duration of speech is dis-
turbed. The impact on voice quality
depends on the coding technique and
its ability to reconstruct an estimate
of the missing speech.

Some VoIP speech codecs use voice
activity detection to avoid transmit-
ting packets when the talker is
silent. In this case, so-called comfort
noise is sometimes synthesised at the
decoder, to approximately match the
characteristics of the ambient noise
from the talker’s environment.

Non-Intrusive Monitoring of
VoIP Telephony

Several factors in VoIP connections,
therefore, increase the difficulty of
making accurate non-intrusive
measurements, and INMD equip-
ment designed for PSTN use may not
give reliable assessments of call
quality in VoIP connections. Good
predictions of user satisfaction
depend on using such measurements
to accurately estimate the acoustic
experience of the listener.
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The potential measurement
problems, in pure IP or hybrid
IP-PSTN networks, are examined in
the following sub-sections for a mid-
network monitoring location. It
should be noted that IP networks
also offer the potential for improved
kinds of non-intrusive measurement,
by exchanging additional data
between the terminals along with the
speech signals. However, this would
require changes in both router and
terminal software.

Speech level

Loudness is a key factor affecting
ease of communication. Active speech
level is the most useful measure of
speech signal magnitude in telecom-
munications, because it essentially
removes the impact of the silent
periods between utterances. Knowl-
edge of speech levels at a mid-
network point, in either IP or PSTN
form, does not mean the acoustic
levels at the listeners’ ears can
necessarily be predicted. The gain or
loss in gateways, local PSTN links
and that due to the electroacoustic
sensitivities of the terminals must be
known. In VoIP applications that use
PC terminals, the electroacoustic
sensitivities are usually unspecified
and highly variable.

Speech coding

Measuring speech levels means
decoding the speech, which demands
knowledge about the coding tech-
nique for that call and access to
object code for all possible decoders.
Coding information may or may not
be available through inspection of the
packets mid-network. In typical VoIP
applications, the type of coder used
can be determined from the packet
header. The subjective performance
of certain speech coders has been
assessed and can, in principle, be
represented by an equipment
impairment factor's.

In some scenarios, speech may be
subjected to coding more than once.
For instance, in the IP-PSTN-IP
scenario speech passes through two
gateways and so will be encoded and
decoded twice. Such cases are
difficult to either detect or measure
non-intrusively but are likely to
degrade voice quality.

Background noise
Measurement of noise on a VoIP
connection is not straightforward
when voice activity detection is used
to suppress packet transmission
during silent periods. In a PSTN-IP
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connection, the combined idle
channel and environmental noise
from the PSTN end could be meas-
ured if monitoring is located in the
PSTN section, but only the comfort
noise injected by the gateway can be
measured from the IP end. Unless
the environmental noise level is high
and misclassified as speech, the only
noise present in the [P mid-network
signals will be that embedded in the
speech. An alternative approach
would be to use signal-processing
methods to estimate the level of noise
within active speech’®,

INMDs located in an IP network
require knowledge not only of the
speech coding algorithms but also of
any silence-suppression and comfort-
noise algorithms. To provide accurate
predictions of voice quality, INMDs
for VoIP must be able to duplicate the
terminal decoding process.

Packet loss

An accurate way of detecting packet
loss is essential for good non-intru-
sive measurements of VoIP call
quality. In typical VoIP applications,
packets will contain sequence
numbers or timestamps.

The subjective effect of packet loss
depends on several factors, including
the distribution of packet loss—
whether random or bursty—and the
speech codec in use. Burst errors are
more common and also have a more
severe impact on voice quality.
Different speech coding algorithms
exhibit markedly different robust-
ness to lost packets, depending on the
source model employed. If the type of
codec is known, it may be possible to
predict the impact of lost packets on
the voice quality of the codec.

A further important factor is the
length of the terminal buffer, since
this length limits the acceptable
variation in packet transmission
delay before degradation occurs.
Overflow or underflow of this buffer
results in loss or insertion of frames,
potentially mutilating the speech
signal.

Echo and delay

Non-intrusive measurements of echo
path loss and delay are inter-
dependent, because some echo signal
must be detected to measure the
associated delay. Simultaneous
access to the speech signals in both
transmission directions is needed.
The ease and accuracy of the meas-
urements depend on the monitoring
location and, critically, on the design
of the VoIP speech codec.

Consider the following cases:

(a)an [P-to-PSTN connection, with
echo cancellers at either end, that
has a large end-to-end transmis-
sion delay; and

(b)an IP-to-PSTN connection with no
echo cancellers, audible echo and
medium end-to-end transmission
delay.

In case (a), little or no echo signal
is detectable in either direction with
a mid-network monitoring position,
making both echo path delays hard to
measure. The sum of the two path
delays—the end-to-end delay—
cannot be reliably determined even
though this might be large enough to
make conversation difficult.

In case (b), echo signals are
notionally present in both directions
and no measurement problems should
occur. However, if the VoIP codec uses
silence suppression, it may still be
difficult to malke useful measurements
of echo path loss and delay. Voice
activity detection algorithms are
designed to classify echo as ‘not
speech’ and block its transmission.

These difficulties may be less
significant than they at first seem. If
echo signals are suppressed they will
probably not be audible, except during
changes of talker. The silence-suppres-
sion feature has the same action as an
echo suppressor. If echo is large enough
to be transmitted, it is likely to affect
the voice quality but it can readily be
measured mid-network. In this way,
echo is reliably measured only when it
can seriously degrade voice quality.

Opinion models

Individual measurements of speech
and noise level, echo path loss and
delay are useful indications of voice
quality, but they do not account for the
psycho-acoustic interactions between
parameters that occur in the human
perception of voice call quality. A multi-
parameter model can calculate these
effects, by combining measurements
made on a call with information about
human perception, producing a single
figure estimate of the voice call quality
perceived by users at each end of the
connection. Such an index can be
meaningfully averaged over many
calls, unlike an average of any of the
individual measured parameters which
will not give useful information about
voice quality.

Examples of customer opinion
models include the call clarity index!
for non-intrusive measurements and
the E-Model for network planning!’.
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Figure 6 —An example of an opinion
model prediction of call quality

Figure 6 shows the mean call quality
predicted by a model using only two
parameters. In practice, many
parameters are required and the
surface shown in Figure 6 becomes
multi-dimensional.

Future Directions

Standards and software for IP
transmission of real-time signals are
rapidly evolving and some of the
technical claims for new regimes may
be influenced by commercial factors.
The most radical new arrangements
require major changes to the software,
and potentially hardware, in IP
routers, servers, clients and termi-
nals'®, The technical options for real-
time IP services include new protocols,
such as Int-Serv and Diff-Serv®®. New
means of transferring PSTN signal-
ling information through IP connec-
tions have also been proposed.

VoIP technology creates both
problems and opportunities for
in-service, non-intrusive measure-
ments of voice call quality. Current
customer opinion models may give
inaccurate results, because IP
transmission features network
topology variations not found in the
PSTN. Additionally, IP transmission
creates impairments whose impact on
call quality is not yet fully understood.
The questions that arise include:

® How serious is the impact of
signal gaps and deletions on
speech signal measurements, and
can the measurement algorithms
be modified to reduce or eliminate
this impact?

@ How serious is the impact of
location on INMD operation for
different VoIP network scenarios?

® How will PSTN signalling informa-
tion be carried through IP gateways?

@ Can VoIP terminal configuration
(such as buffer size and speech
coding scheme) be reliably
detected mid-network?

@ Can new measurements, such as
an estimate of speech coding
distortion, be usefully made?

® Can the perceptual models be
modified to incorporate the
subjective effects of delay jitter
and speech coding?

Conclusions

This paper has examined the funda-
mental architectural and signal
processing issues in four network
scenarios, spanning pure IP and hybrid
IP-PSTN connections with a range of
monitoring locations. Direct application
of existing in-service, non-intrusive
monitoring methods, as used in the
PSTN, is not a reliable way of assess-
ing voice-over-IP call quality if delay
jitter and packet loss are significant.
These degradations are not incorpo-
rated in the call quality measurements
or models of current INMD equipment.

With appropriate development, it
seems likely that useful measurements
and models could be devised to deal
with these degradations, which mainly
affect echo and delay measurements. It
is also possible that the degradations of
alternative speech coding methods
could be classified. Furthermore, IP
networks offer potential advantages for
improved non-intrusive monitoring
techniques, requiring changes in router
and terminal software.

The voice quality provided by
evolving VoIP technology has been
widely recognised as a critical factor
in its success. The authors believe
that making statistically-reliable
non-intrusive call quality assess-
ments, on a large number of VoIP
calls under real-life conditions, will
play an important role in improving
technical standards and in building
customer confidence in VoIP services.
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Wolfgang Groenen

MOBILE COMMUNICATIONS

Towards the Needs of Third-
Generation Systems:
Planning the Evolution of the

GSM Platform

This paper gives an overview on
the present situation and the
future development of cellular
mobile services based on the
global system for mobile
communications (GSM) in Europe
and worldwide. It describes
market trends and expected
changes.

The future evolution as
described in Phase 2 and 2+ of
the standard will open new
market segments and new
customer groups for the GSM
system.

As GSM continues its rapid
growth, work on next-system
generations, like the universal
mobile telecommunications
system (UMTS), point the way
into the next millennium. The
convergence of networks,
applications and services will
offer unprecedented mobile and
personal telecommunication
services to customers worldwide.

Cellular Markets
The success of the global system for
mobile communications (GSM) can
best be illustrated by the numbers of
operators, subscribers, countries and
networks on air (Figure 1 and

Table 1).

Originally intended to be a
European system, GSM is on the way
to a world standard. In more than
120 countries GSM is in operation, is

being introduced or has been chosen
as the standard.

Based on that success, the market
forecasts show a rapid growth up to
230 million GSM subscribers until
the end of the century. Worldwide
subscriber figures are forecast to
reach more than 500 million cellular
subscribers at that time.

Considering the distribution of
cellular subscribers by geographic
region, a shift in importance can be

Table 1 GSM Platform—Statistics of Success

Dipl. Ing. Wolfgang Groenen:
Lucent Technologies Network
Systems GmbH

P.O. Box 3538

D-90327 Nuremberg, Germany
Tel: +49 911 526 2474

Fax: +49 911 526 3500

E-mail: wgroenen@lucent.com

Users GSM MoU Members | Countries | Networks on Air
1991 Trials only 43 23 0
1995 12-5 million 156 86 117
1997 70 million 256 110 239
1999 150 million 323 129 320
2000 forecast | >230 million >350 140-160 >350

Source: GSM MoU Association

Figure 1—GSM subscriber forecast

160

140 |-

120 |

GSM Mol PREDICTED 170M GSM SUBSCRIBERS BY 2000

GSM 1800
138 MILLION

FEB. 1999

100 MILLION
100 JULY1998
SUBSCRIBERS  go |-
(MILLIONS) GSM 900
60 |- 33 MILLION
40 F
20
0
DEC. 93 DEC. 94 DEC. 95 DEC. 96 DEC.97 DEC. 98 DEC. 99

SOURCE: GSM Mo 7/98

21



MOBILE COMMUNICATIONS

expected as the European and Asia/
Pacific markets will gain compared to
North America (Figures 2 and 3).

Future System Evolution

The evolution of the GSM standard is
targeted on enhancements of

@ service capability,
® system performance, and
@ application area.

A phased approach (known as
Phases 1, 2, 2+ of the European
Telecommunications Standards
Institute (ETSI) standard) retains
the overall compatibility of GSM.

Figure 2 —Distribution of world
cellular subscribers by regions
LATIN REST

LATIN AMERICA OF
AMERICA WORLD

4%
NORTH [6%
AMERICA AMzE;:,LCA
30% ASIA
PACIFIC EUROPE
EUROPE \ 37%
26%

28%

1997 2001
> 195 MILLION SUBSCRIBERS > 483 MILLION SUBSCRIBERS
SOURCE: EMC 4/97

Figure 3— Distribution of world
cellular subscribers by technology
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The enhancements in Phase 2+

(see Figure 4) include features which
will open new market segments and
new customer groups, for example,

interworking between GSM and
the digital cellular system (DCS),
interworking between GSM and
the digital enhanced cordless
telecommunications (DECT)
system,

wireless local loop,

railway applications, and
trunking, paging, and messaging
services.

While personal communications

network (PCN) services in countries
using the GSM standard will be
based on GSM 1800 as a derivative of
GSM 900, the next generation of
personal communication service
(PCS) networks in USA will be based
on both time-division multiple access
(TDMA) and code-division multiple
access (CDMA) standards. GSM
1900, a derivative of the GSM 900/
GSM 1800 standards has a strong
position in that market.

An outlook on the evolution of

GSM with

new market segments,
new applications,
converging of services, and
converging of networks

GSM Evolution—Phase 2+

@ Intelligent network (IN) features
(CAMEL—customised applications for
mobile network enhanced logic)

@ General packet radio system (GPRS)
(packet switched data)

® 14.4 kbit/s (single time-slot)

@ High-speed circuit switched data
(HSCSD)

@ Enhanced full-rate speech codec,
multi- or variable-rate speech codec
® New supplementary services

@ Dual 900/1800 operation

® DECT/GSM interworking; wireless
local loop (WLL)

@ Optimal routing

@ UIC features (railway networks)

Figure 4

shows that GSM will retain its
position as the world’s leading digital
cellular technology.

Next Generation Systems
Possible migration paths by which
different mobile standards and
systems could advance from the
second to a third generation are
shown in Figure 5.

The work towards third-genera-
tion systems in Europe, that is, the
universal mobile telecommunications
system (UMTS) is driven by research

Figure 5— Evolution to third-generation mobile systems
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Figure 6— UMTS Forum —spheres of influence

activities in the framework of the
Advaced Communications Technolo-
gies and Services (ACTS) programme
and by standardisation activities in

Generation Partnership Project
(3GPP) process in place now a global
standardisation and harmonisation
procedure pushes the work forward.

the ETSI/Special Mobile Group.

In parallel, the International
Telecommunications Union (ITU) is
working on a global base with its
IMT 2000 concept. With the Third

The European activities on UMTS
have recently been refocused by the
report of the “UMTS Task Force”
which worked under a mandate of the
European Parliament and Council®.

Figure 7— Positioning of UMTS
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Figure 9— Multi-standard architecture
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One of the recommendations was the
establishment of the “UMTS Forum”
as a central body charged with the
elaboration of European policy
towards the implementation of UMTS.

The Forum will contribute to better
cooperation between all parties
involved (Figure 6), taking care of
regulatory aspects, frequency needs,
market aspects and technology
impacts. The tasksinclude steering the
necessary evolutionary steps as well as
the necessary common view on fixed
and mobile networks and services
(Figure 7 and Figure 8). Time sched-
ules up to now show first installations
of basic UMTS for broadband needs in
2002 and reach beyond the year 2005/
2008 for full UMTS operation?

True personal mobility in future
networks can only be reached by
obeying some key trends; for example,

@ an evolutionary approach from
second to third generation
allowing a smooth introduction,

@ the path from standalone to
integrated solutions,

@ amigration of fixed and wireless
networks in a harmonised way
leading to common platforms
(Figure 9)*

Figure 8

Content of UMTS Phase 1:
Operation Possible in 2002

Services

® Multimedia:

— 144-512 kbit/s for wide area mobility
— 2 Mbit/s for restricted mobility

@ High-quality speech using low bit
rates

@ Advanced addressing mechanisms

@ Virtual home environment for service
creation and service portability

@ Seamless indoor, outdoor and far
outdoor

@ Dual mode/band of operation of GSM/
UMTS in one network

@ Roaming between GSM and UMTS
networks

Terminals
@ Dual mode/band GSM/UMTS

Access network

@ New base station system (BSS) in the
UMTS/FPLMTS spectrum

® Spectrum efficient

Core transport
@ Evolution of GSM and ISDN
@ Mobile/fixed convergence elements

Evolution in annual phases after
Phase 1

Source: Chairman ETSI SMG
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Figure 11 —UMTS speed

® universal personal telecommuni-
cations (UPT) functionality, and

® convergence of networks, applica-
tions and services.

A keyword for personal seamless
mobility is convergence; for example,
convergence of:

® fixed and wireless networks and
applications,

@ wireline and wireless services,

® fixed and mobile numbering,

® regional and global network
access,

® IT and telecommunications, and

® telecommunications and consumer
electronics (mobile multimedia).

Conclusions
E ==E=—— = =
Mobile communication services are
among the fastest growing market
segments in telecommunications.
Technological evolution and interna-
tional standards contribute to that
success.

European mobile standards like
GSM, are on the way to leading
positions in additional regions of the
world. Enhancements in the GSM
standard enable the penetration of
new market segments.

An evolutionary process towards
future system generations (UMTS)
will be the key for an undisturbed
market growth (Figures 10 and 11).

= = ="
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Convergence of networks, tech-
nologies and services will be the key
to a seamless mobility for the users
and the key for opening mass
markets in mobile communications.
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Martin Lossie

MOBILE COMMUNICATIONS

Towards Mobile Telephony as
the Default Solution for
Personal Communications

This paper analyses the explosive
growth of GSM-based mobile
telephony in various countries.
Substitution of fixed telephony by
mobile telephony has been taking
place in some countries and will
continue to do so in most countries,
albeit at different speeds. Strate-
gies of mobile telephony operators
have changed from offering and
promoting mobile telephony as a
premium service into offering
mobile telephony as everyone’s
default solution for voice and even
data communications, at tariff
rates that are competitive with
fixed network rates.

The strategic, commercial and
economical viability of the mobile
telephone as the default communi-
cations vehicle both at home and
on the move is analysed. This
includes a review of possible
strategies for different types of
operators such as incumbents that
own both fixed and mobile busi-
ness, existing second GSM900
operators without fixed network
ties and start-up DCS1800 opera-
tors. The value proposition for the
end-user is reviewed, as well as the
business case for this new role of
mobile telephony networks.

Enabling technological aspects
are discussed such as spectrum
requirements, advances in radio
engineering, network capacity,
homezone solutions, availability
of high-speed data and advances
in handset technology. Migration to
third-generation mobile communi-
cations systems is discussed. The
paper concludes with an interna-
tional review of successful end-user
applications that have transformed
the mobile telephone from a ‘talking
tool’ into a powerful personal
assistant that also offers
e-commerce transaction support.

Impressive Growth

Figure 1 illustrates the impressive
growth of mobile telephony users,
where 16 countries have achieved
penetration levels of more than 25%.
These are penetration reaches levels
that no one could dream of during the
early 1990s, when the global system for
mobile communications (GSM) was
commercially introduced. In fact, with
penetration of fixed lines ranging
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between 50% and 60% in most coun-
tries, mobile penetrations have reached
a level that ranges from half or equal
that of fixed lines in a number of
countries. Growth is expected to
continue as illustrated in Figure 2

Figure 2 clearly illustrates that
penetration is expected to reach very
high numbers, while the growth rate
itself is expected to vary per country. It
may be surprising that early adopters
of mobile telephony such as the UK
and the USA are not expected to end
up as the countries with highest
penetration, but even lag behind the
Czech Republic for example.

Despite the growth of the sub-
scriber base in mobile communica-
tions, a word of caution is appropriate
as financial backers are increasingly
worried about the sector’s decimated
profitability, with decreasing usage,
falling tariffs and increasing churn,

Figure 1—Mobile penetration levels at March 1999 (source: EMC Publications)
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Figure 2—Forecast mobile subscribers by March 2003 (source: EMC Publications)

{raud and bad-debt}. On the other
hand, it is perhaps too early to have
worries over the long-term success of
the mobile communications industry.
In other industries, it has been
demonstrated that customers are
willing to spend a significant share of
their wallet on the service as long as
convenience is offered. Examples are
the electricity industry with very high
penetration levels and a multitude of
applications, and the automotive
industry. Both industries started as a
premium service for the rich and
happy few, followed by a growth of the
customer base to near mass market
levels and subsequently followed by
increase of usage and value at
completion of the mass market status.
This is illustrated in Figure 3.

One could argue that the mobile
communications industry is on its way
from stage 1 to stage 2 (see Figure 3). It
may take a while until the point is
reached that average usage per user
can be increased. There is little doubt
that this will eventually happen as
our society is characterised by increas-
ing mobility of individuals and increas-
ing communication between individuals
and institutes. The convenience offered
by mobile communications will eventu-
ally be similar to that of electricity, cars
and (wrist)watches. All items only very
few could afford at one stage, but
unthinkable to be without nowadays.

1 Ross, Malcolm. Presentation given at
the 1999 GSM World Congress in Cannes.
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Increasing Convenience

The increase of convenience associ-
ated with mobile communications is
illustrated in Figure 4. Datacom-
munications used to be fixed loca-
tion activity, where local area
network (LAN) and wide area
network (WAN) technology sup-
ported the exchange of high data
volumes between locations. With
GSM, the ability was introduced to
do short messaging (SMS) and
datacommunications at 9600 bit/s.
That was sufficient for small
amounts of data. Next generations
of technology such as GPRS, HSCSD
and UMTS will open up the opportu-

Figure 3
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nity for mobile datacommunications
where the amount of data exchanged
per event can be substantial. That
opens up a range of applications
that can drive up the convenience of
using a mobile telephone, such as:

@ large file exchange from a note-
book computer when away from
the office,

® browsing knowledge databases

when away from the office,

WWW access,

e-commerce,

image messaging (a picture says

more than 1000 words doesn’t it?),

@ multi-party gaming (probably a
good service to tap revenue from
the scooter generation), and

® gambling (to tap revenue from the
rest of the population)

The term mobile telephone may
not be so correct any longer, since
this relates perhaps too much to
voice communications. As a matter of
fact, users may not want any longer a
single portable device that does it all.
Perhaps users want a set of end user
equipment that fits the particular
application. A technology like
Bluetooth may play a crucial role in
such developments where the user
has a network access device (NAD)
that provides the prime link to the
mobile network while end user
devices such as laptop computers,
organisers and gaming devices may
be connected to the NAD and the
other end user devices via Bluetooth
technology (Figure 5).

The NAD can potentially be very
small, and for example fit into the
pocket of a suit without having the
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need to take it out other that for
recharging batteries, or changing a
SIM card. Making a telephone call
should be done straight from the
organiser: plug in the earpiece into
the organiser, look up the number to
dial, and have the notepad ready to
scribble whatever is needed. As said
before, the organiser connects to the
NAD and through the NAD to the
network.

Commercial, Technical and
Economic Viability

A scenario where mobile communica-
tions is the default for most of our
communications is commercially and
technically viable:

Commercial viability

® The use of the mobile network
based applications can be made
attractive even when being at
locations where a fixed network is
available by offering differentiated
tariff options for being on the move
or stationary at home or the office

® The customer will have a trans-
parent customer experience
through familiar user interfaces
at all times.

Technical viability

@ Offering differentiated tariffs for
being on the move or stationary at
home or the office is already
applied in Denmark through so-
called homezoning technology

® Regulators are likely to free up
large amounts of spectrum for
value-creating mobile applications

® Technology for handportable end-
user devices has been developing
quickly:

—increasing battery life;

—large and cost efficient memory;
—full colour liquid crystal display
(LCD) technology;

—decreasing power consumption;
—decreasing size and weight;
—Internet user interface under
development (WAP);

—WAP and SIM toolkit offers
over-the-air programmable menus
to support context driven applica-
tions (including JAVA); and
—compression technologies keep
bandwidth requirements to a
minimum.

Economic viabhility

The economic viability is more
difficult to assess. New technology
developments do not come without
risk for those who invest in the

infrastructure and end-user devices.
The key question is: where is the
value going to be created? It is useful
to look at the another industry:
water. The water network typically is
everywhere, and everyone uses it as
needed. It goes even as far as people
using vast amounts of drinking
quality water to maintain their
garden or wash the car. The analogy
with (mobile) communications is that
bandwidth and usage may become
virtually unrestricted by the cost of
the basic service. In the water
industry arena, content is the real
creator of value. Think about Coca
Cola. Add a very specific taste to a
litre water and the value per litre is
up by a factor 1000 easily. Content is
not even needed. Some mineral
waters are said to be in fact not much
more than carbonated tap water
under a well-developed brand name.
Another good example for adding
value in the water industry is the
health and spa resort. Have people
take a bath there and see how much
they are willing to pay compared to
taking a bath at home.

The real challenge for the mobile
communications industry sector is to
have applications developed that
offer true value to the end-user such
that willingness to pay for the
application is sufficiently high to
make the business case. This may
have to include strong branding like
‘application connected by XYZ’;
compare with ‘Intel inside’.

Two core routes towards increased
value can be followed to get there:
innovation and following, as illus-
trated in Figure 6.

The innovator will develop true
value-added services at an early
stage while growing the subscriber
base. The follower will focus at
growing the subscriber base in the
first place, and focus at increased
value for the user at a later stage. In
particular, the innovator path may be
a tricky one to follow. Look at the
Apple case: high-value highly-
appreciated graphical applications

INNOVATOR O
O FOLLOWER

NUMBER OF USERS

Figure 6

VALUE
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MOBILE COMMUNICATIONS

that made the firm a standard in for
example market communications and
desk-top publishing environments,
while DOS was the best Microsoft
could offer to its customers at that
time. Now Microsoft is said to have
about 90% of the PC operating
system market with its Windows
products with increasing value for
the user, leaving Apple far behind.

Innovator strategies may work
however. Intel is probably a good
example of an innovative firm that
shared some of the PC experience
with Microsoft in the days that the
8086 and 8087 processors were the
flagship products. Innovation at Intel
seems to be a never-ending story
with generations such as 286, 386,
Pentium, Pentium II following each
other at a steady pace.

Strategies for the Mobile
Operators

Where does all this leave mobile
operators?

The answer is: probably confused
and surrounded with uncertainty.
Key questions for a mobile operator
are:

® Should we take the lead in
developing innovative value-added
applications, or should we assume
arole as follower?

@ Should we do all the value
creation ourselves, or should we
involve third parties?

The answer to these questions
can be pragmatic: develop innova-
tive value-added applications for
market segments where you have a
well established position, and take a
more passive role for other seg-
ments. Such a passive role may be
one of being a follower, leaving
initiative to competition in these
non-priority segments. It may
however also be a role of changing
the position in the value chain,
involving third parties for being the
innovator (at their own risk) and
reducing the own role to a plain old
mobile service (POMS) operator.

It is hard to tell what strategy
would work best for different types of
mobile operators (first-operator GSM
tied to a fixed network, second-
operator GSM or DCS1800). Every-
one is moving from position 1 to 2 as
in Figure 3. A long-term winning
position has to be achieved on the
way from 2 to 3. Key considerations
to take into account when choosing a
strategy are:
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@ nature and needs of the market
segments where an established
position has been achieved, and

@ internal capabilities to develop
innovative applications

Operators who choose the evolu-
tion towards a highly value-added
mobile services and applications
environment may need the spectrum
for fast-data applications. A UMTS
licence is essential in that case. The
migration from current GSM services
to UMTS-based services will cer-
tainly require all kinds of network
and radio engineering issues to be
addressed. But the real crux will be
to offer true benefits to the end-user
by means of the value-added applica-
tions as discussed before. For migrat-
ing towards the wonderful world of
unlimited UMTS-based services, it is
probably never too early to start
working with the priority market
segments to develop value-added
applications with currently available
technology. That can help operators
go through some of the learning
curve now and create a certain level
of intimacy with those priority
segments (‘working together on
increasing the utility of mobile
communications’). At the same time,
network operators can learn about
complex radio network engineering,
with services that offer two-wall
indoors penetration where needed,
supporting all kinds of mobility
speeds as well, while providing a
capacity that is sufficient to serve the
mass market.

Already it is possible to encounter
useful applications that make the
mobile telephone much more than a
talking device:

@ automatic teller machine type
functionality, to do banking
transactions from the telephone,
using the identification and
authentication capabilities of
GSM;

@ dial-a-coke—calling a number on
the vending machine and getting
a coke (charged to the telephone
bill);

@ dial-a-wash—calling a number to
pay for the car wash (charged to
the telephone bill); and

@ on-demand information services
such as traffic, weather, stock
exchange

These are services that have one
thing in common: they serve the user
on particular moments in life and
increase convenience levels. As
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everybody’s lifestyle is different,
operators should not be hunting for
the one big killer application.
Personalisation is the killer applica-
tion and in that sense telecommuni-
cations is not different from a pizza
delivery service: who wants salami
gets salami, who wants mushrooms
gets mushrooms. Do your own
pizza—do your own telecommunica-
tions service. Being able to adapt
quickly to changing customer needs,
is what will make the real winner in
this business. Understanding the
customer is therefore key, as well as
the ability to use the knowledge on
the customer base in the right way.

Conclusion

Mobile telephony as the default
vehicle for our personal communica-
tions is a scenario for the future that
is not at all unrealistic. A large
number of countries are expected to
have mobile penetration levels
exceeding 60% by 2003. It is up to the
industry to drive up the value of the
service and associated applications
such that sustainable revenue
streams can be generated at levels
that are high enough to support the
investments required. The commer-
cial success of GSM is less than

10 years old. It took other industries
much longer to arrive at high-volume
and high-value positions. Continued
focus on the customer and personal-
ised services through exploiting the
technology capabilities are likely to
be key to future success.
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MOBILE COMMUNICATIONS

Contacting a UMTS User:
Naming/Numbering and
Routing Issues

This paper presents a mobility
issue related to a long-term vision
of the universal telecommunica-
tions system (UMTS). Future
UMTS call scenarios introduce
the concept of globally unique,
portable, non-service provider
related user identifiers. This
paper analyses the user identifier
requirements and measures them
against those of existing naming,
numbering schemes such as E.164
numbers and domain names. This
paper also comments on some of
the high-level issues around
futuristic UMTS service provision
scenarios and call scenarios
involving locating users, media
negotiation and routing strate-
gies.

Introduction

In the long term, the universal
mobile telecommunications system
(UMTS) is viewed as the evolution of
telecommunications into the 21st
century, supporting multimedia
services on a converged infrastruc-
ture with interworking with current
fixed and mobile networks. There will
be no distinction between fixed and
mobile users. As a UMTS service
subscriber, you will be able to contact
users on their UMTS identifier,
regardless of prior knowledge of their
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location, the type of terminal they
are using at the time, the type of
networks they are currently on (such
as the Internet, global system for
mobile communications (GSM),
public switch telephone network
(PSTN), etc.), or their current
network addresses.

This paper presents a mobility
issue related to a long-term vision of
UMTS. Future UMTS service
provision and call scenarios intro-
duce the concept of globally unique,
portable, non-service provider related
users’ identifiers. This paper com-
ments on some of the high-level
issues around futuristic UMTS call
scenarios involving locating users,
media negotiation and routing
strategies. It analyses the user’s
identifier requirements and meas-
ures them against those of existing
naming, numbering schemes such as
E.164 numbers and domain names.

UMTS

Today, mobile networks mainly
provide person-to-person voice
communications and are designed
and operated as separate entities
from the fixed networks, requiring
users to accept limited interworking,
multiple numbers, multiple subscrip-
tions, multiple service environments,
and multiple service providers'.
Therefore a new mobile communi-
cation system, the universal mobile
telecommunication system (UMTS) is
required to offer significant user
benefits including high-quality
wireless multimedia services to a
convergent network of fixed, cellular
and satellite components. It aims to
offer mobile personalised communi-
cations to the mass market regard-
less of location, network or terminal
used? The European Telecommunica-

tions Standards Institute (ETSI)
specifications for UMTS phase 1 are
a new air interface (wideband code-
division multiple access (W-CDMA)),
a new access network (UMTS
terrestrial radio access), and a core
network based on the global system
for mobile communications (GSM)
and general packet radio service
(GPRS). Nevertheless, as it stands,
UMTS (phase 1) will not support
mobile multimedia nor service/
terminal/personal mobility. A GSM-
based core network limits the fixed-
mobile integration. BT has been
supporting a new approach of a core
network based on the Internet
protocol (IP) to deliver voice and
data, and interworking with hetero-
geneous access technologies (see
Figure 1). This vision offers new life
scenarios where heterogeneous
access networks (GSM, UMTS, and
fixed technologies) can internetwork
over a flexible platform supporting
high data rates, voice, data and
multimedia. This fixed-mobile
integration vision also affects
traditional names and addresses
roles.

The Problem

Need for new scenarios

With an IP-based core network,
UMTS will support voice, data and
multimedia over fixed and mobile
networks. Terminal and user mobility
in multi-environments will be
expected. The core network (GPRS
nodes and gateways) will
internetwork with fixed existing
networks (asynchronous transfer
mode (ATM), PSTN, integrated
services digital network (ISDN) and
mobile legacy networks (GSM),
wireless local area networks (LANS)).
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Figure 1—A possible UMTS core network architecture, evolving from the current
GPRS backbone elements (ETSI, Draft Technical Report v.0.3, Jan. 1999)

This vision introduces new scenarios.
Ideally, users will access their
services from any network (Internet,
PSTN, GSM, etc.), at any time, with
access and delivery via the most
appropriate network and terminal for
the user at a given time.

New service provision scenarios
are introduced since the type of
communication is vastly more
complicated than in, say, GSM. The
network intelligence in conjunction
with the terminal intelligence would
decide which means of delivery to use
based on the caller and called party
preferences, charging, urgency and
on the network capabilities. Several
choices may be available if the user is
registered on multiple networks and
terminals, and the information may
have to be translated from one
format to another. For example, you
may want to call ‘Paul Smith’ from
your web page; the ‘network’ finds
out ‘Paul Smith’ subscriber is within
a particular area on a GSM network
and that he carries a mobile tele-
phone. A ring and a message is
displayed on Paul’s terminal showing
the caller’s identity, type of communi-
cation (voice, file transfer, e-mail,
etc). The same is applied on the caller
side together with some charging
information. Then the network will
route the end-to-end call on the
appropriate terminal of ‘Paul’.

Similarly, new call scenarios will
affect the traditional concept of
numbers and addresses. Users could
be roaming on different types of
networks, using the terminal conven-
ient at the time and, furthermore,
may have multiple service providers.
If someone wants to contact one of
these users then he/she does not
know where they are, which network
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they are on at the time of the call,
whether they are fixed or mobile, nor
what terminals they are using at the
time.

Phases of a multi-media call

Resolution

In order to call these users, a user
will first need to dial a unique user
identifier (a name or number) and
then the network will resolve it into
the destination network address and
user terminal for the current called
party’s service provider, in order to
route the call (see Figure 2).

The terminal capabilities can be
enhanced by some service interfaces
such as web-based front-ends and
interactive voice systems, which
allow users to spell an alphanumeric

user’s name over an ordinary tele-
phone or keyboard-less mobile
terminal. After querying a name
directory, the database returns the
address of the targeted user’s service
provider. The called party’s current
location is stored in a location
database either at the service
provider or at the network he/she is
on. The service provider addresses
can be cached on the calling client
(phasel). Because the user has
neither tariff indications nor network
capabilities indications in the
number dialled, the network has to
inform the user about some charac-
teristics of the call: quality of service,
called party’s current number, call
cost, user availability, terminal
capabilities, diversion options, etc.

Negotiation

The intelligence in a UMTS negotia-
tion server/database can also com-
pare the call characteristics and
charging against the caller’s commu-
nication subscription (phase 2). It
takes the decision to proceed to call
(for example, divert it from the PSTN
to the called party’s PC, or just bar
the call) without getting back to the
caller. The negotiation server/
database is an enhancement of the
virtual home environment concept as
described in the UMTS concept?®.

Routing

During the negotiation phase the
network intelligence will have
decided which means of delivery to
use (phase 3). But several choices
may be available. Two of them are

Figure 2— Locating (1), negotiation (2) and routing (3) phases of a call
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that the call can be proceeded from
the caller’s terminal or from the
called party’s service provider. If the
call is routed from the service
provider’s network, it can also
provide interworking interfaces
without affecting the clients but may
affect the call tariff. If the call is
routed from the caller’s terminal, the
service provider will need to send
back the called party’s address plus
other call characteristics. Some
specificinterfaces and intelligence on
the client is expected to support the
routing.

In a call scenario where the called
party’s location, service provider,
network and terminal used, and cost
of calls are not known at the time of
the call, none of this information can
be embedded within the dialled
number. The user’s identifier becomes
an entity only referring to a person/
persona.

Names, Numbers and
Addresses Roles

Traditionally, telephone numbers act
as users’ identifiers, network
locators, routing addresses, and as an
indication of the cost of the call.
E.164 provides the numbering
structure and functionality for
telephone numbers used for interna-
tional public telecommunication:
geographic areas, global services, and
networks. In E.164 a number indi-
cates the public network termination
point and it contains the information
necessary to route the call to this
termination point either by some of
its parts or externally by some
mapping functions. E.164 fields for
geographic areas are the country
code (CC), national destination code
(NDC) that is optional and the
subscriber number (SN). E.164 fields
for networks are composed of a
country code, an identification code
(IC) for the required network and a
subscriber number (SN).

In order to support call scenarios
where the network termination point
is not known at the time of the call, it
is crucial to separate the addressing
and routing roles from the user’s
identifier. BT put forward at the ITU-
T and ATM Forum standard bodies
the following definition:

The role of a name is to identify
end-users and it may be portable. It
can be an alpha label, a numeric
label (a number obtained from a
recognised numbering plan) or an
alphanumeric label (for example,
07074 Hertz). The role of an address

is to locate a physical end-point
within the network. It is used for
routing information; it is technology-
related and is not portable. It can be
a numeric string of characters,
alphanumeric characters, related to
the network topology. The key
difference between the name and
address concept is that you can
migrate from address] to address2
and still keep the same name/
number. A name/number can be
associated with many addresses, or
multiple names may be associated
with a single address and the
mapping is stored in a database.

Need for a User’s Identifier

At the time of the call, the called
party network is not known. The
user’s identifier acts as a name and it
needs to support basic requirements:
to uniquely identify the user across
fixed and mobile networks, not to
identify a terminal (terminal
SimCard), to be memorable, to be non
service provider related (unlike
myself@bt.com), to be non topologic,
to be portable, to be free from tariff
assumptions.

Personal numbers as users’
identifiers

Personal numbers offer a limited
approach to the problem. These
logical numbers identify a person,
they are shared between all GSM/
PSTN network operators, and allow
you to have your calls routed to any
single telephone you might be using
at the time. You can control your
routing service to any telephone,
fixed and mobile or to a voice mailbox
by calling a re-routing number and
then by dialing your personal
number and PIN number. Then you
enter the new destination for your
calls to be routed to.

UMTS requirements

But to support the UMTS call
scenarios, the user’s identifier needs
to offer some other features. It needs
to break away from traditional tariff
assumptions and charging mecha-
nisms. Indeed, a UMTS call will
offer in-call variable bandwidth
according to the networks it will be
delivered on and it will require
another charging mechanism (other
than time and distance). Further-
more, the called parties should not
have to forward their calls them-
selves and could expect the network
to do it automatically on their
behalf.
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Legacy networks

Finally, one needs to consider having
one’s calls rerouted to an Internet
PC. The GSM/PSTN network intelli-
gence will need to interoperate with
the Internet and vice versa. Cur-
rently, the Internet domain name
service does not resolve E.164 names
into network resource IP addresses,
which affects the Internet world
integration to legacy networks®.

Possible Solutions

In the UK, one of the regulator’s
requirements is for new ranges of
national E.164 numbers to be
portable between network operators;
that is, to behave as names®. One
option is to allocate E.164 names to
users. However, uniqueness and
portability of the E.164 identifiers
could only be guaranteed between
UK service operators. Nevertheless,
it is possible to extend a service to a
global one. An operator can obtain
from the ITU ‘global numbers’ which
are E.164 numbers with a special
country code and are allocated to a
specific global type of service. But
these numbers are only allocated to
special value-add global services that
do not compete with services offered
by the same operalor using national
numbers.

Currently, the most advanced
naming scheme comes from the
computer world. Internet names offer
globally unique identifiers, alphanu-
meric, widely used and resolvable. In
the UK, BT ’s Millennium Project
will offer to everyone in the country
an e-mail address®. This will provide
a globally unique identifier to every
potential user. Nevertheless, since
Internet names are designed to
identify some components of the
network, they are only portable
within their domains (Internet
service provider domain).

Developments

Friendly names

The portability and friendliness of
names is raising a lot of interest. One
IETF Working Group is currently
looking at naming schemes for
Internet resources: the human
friendly names (HFNs)". Although
unified resource locators (URLs)
(such as http:/guest.btinternet.com/
html/about.html to visit BT Internet
products) provide a powerful mecha-
nism to resolve the location of
resources on the Internet, for many
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applications URLs are complex,
totally unpredictable, and too lengthy
to memorise. HFNs aim at simplify-
ing the Internet navigation via a
simpler globally-available human-
friendly naming system. That scheme
is being implemented to replace the
use of URL-based navigation. Users
can navigate the Web by typing
unique and meaningful words like
company names (SUN, Opel, etc),
product titles (Mondeo, OneNumber),
trademarks (Nike), or advertising
slogans without the need to remem-
ber the unfriendly URL syntax (just
do it’ or ‘it’s good to talk’). Although
several organisations have deployed
services that resolve the friendly
names (such as the RealName
system developed by Centraal), there
have been no efforts to standardise
the information going to and coming
from the service. The HFN group
intends to address these issues and
release standards to allow the
services to become widespread and
interoperable.

Another working group is to be
established for the development of
the common name resolution protocol
(CNRP), which aims to process HFNs
and return a URL to the user
interface®. Browsers would have a
CNRP client embedded in them.
Some of the anticipated applications
of HFNs and of the CNRP are an
increased visibility of Internet sites
and products, search engines im-
provements, and the resolution of
E.164 numbers (acting as addresses
but also as names) into an address
(postal address or other address
spaces). BT may want to run a
‘British’ CNRP registry.

interworking

Interworking between heterogeneous
networks is another major area of
investigation. With the convergence
of the Internet and PSTN, there is an
increasing desire for events occurring
in the PSTN domain to be propa-
gated to the Internet domain. For
example, the IPTEL WG is looking at
PIN services for advanced caller ID
delivery. Scenarios such as the one
following are being studied: a display
is to appear on your PC that your
telephone is ringing at home, and you
can then pick up the call from your
PC. A service subscriber has one or
more telephone numbers (residential,
business, mobile). The service
subscriber also has many Internet
accounts. The PSTN tries to contact
the subscriber and if this fails then it
handovers to an advanced PINT
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gateway, which inspects each of the
accounts. If the subscriber is on-line
then a popup window appears on the
screen with a clickable caller number.
If the subscriber is off-line then he/
she is be sent an e-mail with the
caller ID included®.

For applications such as Internet
telephony, users of the PSTN may
want to address an Internet entity on
a telephony number. Therefore, using
E.164 telephony addresses as IPv6
addresses has been proposed: a
unique addressing scheme for future
telephony equipment that has
simultaneous access to PSTN
services and to the Internet via the
IPv6 protocol. It can also be used for
IP telephony where both IP and
PSTN routing information are
needed simultaneously'.

Mobility

Regarding mobility, roaming and
user naming schemes on the Internet
domain, the ROAMOPS Working
Group is to develop procedures,
mechanisms and protocols to support
user roaming among groups of
Internet service providers (ISPs). The
ROAMOPS group is specifically
concerned with the movements of
users. So far, the group has been
describing the basic mechanisms
required to support user roaming and
a description of several existing
roaming implementations. The group
is also defining a standard username
syntax to support roaming!!.

Conclusion

In a world where roaming on hetero-
geneous networks, terminal mobility,
personal mobility and multiple
service providers are supported, the
user’s identifier will break away from
traditional numbers, and will act as a
name. Existing user naming schemes
fail to support uniqueness, portability
and globality at the same time. As
the user’s identifier becomes a name,
added complexity to the user inter-
face, service interface and to name
resolution mechanisms are expected.
Many activities at the IETF have
started investigation of naming and
addressing issues regarding
interworking of heterogeneous
networks, roaming between different
ISPs, and portability of Internet
resources identities. Today, Internet
resource naming schemes are
becoming necessary, but, in the
author’s view, new user’s naming
schemes are soon to require the same
attention.
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MOBILE COMMUNICATIONS

Security for the Third-
Generation Mobile Radio
System UMTS

This paper describes the third-
generation (3G) security principles
specified by the Third-Generation
Partnership Project (3GPP) for the
third-generation mobile system
UMTS as well as the 3G security
architecture itself. This is based on
five sets of 3G security features and
mechanisms. In particular, the
differences between second-
generation (2G) and 3G security
are discussed. The 3G security
architecture addresses and cor-
rects all the weaknesses in the 2G
systems.

Introduction

Within the last six months a harmo-
nisation and globalisation process for
the third-generation mobile radio
systems has taken place. Therefore
the standardisation process for the
universal mobile telecommunications
system (UMTS) has moved from the
European Telecommunications
Standards Institute (ETSI) to the
Third-Generation Partnership
Project (3GPP). 3GPP is supported by
various standards organisations and
other related bodies from different
continents and countries, for exam-
ple, Europe (ETSI), Japan (ARIB,
TTC), Korea (TTA) and North
America (T1), that have agreed to
cooperate for the production of a
complete set of globally applicable
technical specifications for a 3G
mobile system based on the evolved
global system for mobile communica-
tions (GSM) core networks. Third-
generation mobile radio systems will

Dr. Stefan Piitz:

T-Mobil (DeTeMobil, Deutsche
Telekom MobilNet GmbH)

POB 300463, 53184 Bonn, Germany
E-mail: stefan.puetz@t-mobil.de

involve more players, for example,
content and service providers, and
more operators, which will result in
more roaming. Therefore 3G systems
will exist alongside and interact with
a lot of different network types. Also
3G systems will promote wireless as
the preferred means of communica-
tion.

To ensure that UMTS will work
securely and reliably under these
conditions, a new 3G security
architecture has been defined. The
scope of 3G security is described by
principles. These principles state
what is to be provided by 3G security
as compared to the security of 2G
systems. Security elements within
GSM and other 2G systems that have
proved to be needed and robust will
be adopted. Also 3G security will
improve on the security of 2G
systems. Therefore 3G security will
address and correct real and per-
ceived weaknesses in 2G systems.
Last but not least, 3G security will
offer new security features and will
secure new services offered by 3G
mobile radio systems.

3G Security Principles
e = = = =
The following three key principles
form the basis of 3G security:

® 3G security will build on the
security of 2G systems. Security
elements within GSM and other
2G systems that have proved to be
needed and robust will be adopted
for 3G security*®. Therefore 3G
security will retain (and in some
cases develop) the following
security elements of 2G systems:

—authentication of subscribers for
service access;
—radio interface encryptiont;

—subscriber identity confidential-
ity on the radio interface;

—the SIM as a removable hard-
ware security module that is
manageable by network operators
and independent of the terminal
as regards its security functional-
ity;

—subscriber identity module
(SIM) application toolkit security
features providing a secure
application layer channel at least
between the SIM and a home
network server; and

—home environment (HE) trust in
the serving network (SN) for
security functionality is mini-
mised.

® 3G security will improve on the
security of 2G systems by the way
that it will address and correct
real and perceived weaknesses in
2G systems as listed below:

—active attacks based on mas-
querading a base transceiver
station (BTS) are possible;
—cipher keys and authentication
data are transmitted in clear
between and within networks;
—encryption does not extend far
enough towards the core network
resulting in the cleartext trans-
mission of user and signalling
data across microwave links;
—the provision of protection
against channel hijack relies on
the use of encryption;

1 The strength of the encryption will be
greater than that used in 2G systems; the
strength is a combination of key length
and algorithm design. This is to meet the
threat posed by the increased computing
power available to those attempting
cryptanalysis of the radio interface
encryption.
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—data integrity is not providedt;
—there is no HE knowledge or
control of how an SN uses
authentication parameters for
HE subscribers roaming in that
SN; and

—2G systems do not have the
flexibility to upgrade and improve
security functionality over time.

® 3G security will offer new
security features and will secure
new services offered by 3G. More
on this issue is discussed in the
‘Outlook’ section.

As a priority, 3G security will
provide the proven 2G security
features and correct the weaknesses
in 2G systems. Security for new
services and service environments
will then be developed as required.

3G Security Architecture

The security architecture for the 3G
mobile system, specified in Refer-
ence 3, consists of five sets of
security features and security
mechanisms. A security feature is a
service capability that meets one or
several security requirements. The
complete set of security features
addresses the security requirements
as they are defined in Reference 2. A
security mechanism is an element
that is used to realise a security
feature. All security features and
security requirements taken
together form the security architec-
ture.

Figure 1 gives an overview of the
complete 3G security architecture.

Five security feature groups are
defined. Each of these feature
groups meets certain threats, and
accomplishes certain security
objectives. The security feature
groups are as follows:

® network access security (I): the set
of security features that provide
users with secure access to 3G
services, and which in particular
protect against attacks on the
(radio) access link;

® network domain security (II): the
set of security features that
enable nodes in the provider
domain to securely exchange
signalling data, and protect

t Data integrity defeats certain false
BTS attacks and, in the absence of
encryption, provides protection against
channel hijack.
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Figure 1—Querview of the security architecture®

against attacks on the wireline
network;

® user domain security (I11): the set
of security features that secure
access to mobile stations;

® application domain security (IV):
the set of security features that
enable applications in the user and
in the provider domain to securely
exchange messages; and

® visibility and configurability of
security (V): the set of features that
enables the user to inform himself
whether a security features is in
operation or not and whether the
use and provision of services
should depend on the security
feature.

The following subsections describe
the security features belonging to
these groups provided by the 3G
security architecture.

Network access security
Enhanced user identity confidentiality
is the property that the permanent
user identity (international mobile
user identity (IMUI)) of a user to
whom a service is delivered cannot be
eavesdropped on the radio access link.
Also user location confidentiality and
user untraceability will be provided.
Therefore the presence or the arrival
of a user in a certain area cannot be
determined and an intruder cannot
deduce whether different services are
delivered to the same user by eaves-
dropping on the radio access link. To
achieve these objectives, the user is
normally identified by a temporary
identity by which he/she is known by
the visited serving network, or by an
encrypted permanent identity. To
avoid user traceability, which may
lead to the compromise of user
identity confidentiality, the user

should not be identified for a long
period by means of the same tempo-
rary or encrypted identity. To achieve
these security features, in addition it
is required that any signalling or
user data that might reveal the
user’s identity is ciphered on the
radioaccess link.

Mutual authentication between
user and network will be achieved by
the combination of user and network
authentication. User authentication
is the property that the serving
network corroborates the user
identity of the user, and network
authentication is the property that
the user corroborates that he/she is
connected to a serving network that
is authorised by the user’s HE to
provide services; this includes the
guarantee that this authorisation is
recent. To achieve these objectives, it
is assumed that authentication
should occur at each connection set-
up between the user and the net-
work Two mechanisms have been
included: an authentication mecha-
nism using an authentication vector
delivered by the user’s HE to the
serving network, and a local authen-
tication mechanism using the
integrity key established between the
user and serving network during the
previous execution of the authentica-
tion and key establishment proce-
dure (see also data integrity).

Confidentiality of user and
signalling data is the property that
this data cannot be overheard on the
radio access interface. This will be
achieved by ciphering on the radio
interface as well as further back into
the network. Cipher key agreement
is realised in the course of the
execution of the mechanism for
authentication and key agreement.
Cipher algorithm agreement is



realised by means of a mechanism for
security mode negotiation between
the user and the network. This
mechanism also enables the selected
ciphering algorithm and the agreed
cipher key.

Data integrity and origin authen-
tication of signalling data is the
property that the receiving entity is
able to verify that signalling data has
not been modified in an unauthorised
way since it was sent by the sending
entity and that the data origin of the
signalling data received is indeed the
one claimed. Integrity key agreement
is realised in the course of the
execution of the mechanism for
authentication and key agreement.
Integrity algorithm agreement is
realised by means of a mechanism for
security mode negotiation between
the user and the network. This
mechanism also enables the selected
integrity algorithm and the agreed
integrity key.

Network domain security
Network element authentication is
the property that a network element
corroborates the identity of another
network element it wants to commu-
nicate with. This feature ensures
that no malicious operational or
maintenance commands can be
injected into a network domain by an
intruder. It provides network ele-
ments, in particular network ele-
ments belonging to different network
operators, with the possibility to
corroborate each other’s identities
before exchanging data. This goal
may be achieved either by an explicit
or implicit entity authentication
mechanism, to be performed each
time data is exchanged between two
network entities.

Confidentiality of exchanged data
is the property that data exchanged
between two network elements
cannot be eavesdropped. If authenti-
cation data can be eavesdropped in
the network domain, serious fraud
problems can arise. Therefore, these
features are needed to ensure the
confidentiality of sensitive data, for
example, authentication or other
subscriber data inside the network
domain. The features may be realised
in the course of an authentication
and key agreement mechanism
performed by the network elements;
the agreed cipher key is then used for
securing signalling and user data by
means of the cipher algorithm.

Data integrity and data origin
authentication of signalling data is
the property that the receiving

network element is able to verify that
signalling data has not been modified
in an unauthorised way since it was
sent by the sending element and that
the data origin of the signalling data
received is indeed the one claimed.
The feature data integrity of signal-
ling data ensures that operation and
maintenance commands or user data
exchanged between two network
elements cannot be modified by an
intruder without being detected, and
it ensures that no malicious opera-
tional or maintenance commands can
be injected into a network domain by
an intruder. The features may be
realised in the course of an authenti-
cation and key agreement mecha-
nism performed by the network
entities involved; the agreed integrity
key is then used for securing integ-
rity of the exchanged data by means
of the integrity algorithm.

User domain security
User-to-USIM authentication pro-
vides the property that access to the
USIM (UMTS SIM) is restricted until
the USIM has authenticated the user.
Thereby, it is ensured that access to
the USIM can be restricted to an
authorised user or to a number of
authorised users. To accomplish this
feature, user and USIM must share a
secret (for example, a PIN) that is
stored securely in the USIM. The
user gets access to the USIM only if
he/she proves knowledge of the
secret.

USIM-terminal link ensures that
access to a terminal or other user
equipment can be restricted to an
authorised USIM. To this end, the
USIM and the terminal must share a
secret that is stored securely in the
USIM and the terminal. If a USIM
fails to prove its knowledge of the
secret, it will be denied access to the
terminal.

Application security

UMTS is expected to enable opera-
tors or third-party providers to create
applications which are resident on
the USIM or the terminal. Therefore
there exists a need to secure mes-
sages which are transferred over the
3G network to applications on the
USIM or terminal, with the level of
security chosen by the network
operator or the application provider.
Secure messaging between the USIM
and the network provides a secure
application layer channel at least
between the USIM and a home
network server (similar to the SIM
application toolkit in GSM®7).
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Network-wide user traffic confi-
dentiality provides users with the
assurance that their traffic is
protected against eavesdropping
across the entire network, not just on
the radio links in the access network,
which are particularly vulnerable,
but also on the fixed links within the
core network.

Security visibility and
configurability

Visibility of the operation of security
features will be provided in a way
that it is transparent to the user if a
security feature is enabled or not.
This yields to a number of features
that inform the user of security-
related events, such as:

@ indication of access network
encryption: the property that the
user is informed whether the
confidentiality of user data is
protected on the radio access link,
in particular when non-ciphered
calls are set-up;

@ indication of network-wide
encryption: the property that the
user is informed whether the
confidentiality of user data is
protected along the entire commu-
nication path; and

@ indication of the level of security:
the property that the user is
informed on the level of security
that is provided by the visited
network, in particular when a
user is handed over or roams into
a network with lower security
level (for example 3G to 2G).

Configurability is the property that
the user and the user’s HE can
configure whether the use or the
provision of a service should depend
on whether a security feature is in
operation. A service can only be used
if all security features, which are
relevant to that service and which are
required by the configurations of the
user or of the user’s HE, are in
operation. The following configurability
features are suggested:

@ enabling/disabling user-USIM
authentication: the user and/or
user’s HE should be able to control
the operation of user-USIM
authentication; for example, for
some events, services or use;

@ accepting/rejecting incoming non-
ciphered calls: the user and/or
user’s HE should be able to control
whether the user accepts or
rejects incoming non-ciphered
calls;
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Table 1 2G Security Elements Covered by 3G Security Architecture

Authentlication
of
subscribers

Radlo
Interface
encryption

SiMas a
removable
hardware
securlty module

Subscriber
identity
confldentlality

SIM application
toolkit

securlty
features

Minimisation of HE
trust in the SN for
security
functionality

Network access securlty

Enhanced user identity confidentiality

Mutual authentication between user
and network

Confidentiality of user and signalling data

Data integrity and data origin authentication
of signalling data

User domain security

Network element authentication

Confidentiality of exchanged data

Data integrity and data origin authentication
of signalling data

User domain securlty

User-to-USIM authentication

USIM-terminal link

Application securlty

Secure messaging

Network-wide user traffic confidentiality

Security visibility and configurabllity

Visibility

Configurability

Baslc assumption for UMTS

Table 2 2G Security Weaknesses Covered by 3G Security Architecture

Actlve attacks
based on
masquerading
BTS

Clpher keys
and
authenticatlon
data are
transmitted

in clear

Protection
against
channel
hijack
relles on
encryption

Encryption
does not
extend far
enough
towards the
core network

Data integrity
Is not
provided

No HE

knowledge
or control

2G systems
do not have
enough
flexibility

Network access securlty

Enhanced user identity confidentiality

Mutual authentication between user
and network

Confidentiality of user and signalling data

Data integrity and data origin authentication
of signalling data

User domain securlty

Network element authentication

Confidentiality of exchanged data

Data integrity and data origin authentication
of signalling data

User domain security

User-to-USIM authentication

USIM-terminal link

Applicatlon security

Secure messaging

Network-wide user traffic confidentiality

Security visibility and conflgurabllity

Visibility

Configurability

Baslc assumptlon for UMTS

X

Note for Tables 1 and 2. The first row contains the complete set of security features defined by the 3G security architecture®. Columns that are not linked to rows
by crosses indicate 3G security features that either do not exist in 2G systems or that are not needed to correct 2G security weaknesses.
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@ setting up or not setting-up non-
ciphered calls: the user and/or
user’s HE should be able to control
whether the user sets up connec-
tions when ciphering is not
enabled by the network; and

@ accepting/rejecting the use of
certain ciphering algorithms: the
user and/or user’s HE should be
able to control which ciphering
algorithms are acceptable for use.

Mapping Between 2G
Security Weaknesses and
3G Security Features

Tables 1 and 2 show that the new 3G
security architecture:

@ includes all 2G security elements
that have been proved to be
needed and robust, and

@ addresses all real and perceived
2G security weaknesses.

Conclusion

This paper describes in detail the
improvement of the new 3G security
related to the well known 2G secu-
rity. It has been shown that all real
and perceived 2G security weak-
nesses are addressed and corrected
by the new 3G security features and
mechanisms building together the
3G security architecture.

Outlook

Third-generation mobile radio
systems will also offer new service
capabilities and features that have
probably to be secured by additional
security features and mechanisms. At
the time of writing these cannot be
listed here. However, the environ-
ment in which these features are
likely to be developed can be described.
3G security will secure this environ-
ment!.

The environment in which new
services will be developed can be
characterised by (but is not limited
to) the following aspects. Third-
generation mobile radio systems will
involve new and different players, for
example, content providers or data
service providers. These systems will
be positioned as the preferred means
of communications for users and be
preferable to fixed line systems.
Probably there will be a variety of
prepaid and pay-as-you-go services
which may be the rule rather than
the exception. A long-term subscrip-
tion between the user and a network
operator may not be the paradigm.

Users will have increased control
over their service profiles, which they
might manage over the Internet and
over the capabilities of their termi-
nal. The terminal may support
personal authentication of the user,
for example, using biometric meth-
ods. Also 3G systems will enable new
services and functions to be
downloaded using extended 2G
functions such as MExE (mobile
execution environment) and the SIM
application toolkit. It is expected that
non-voice services will be as impor-
tant as, or more important than,
voice services. Opening the system to
the Internet will enable even more
services to be used. The terminals
will be used as a platform for e-
commerce and other applications.
Multi-application smartcards, where
the USIM is one application among
many, can be used with the terminal.
The smartcard and terminal will
support environments such as Java
to allow this. On the other hand there
is a higher risk of active attackst on
users that will have to be addressed
in the future.
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Baudouin Boreux

The Need for Inter-Domain
Management to Control the
Network of the Future

The current (r)evolution in the network utilisation from voice to data,
from circuit switching to packet switching affects the design of the whole
network and creates a number of challenges for established operators as
well as a number of opportunities for new entrants. This revolution in the
network directly impacts the domain of network management. The new
data technologies need to be integrated in the current management
infrastructure and in the telecommunications management network
(TMN) architecture. Technical issues are not the whole story as process
considerations are at least as important. Many different network tech-
nologies need to converge at some higher level to allow coordinated and
integrated service management, customer care and billing.

This paper proposes a vision for addressing the challenges the opera-
tors face in integrating these multiple technologies: how key drivers in
the operators’ environment force them move the implementation of an
inter-domain management (IDM) function above the specific technologi-
cal domains like synchronous digital hierarchy (SDH), voice switching,
asynchronous transfer mode (ATM), Internet protcol (IP)). The paper
explains how the inter-domain management function interfaces with
other key domains like accounting management or operaions domains.

Ultimately, the purpose is and remains to be able to offer to customers
a wide range of network services with a minimum of complexity and a
maximum of comfort while enabling the operator to use its infrastruc-
ture to the highest efficiency possible.
Environment local number portability capabilities
== or the complex information regulat-
In this current period of tremendous ing the unbundling problem.
growth and changes in the telecom- ® The evolution of the operators
munications domain, the evolution themselves in their current financial
and strategies of telecommunications or partnership structures. Mergers,
operators are influenced by the main acquisitions, joint ventures heavily
following factors. impact the way operators evolve

and very often create new opportu-

® The regulatory environment at nities in unexplored domains.

worldwide, European or country ® The competitive pressure which

based levels that forces service
providers to conform to rules and

forces the operator to work on
three main dimensions critical to

its survival: (1) the control of the
cost, (2) the quality of the service
provided to the customers, (3) the
generation of revenues in current
Lucent Technologies Network services but more and more in
Systems Belgium new innovative services.

Rue des Deux Gares, 84 ® The growing complexity of the
B-1070 Brussels, Belgium technologies used in the network
Tel: +32 2 556 7217 and the combinations that exist
Fax: +32 2 556 7512 among the new technologies or
E-mail: bboreux@lucent.com between the new technologies and

standards. Examples are the
obligation for all operators to offer
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Figure 1 —Multi-technology ‘network
of networks’

the older ones that will remain
used for economical reasons.
Plesiochronous digital hierarchy
(PDH), synchronous digital
hierarchy (SDH), asynchronous
transfer mode (ATM), Internet
protocol (IP), optical, and frame
relay technologies will still co-exist
for many years. Figure 1 provides
examples of the combination of
some types of possible technologies.
Change in relationship between
operator and end customer. The
relationship between service
providers and their customers is
also evolving. Using software
technologies (web technologies,
intelligent networks capabilities),
customers receive more direct
access to the network resources
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they buy from service providers
both from a service assurance and
resource provisioning standpoint.

In order to face these forces,
operators have traditionally organ-
ised around three main domains:

® The accounting domain involves
all the activities relating to the
collection of billing information,
the generation of invoices, the
account receivable domain and all
other activities relating to rev-
enue collection and recognition.

® The operations management
domain provides the skills and tools
to design and implement all the
processes that manage the services
inherent to the life of an operator:
customer contact platform, service
provisioning, service assurance,
planning and capacity manage-
ment, etc. All these processes are
progressively automated in order to
provide efficiency gains and reduce
redundancy. This domain contains
the functions generally performed
by enterprise resource planning
(ERP) platforms.

® The network management domain
is directly linked to the infrastruc-
ture itself, which has traditionally
been handled on a technology-by-
technology basis mainly for histori-
cal and organisational reasons.

Need for a New Concept

The technology evolution (Figure 1),
as well as the need for operators to
optimise their operations through
completely automated service assur-
ance and flowthrough provisioning
processes, make it absolutely neces-
sary to have the relationship between
the operations management (ERP)
and network management domains as
technology independent as possible.
Both from an organisational, effi-
ciency and flexibility standpoint,
service providers need the network

management domain to offer a
standard interface to the two other
domains whatever technologies these
services are implemented on (Fig-
ure 2). These considerations force the
creation of an additional layer on top
of the network management domain.
This layer is called the inter-domain
management layer.

Inter-Domain Management
Architecture

The inter-domain management is a
management system by which the
physical and logical elements of a
circuit can be linked as follows:

@ to allow the service provider to
create a single database which
houses current, logical and physical,
service/circuit/network design data
such that they can make this data
available on a near-real-time basis
to those fault, performance and
traffic management systems they
choose to deploy;

@ to allow the service provider to
design and implement services in
a completely automated manner
using flowthrough technology;

@ to permit the correlation of logical
and physical network data, thus
yielding a complete end-to-end
service/circuit design for those
services/circuits which traverse the
service providers’ hybrid network;

@ to allow the service provider to
obtain current network data for a
given circuit’s composition such
that maintenance activities can be
effected in an expeditious and
cost-effective manner;

@ allow the service provider physi-
cally to display the end-to-end
service subscriber’s service/
network on a near-real-time basis
for the purpose of effecting
customer service management;
and

@ to allow the service provider
proactively to perform logical

capacity management through the
establishment of thresholds that
when exceeded, result in the
automatic creation of an exception
report/notice. This capability can
be provided as part of the solution
itself or it can be provided through
the use of an off-line capability
which makes use of the data
resident within the database
proposed.

Figure 3 positions the inter-domain
management layer in the global
network management structure, in
the middle between the domain
specific technologies and the service
management layer which contains the
functions indicated before as the
accounting management and opera-
tions management functions.

The inter-domain management
(IDM) system consists of the follow-
ing three applications (Figure 3):

® inter-domain configuration
manager,

® inter-domain fault manager, and

® inter-domain capacity manager.

Inter-domain configuration
manager
The configuration management
function is split into the design and
the implementation phases which
are the key steps in the service
activation process. In order for the
configuration manager to know the
logical structure it is dealing with
(Figure 1), it needs a reliable
repository of information document-
ing the logical structure currently in
use. This database is called the
logical tree database. The ‘tree’
maintains pointers to the domain
management systems (this includes
the inventory management system)
that contain the details of the
relevant section capturing the
hierarchical relationship.

An example of the logical tree
documented in the logical tree
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database is provided in Figure 4. This The configuration manager is @ create and manage an end-to-end
figure presents an example of a based on two modules: service design view and logical
network implementing a combination hierarchy of facilities supporting
of SDH and ATM technologies @ the logical tree manager module, the service;
between two locations. For purposes of and @ store the information regarding
simplification, only a portion of the @ the provisioning manager module. leased facilities;
network has been shown. The top part @ maintain the status of the circuit
of the figure presents the physical Inter-domain logical tree manager (pending, implemented, in-effect);
implementation and the bottom part The inter-domain logical tree man- @ receive data from the end-to-end
indicates the corresponding logical ager provides and maintains a design manager and implementa-
implementation in the tree database detailed end-to-end view of planned tion manager;
with the pointer between the various and provisioned transport services @ service requests for viewing the
logical or physical elements. and facilities. Its main functions are: trail hierarchy information; and
Figure 4 : Sample trail hierarchy
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notify configuration manager the
status of changes to the trail’s
status so that the configuration
manager can forward the changes
to the ‘subscribers’ (for example,
fault manager).

Inter-domain fault manager
The inter-domain fault manager
collects faults across multiple tech-

nologies and domains and determines
the root cause domain responsible for

the fault. In particular the following
functions are supported:

MANAGING THE NETWORK

to interface to the configuration
manager to get periodic updates of
the new pending and ‘in-effect’
digital links, facilities, and services;
to interface to the inventory
manager to get spare equipment/
ports on network elements for a

Inter-domain provisioning
manager
This module has the task of support-
ing seamless provisioning of services/
facilities across different technologies
as well as multiple domains. It
consists of two modules: the design
management and implementation
management modules.

The design management module:

@ performs end-to-end service
design across one or more do-
mains of the same or different
technology;

@ manages inter-domain resources;

@ services all requests to create,
modify and disconnect intra-
domain and inter-domain designs;

@ upon successful completion,
returns a unique circuit identifier
to the order manager, if one has
not been provided;

@ submits ‘pending’ designs to the
logical tree manager to store in
the connectivity database;

@ requests port assignments and
cable link designs from the
physical inventory manager;

® requests and coordinates detailed
intra-domain service design from
domain management systems; and

@ provides sub-activities for high-
level design, physical layout, and
low-level design.

The implementation management
function:

@ services all implementation and
‘in-effect’ requests—intra-domain
and inter-domain;

@ accesses pending designs from the
configuration manager;

@ correlates and coordinates imple-
mentation and ‘in-effect’ activities
among domain management
systems;

@ requests trail implementation and
‘in-effect’ information from
domain management systems;

@ Creation and management of a

network topology database
suitable for inter-domain fault
correlation,

Interface with the inter-domain
configuration manager to request
network information, subscribe to
receive updates to the network
information, receive network
information and create/update the
network topology database and
finally process network topology
information requests from the
correlation manager. If the
information is not available from
the topology database, it requests
it from the inter-domain configu-
ration manager.

Use a correlation management
function to:

—interface with domain fault
management systems and receive
alarms depicting the domain fault
manager’s view of the service
affecting root cause,

—apply the user-defined correla-
tion rules and network topology
information to domain root-cause
alarms to determine the actual
root-cause problem domain,
—correlate the root-cause fault with
the effected circuit identification,
—interface with the trouble ticket
manager to create a trouble ticket
for the root cause fault,

—notify all domains about the
root-cause domain,

—optionally receive requests to
create trouble tickets on behalf of
domain managers for their non-
service affecting faults,

—notify the domain manager
about the status of their trouble
ticket requests along with the
trouble ticket identification, and
—service request from the
customer service manager for an
out-of-service circuit list.

given service type;

@ to provide user-settable threshold
crossing alerts on the available
service capacity as a percentage of
the total between any two service
locations over all possible facilities
as well as per facility bases;

@ to set user-settable threshold
crossing alerts on the equipment
capacity (that is, number of avail-
able slots of a particular kind, etc.);

@ to provide pending versus imple-
mented views of the capacity (that
is, available bandwidth) on any
given date between two service
locations or specified facilities;

@ toobtain ‘what if’ view of the
capacity between two service
locations (that is, if additional
facilities are added between two
nodes that provide transport
between A and Z); and

@ toprovide notification to the users
of capacity threshold crossings; and

@ to provide periodic and on-demand
reports of the monitored capacity.

Operational Examples

This scenario illustrates a generic
procedure required to fulfil the
provisioning request issued by a
customer for one of the transport
services. It is assumed that the order
manager controls the overall execu-
tion of the request. The request from
the order management perspective is
broken down into two steps:

@ service design, and
@ service implementation.

Service design flow steps (Figure 5)
1 The customer specifies the
transport service required. The

Figure 5— Provisioning flow: design
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manager to update cable link and
other equipment to ‘in-effect’
status;

requests the logical tree manager
to update the trail identification
status to ‘in-effect’; and

provides sub-activities for imple-
ment and in-effect.

Inter-domain capacity
manager

The inter-domain capacity manager
enables service providers to perform
proactive management of transport
capacity across their networks
consisting of several technologies.
The capacity manager enables
providers:
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order manager captures the
request in the form of a service
order and initiates the appropri-
ate provisioning task model.

2 The order manager sends a design
request to the end-to-end design
manager. The request includes the
service identifier (that is, circuit
identification), service end points
(A, Z), type of service, route
requirements (for example,
avoidance criteria, protection,
etc.), required bandwidth, etc.

3 The end-to-end design manager
constructs (manually or automati-
cally) a high-level design, at the
domain level, from the A’ to ‘Z’
ends of the circuit by specifying
end-point equipment, inter-
domain links and involved
elements.

4 The user approves the high-level
design, if not automated, and
requests detail domain designs
(that is, Tow-level’ designs).

5 The end-to-end design manager
parses the high-level design and
distributes the low-level design
requests to the appropriate
domain management systems (for
example, physical inventory
manager, ATM, SDH).

6 Each domain management system
forwards the completed design to
the end-to-end design manager,
including parent facilities support-
ing the design within the domain.

7. The end-to-end design manager
forwards the completed service
design to the logical tree manager
to be included in the hierarchy
and flagged as pending.

8. The end-to-end design manager
notifies the order manager of
design completion.

Service implementation flow

steps (Figure 6):

1 The order manager sends an
implementation request to the
implementation manager. Data
includes service identifier (that is,
circuit identification) for the
approved design.

2 The implementation manager
retrieves the detail design from
the view manager.

3 The implementation manager
parses the design and schedules
the distribution of the low-level
implementation requests to the
appropriate domain management
systems.

4 FEach domain management system
sends an implementation comple-
tion message to the implementa-
tion manager.
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Figure 6— Provisioning flow: imple-
mentation

5 Upon completion of all individual
domain implementations, the
implementation manager notifies
the order manager.

6 The order manager sends an ‘in-
effect’ request to the implementa-
tion manager after all testing
activities have been completed.

7 The implementation manager
parses the design and schedules
the distribution of the low-level
‘in-effect’ requests to the appro-
priate domain management
systems.

8 FEach domain management system
sends ‘in-effect’ completion
messages 1o the implementation
manager.

9 Upon completion by all domain
management systems, the imple-
mentation manager notifies the
logical tree manager to update the
trail identification status to ‘in-
effect’ and the physical inventory
manager to update the physical
inventory used to ‘in-effect’.

10 The implementation manager
notifies the order manager of ‘in-
effect’ completion.

Conclusion

This paper highlights the operational
and business requirements imposed
on operators that force them to
consider and implement tools
allowing service assurance and
provisioning capabilities across
technology domains. Investments
made at operations (ERP) and
accounting domains need to rely on
technologies in the network manage-
ment domains that are domain
independent. Inter-domain is a
powerful concept that is designed to
‘hide’ the technology dependency to
the above software layer and provide
the necessary level of abstraction to
be able to isolate the investments
made at different levels.

The fast-changing environment in
the emerging data technologies
constitutes a challenge for the
emergence of the IDM concept.
However, it makes no doubt that such
a concept will have to be imple-
mented to cope with the complexity
of the network infrastructure. It will
require all the power and flexibility
of the current software technologies
to be successfully implemented in a
short time.
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Dionisis X. Adamopoulos, George Pavlou, Constantine A. Papandreou and

Emmanuel Manolessos

Distributed Object Platforms
in Telecommunications:
A Comparison Between

DCOM and CORBA

Continuous advances in telecom-
munications technology coupled
with the development of powerful
desktop workstations, and
increased user demands for
complex service provision chains,
integrated service offerings, and
new sophisticated telecommunica-
tions services with multimedia
characteristics are fueling the
growth of object-oriented distrib-
uted computing. Recognising the
growing importance of distributed
object platforms in telecommunica-
tions service engineering, this
paper attempts to compare the two
most important of them; namely
Microsoft’s COM/DCOM and OMG’s
CORBA. After a brief overview of
both architectures, a decision
framework is proposed by identify-
ing a set of core and service
engineering related properties and
examining the way that DCOM and
CORBA supports these properties.
Based on the proposed decision
framework, some conclusions are
drawn about the suitability of each
platform for different service
development requirements.

Introduction

E = = == z i
There are many driving forces which
have compelled telecommunications
operators and vendors to seek new
solutions in telecommunications
service engineering. Among them,
growing competition and the progres-
sive convergence of information and
telecommunications technologies has
led to an increased focus on how a
great variety of advanced multimedia
telecommunications services
(telematic services) with enhanced
functionality can be efficiently and
effectively developed and deployed in
shorter time-frames taking advan-
tage of different network technolo-
gies, end-systems, communications
protocols, operating systems, and
programming language environ-
ments. Distributed object platforms
have been recognised as a key
technology solution to this problem,
mainly due to recent developments in
object orientation and distributed
computing.

Upon these platforms, which are
actually object-oriented distributed
processing environments (DPEs),
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telecommunications services are
isolated by the underlying computing
and networking technology and are
realised by a (possibly large) set of
interacting service objects/compo-
nents, which are distributed across
different network elements. Cur-
rently the two most important
available distributed object platforms
are Microsoft’s (Distributed) Compo-
nent Object Model (COM/DCOM) and
the Common Object Request Broker
Architecture (CORBA), which is
supported by the Object Management
Group (OMG).

This paper examines DCOM and
CORBA as the current key general-
purpose distributed object-oriented
environments. A comparison between
them is attempted based on a set of
carefully selected core and service
engineering related properties, and
as a result a decision framework is
proposed with the objective to guide
service designers/developers during
the selection process.

Distributed Objects in
Telecommunications

= SEEe ey § s ST e e T e ===
As the telecommunications environ-
ment is gradually changing its face
towards an open market of informa-
tion services, it is becoming apparent
that major private and public
networks are actually large distrib-
uted object systems. These systems
are populated by a dispersed set of
objects that can request services from
one another through a communica-
tions mechanism, using interfaces
defined in a consistent interface
definition language (IDL). The most
important benefits offered by distrib-
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uted object technology to telecommu-
nications systems are ease of devel-
opment and maintenance,
abstraction, modularity, reusability,
and granularity flexibility &4,

Distributed object technology is
already in use in the telecommunica-
tions world? ¥, A characteristic
example is the telecommunications
management network (TMN)
development (especially its informa-
tion model), and an example where
this influence is maximised is the
telecommunications information
networking architecture (TINA),
standardised by the TINA Consor-
tium (TINA-C). The main objective of
TINA-C is to define and validate an
innovative architectural framework
(a long-term service architecture)
that will address in an integrated
manner service control and service
management. TINA-C services are
considered as a set of distributed
computational objects that operate
on a distributed object platform',

Microsoft’s COM/DCOM

COM constitutes the foundation of
Microsoft object services and has
been assigned to the Open Group for
standardisation’’. Distributed COM
(DCOM) is the distributed extension
to COM that builds an object remote
procedure call (ORPC) layer on top of
DCE RPC to support remote objects.
DCOM makes COM objects location-
independent, and adds security and
multithreading to COM3,

A DCOM server can create object
instances of multiple object classes.
Each DCOM server object can
support multiple interfaces, each
representing a different view or
behaviour of the object. An interface
consists of a set of functionally
related methods. A DCOM client
interacts with a DCOM object by
acquiring a pointer to one of the
server object’s interfaces. Thus, it
invokes the server object’s exposed
methods through the acquired
interface pointer as if the server
object resided in the client’s address
space.

As long as a platform supports
COM services, DCOM can be used on
that platform. DCOM is extensively
supported on the Windows platform.
Companies like Software AG provide
DCOM service implementations
through their EntireX product for
Unix, Linux and mainframe plat-
forms, Digital for the Open VMS
platform, and Microsoft for the
Solaris platform.
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OMG’s CORBA

CORBA is supported by the Object
Management Group (OMG) as part of
an initiative to develop a comprehen-
sive object management architecture
(OMA) for object-oriented comput-
ing"'. CORBA adopts an object-
oriented approach. Object interfaces
are described in terms of an imple-

called the Object Request Broker
(ORB), which is responsible for
making object distribution transpar-
ent and providing a mechanism for
trading, enabling object requests to
be carried out in a heterogeneous
distributed environment.

Besides CORBA, OMA also
defines certain key object interfaces.
These can be divided into the lower-

mentation language-neutral IDL.
CORBA has a special component,

level CORBA services and the
higher-level CORBA facilities.

Table 1 Comparing DCOM and CORBA: Basic characteristics

Basic Characteristics

pcom

CORBA

Inheritance of a
base interface

Every object implements
1Unknown

Every interface inherits from
CORBA.object

Unique identification of a
remote server object

Through its interface pointer

Through an object reference (objref)

Unique identification of
an interface

Using the concept of
interface IDs (|IDs)

Using the interface name

Unique identification of a
named implementation
of a server object

Using the concept of Class IDs
(CLSIDs) the mapping of
which is found in the registry

By the mapping to a name in the
implementation repository

Reference generation of
the remote server object

Performed on the wire
protocol by the Object Exporter

Performed on the wire protocol by
the Object Adapter

Handling of common tasks
like object registration,
skeleton instantiation, etc.

Either explicitly performed by
the server program or handled
dynamically by the DCOM
run-time system

Performed implicitly by the
constructor

Underlying remoting
protocol

Object Remote Procedure
Call (ORPC)

Internet Inter-ORB Protocol (/I0P)

Activation of a server object

Mainly by using
CoCreatelnstance()

Mainly by binding to a naming or a
trader service

Mapping of object name
to its implementation

Handled by the registry

Handled by the implementation
repository

Storage of type information

Type library

Interface repository

Client side stub

Called a proxy

Called a proxy or stub

Server side stub

Called a stub

Called a skeleton

Definition of parameters
passed between the client
and server objects

Defined in the interface at the
interface definition file.
Depending on what the IDL
specifies, parameters are
passed either by value or by
reference

All interface types are passed by
reference. All other objects are
passed by value including highly
complex data types

Definition of complex types

Complex types that will cross
interface boundaries must be
declared in the IDL

Complex types that will cross
interface boundaries must be
declared in the IDL

Support of distributed
garbage collection

On the wire by a pinging
mechanism which garbage
collects remote object
references and encapsulates
them in the /0XIDResolver
interface

No

Platform support

Any platform as long as there
is a COM service
implementation for that
platform

Any platform as long as there is a
CORBA ORB implementation for that
platform

Programming language
support

Since the specification is at
the binary level, diverse
programming languages can be
used

Since it is just a specification,
diverse programming languages
can be used, as long as there are
ORB libraries suitable for coding in
a specific language




CORBA services define such object
interfaces as naming, life cycle,
persistence, transaction, concurrency
control, relationship, time, and
security. CORBA facilities provide
horizontal and vertical application
frameworks, by defining collections of
facilities that processes may use
through CORBA objects, such as
compound documents, user inter-
faces, and system management!2,

Comparing DCOM and
CORBA

Taking into account the basic
characteristics of DCOM and
CORBA, as were presented in the
previous sections, Table 1 represents
an initial attempt at comparing the
two technologies. This table reveals
the wide scope and the richness of
both platforms, and it is believed to
be much more concise and informa-
tive than other comparison attempts
found in the literature, which are
based extensively on code exam-
ples* 6. These code examples, while
reasonable and correct, are extremely
limited and involve choices among a
variety of possible approaches.
Furthermore, it is very difficult to
keep the two implementations
exactly equivalent. Therefore,
comparisons based heavily on code
examples can be used only as a
means to become familiar with
DCOM and CORBA, and not as a
basis for general conclusions about
either technology.

In order to derive such desired
conclusions, a set of core properties
that should characterise every
distributed object platform are
identified. Table 2 summarises the
way that DCOM and CORBA
supports each of these properties,
and offers an insight on the capabili-
ties of the platforms pertaining to
their use in practical situations. It is
explained in more detail in the
subsection on ‘Core Properties’.

Furthermore, a set of service
engineering related properties is also
identified, and their support by
DCOM and CORBA is summarised in
Table 3. This table focuses on how
DCOM and CORBA provide a
solution for developing effective
(possibly large-scale) telematic
services, and how they assist in the
deployment of these telematic
services across the Internet, within
an intranet, over an extranet, or
simply with a web front end.

During this comparison attempt,
the various value-added services

provided by DCOM and CORBA are
considered. These include, for DCOM,
the Microsoft Transaction Server
(MTS), the MicroSoft Message Queue
server (MSMQ), the Microsoft
Cluster Server (MCS), and the
Microsoft Management Control
(MMC), and for CORBA (2.0), the
naming, events, life cycle, persistence,
relationship, externalisation, transac-
tion, concurrency, property, licensing,
time, trader, and security services
(CORBA services)™ 2. Table 3 is
explained in more detail in the sub-
section on ‘Service Engineering
Related Properties’.

Core properties

Object locator

A mechanism by which objects can be
located and subsequently activated is
necessary. DCOM allows for a locally
maintained object locator on the
server machine using object names,
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while CORBA and MTS centralise
the locator on a single (or perhaps a
few) domain machines that can
identify object servers in the domain.
More specifically, the most well-
known object locator in DCOM is the
registry. It maps a CLSID (or a
readable name called ProgID) to the
path name of the server executable
that supports the CLSID. However,
the registry is consulted only after
the Service Control Manager (SCM)
has failed to locate any running
object instance. In CORBA, an object
can locate another object in a system,
by using either the naming service or
the trader service.

Server activation

A DCOM object server is not neces-
sary to be running when a client
request is made to instantiate an
object. DCOM locates the server code
through the registry, and will start
the server using SCM. DCOM also

Table2 Comparing DCOM and CORBA: Core Properties

Basic Characteristics COM / DCOM

CORBA

Object Locator Locally maintained

Centralised in the domain

Server Activation

Yes (Service Control Manager)

Yes (Basic Object Adapter)

Data Typing
(vtable method)

Strong and predetermined

Strong and predetermined (Static
Interface Invocation, Sll)

Dynamic Invocation Dispatch interface

Dynamic Interface Invocation (DII)

Communication Type
(callback support)

Synchronous, Asynchronous

Synchronous, Asynchronous,
Deferred Synchronous

Inheritance

Interface, Implementation
(containment, aggregation)

Implementation

State Persistence Yes (2 models)

Yes (Persistence Service)

Load Balancing No No
Exceptions Handling Not directly (error reporting) Yes (CORBA IDL)
Multithreading Yes (2 models) Yes

Table 3 Comparing DCOM and CORBA: Service Engineering Related Properties

Service Engineering Related | COM / DCOM
Properties

CORBA

Scalability MTS, Active Directory Service Naming service, Trader service
Interface (Win NT 5.0)

Reliability MTS, MCS, MSMQ Transaction service

Security Built-in: NT LAN Manager, Platform dependent: 3 security
MTS, MS Crypto API, levels (0, 1, 2)
Authenticode SDK

Manageability MMC Vendor specific toals, Transaction

service

Support for Web-based

Telematic Services Page Technology

ActiveX, MS Active Server

JavaScript/Java

Support for
Internet/Extranets

Two-factor authentication,
Remote Data Service (RDS)

Two-factor authentication, Secure
Socket Layer (SSL)

Support for Intranets

Desktop tools, ActiveX, Active
Data Objects, MSMQ

Desktop tools (via a bridge), Event
service, Persistence service
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allows access to servers that are
already running when the client
request is made, as running objects
are registered with the Running
Object Table (ROT). In CORBA,
server activation is handled by the
Basic Object Adapter (BOA). If a
client makes a request for an object
that is not running, then the BOA
finds the server and launches it to
create the object. In this process it
uses the implementation repository,
which holds information about the
location of every server object.

Data typing

Once an object has been located and
activated, the client will need to be
able to communicate with it. Strong
data typing is supported by both
DCOM and CORBA through the use
of interfaces. In the static method of
invoking operations on DCOM
objects, the MIDL compiler, based on
the IDL definition of the object and
its interfaces, creates the correspond-
ing proxy and stub code. Due to the
way that the static invocation is
implemented, this is often referred to
as the vtable method for invoking
objects. In CORBA, in the case of the
static interface invocation (SII), all
methods are specified in advance and
are known to the client and server
through the stubs and skeletons that
are produced by the IDL compiler.

Dynamic invocation

Although strong and predetermined
data typing is extremely important
for the creation of complex and
robust code, sometimes the flexibility
of slightly looser typing, similar to
the kind which is important to
interpreted scripting languages, is
necessary. This can be allowed by
providing dynamic querying of
objects for the functionality that they
support. DCOM provides this facility
through its IDispatch interface, and
CORBA through its DII mechanism.
In essence, predetermined typed
interfaces are used that allow a
dynamic interface to be queried?.

Commaunication type

The communication between objects
can be either synchronous or asyn-
chronous. DCOM is mainly synchro-
nous. However, it allows for flexible
callback mechanisms, such as
connection points, to be implemented.
In CORBA, a client can invoke a
method, either synchronously or post
it asynchronously. Posting means
that the calling object is not blocked
waiting for the reply. Instead, it can
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specify which of its methods the
response should invoke. It has to be
noted that the receiver cannot tell
the difference between a synchronous
or an asynchronous call.

Inheritance

DCOM allows interface inheritance,
whereas CORBA allows implementa-
tion inheritance. In interface inherit-
ance when one interface is derived
from another, the derived interface
must supply an implementation for
the methods of the base interface; all
it inherits is the responsibility to
supply the interface. In implementa-
tion inheritance a derived interface
inherits the interface and an imple-
mentation. DCOM provides a similar
mechanism using containment or
aggregation’.

State persistence

Objects represent both functionality
and data. A client wishing to access
an object would typically create the
object, access its services, and then
destroy it. The object server needs to
be able to associate a client connec-
tion with a particular object, since
each client has some assumption
about the state of the object when it
last accessed it.

Both DCOM and CORBA use the
notion of saving object state for later
reactivation. DCOM has two persist-
ence models. The original model
requires that objects implement an
interface that supports persistence
using one of several known storage
media (file, stream or storage). A
more recent persistence model in
MTS provides server-managed
storage. In CORBA, the persistence
mechanism is completely transparent
(persistence service). The client has
no legitimate means of determining
where or how an object is stored
(unless some object with knowledge
of the storage details provides an
interface with a method that divulges
the information). The implementa-
tion is exclusively responsible for
managing persistence!2.

Load balancing

A server machine may provide
several object servers, and each of
these may provide several object
types. Thus, the server machine may
become a bottleneck in the distribu-
tion of objects, and this leads to the
need for load balancing. This facility
is not offered currently, neither in
DCOM, nor in CORBA. Generally,
load balancing is an area that has
little available support in the

mainstream distribution framework
at present, but intensive develop-
ment is currently underway*.

Exceptions handling

DCOM has a standard way of
handling error data through the
return of a 32 bit error code, called
an HRESULT, by all methods. At the
language/tool level, a set of ¢onven-
tions and system provided services
(the IErrorInfo object) allows failure
HRESULTS to be converted into
exceptions in a way natural to the
programming language. On the other
hand, CORBA specifies an extensible
exception capability that maps
naturally into languages that have
native exceptions, like C++ and Java,
and that maps into exception data in
languages that do not. It is based on
user-defined exception types declared
in CORBA IDL.

Multithreading

DCOM supports multithreaded
server objects, but it requires that
the DCOM libraries be initialised in
the threads that use them. There are
two main models (the apartment
model and the free threading model).
A third model (still to be released) is
called the rental model. In this
model, which will be used by the
MTS, one thread ‘helps’ another, in a
fashion that still behaves as if the
object is single threaded. CORBA
object servers can also be
multithreaded. Issues such as (for
example) whether an object is
created in a new process or in a new
thread are handled by the ORB
through the object adapter.

Service engineering related
properties

Scalability
MTS provides a set of DCOM
interfaces and libraries that allow
telematic services to easily scale as
the number of users and user data
increase. With the forthcoming
Windows NT 5.0, DCOM will obtain
the Active Directory Service Interface
(ADSI), which will allow components
to seamlessly use a variety of
existing naming services, such as
NetWare Directory Service (NDS),
Lightweight Directory Access
Protocol (LDAP) or even the Win-
dows registry. In that way, a
telematic service will be able to
handle an increasing number of
geographically dispersed users.

In CORBA, the Object Activation
Daemon (OAD) and the implementa-



tion repository allow efficient use of
resources by only instantiating
objects when required. The central-
ised naming service provides location
independence for applications and
their users, while the trader service
allows more sophisticated component
searches. Static load-balancing
among replicas of an application is
available via the naming service.

Reliability

Distributed objects should offer
transparency to a client, and part of
this transparency is the guarantee
that the object connection will be
reliable throughout the client’s use of
an object. In the optimum case, a
remote object must be as reliable as a
local object.

Reliability can be achieved by
using a transaction monitor, like
MTS or the OMG transaction service.
MTS allows telematic services to use
distributed transactions to reliably
update data across disparate data
stores, while the OMG transaction
service supports an Open Group
Distributed Transaction Processing
(DTP)-compliant model for distrib-
uted transactions. As far as DCOM is
concerned MCS and MSMQ also
increase reliability.

Security

DCOM has been designed with
security built in, while CORBA
objects can implement their own
security mechanisms for the platform
on which they are implemented.
More specifically in DCOM, the N'I'
LAN Manager (NTLM) and the MTS
authenticate users and authorise
checking via Access Control Lists
(ACLs). Additionally, the MS Crypto
API provides data encryption and
integrity to prevent eavesdropping
and tampering, while the
Authenticode SDK uses digital
signatures to provide non-repudia-
tion. The challenge for the future is
to integrate all these value-added
-services in a single solution.

On the other hand, CORBA
defines two security levels; Level 1
and Level 2. Level 1 allows a
telematic service that is unaware of
security to participate in a secure
domain. It provides user authentica-
tion, authorisation via ACLs, data
encryption and integrity, and
optional non-repudiation. Level 2
requires telematic services to be
security-aware, thus enforcing
stronger versions of the security
policies. Some CORBA vendors, such
as Iona and Inprise, have provided a

Secure Socket Layer (SSL) imple-
mentation of IIOP, called Level 0,
that allows user authentication and
data encryption.

Manageability

Microsoft Management Console
(MMC) provides a unified GUI for
managing MTS and MSMQ based
components. Features include
centralised configuration and
administration, as well as remote
deployment of components. As far as
CORBA is concerned, both Inprise
and Iona have sophisticated tools for
centrally configuring and administer-
ing CORBA applications. Iona also
allows CORBA applications to be
centrally managed from any SNMP-
compliant system management
console (for example, OpenView).

Support for web-based telematic
services

A telematic service is web-based
when its front end (or presentation
layer) is a web browser, and it does
not necessarily mean that the
telematic service is deployed over the
Internet®. In this case, DCOM front
ends in the form of ActiveX controls
can execute within Internet Explorer
and, via a plug-in, within Netscape
Navigator. Furthermore, Microsoft’s
Active Server Page technology allows
the seamless integration of both
HTML and ActiveX clients with
DCOM servers. It also allows DCOM
services such as MTS and MSMQ to
be used with web-based telematic
services. On the other hand, Java-
based front ends to CORBA telematic
services can execute on all major
browsers and platforms, and the
Netscape Enterprise Server provides
the Web Application Interface, which
allows HTTP-based clients to
communicate with CORBA servers.

Support for Internet/extranets
Telematic services that need to
operate across the public Internet or
the semi-public extranet are typically
deployed across great distances and
often through several firewalls. Such
telematic services, when they involve
transactions executed over the
Internet, require additional security
measures to ensure accuracy, confi-
dentiality, and credibility.

DCOM provides two-factor
authentication (through public
certificate and smart cards), and
Remote Data Service (RDS) support
for Internet/extranet applications.
Currently, there is limited support
for SSL and its integration with

MANAGING THE NETWORK

NTLM security. However, this will be
expanded to include SSL-to-Kerberos
integration in Windows NT 5.0. On
the other hand, several CORBA
vendors support both SSL and two-
factor authentication in their
implementation, although these
features are still immature.

Support for intranets

Telematic services which are limited
inside an intranet are usually
optimised for use within an organisa-
tion, have higher network bandwidth,
and little or no firewall restrictions.
Therefore, they can be built with
more sophisticated front ends, both
in terms of user interface and
functionality.

DCOM-based telematic services
can be built with sophisticated user
interface and functional features, as
every major development environ-
ment on Windows supports the rapid
development of graphical DCOM
applications. Furthermore, Active
Data Objects allows the support of
persistence, while MSMQ provides
publish/subscribe capabilities. On the
other hand, CORBA-based telematic
services can be integrated with
desktop tools using a DCOM/CORBA
bridge available from several CORBA
vendors. CORBA services such as
event and persistence can also be
used to add publish/subscribe and
persistence features.

Comparison remarks
From Table 1, Table 2, and Table 3,
which collectively constitute a
decision framework supporting the
selection between DCOM and
CORBA, it is evident that DCOM and
CORBA have similar architectures as
both provide the infrastructure for
supporting remote object activation
and remote method invocation in a
client-transparent way. They adopt a
client/server based programming
style and agree on the most funda-
mental aspects of their object models.
As far as the support of service
engineering related properties is
concerned, DCOM and CORBA differ
in many respects. Most significantly,
while DCOM provides a rich set of
tools and technologies, it is essentially
a Windows-only solution. Even though
DCOM is available on other operating
systems, key pieces such as MTS,
MSMQ and MCS are not currently
offered. Additionally, many of DCOM’s
value-added services are very new
and are still maturing. On the other
hand, CORBA’s main strength, which
is its availability from different

47



MANAGING THE NETWORK

vendors, is also its biggest weakness.
Since no vendor has a complete
solution, integration issues are
usually introduced when CORBA is
used to build telematic services. For
this reason, neither technology
provides a complete solution for
service engineering activities. How-
ever, both provide a solid infrastruc-
ture, and there are specific scenarios
in which each excels over the other.

Another important remark that
has to be stressed is that DCOM and
CORBA have a comparable perform-
ance. However, DCOM’s performance
can be improved in certain circum-
stances by extending its remoting
architecture (that is, the entire
infrastructure that connects clients to
server objects). This is possible
because DCOM’s remoting architec-
ture has built-in extensibility. By
supporting a mechanism called
custom marshalling, DCOM allows a
server object to bypass the standard
remoting architecture and construct a
custom one, optimised for a particular
situation, without requiring source
code modifications to the former”.

In general, the proposed decision
framework makes it evident that
DCOM and CORBA have much in
common and continue to converge in
several aspects. However, each
architecture has different origins,
with consequent strengths and
weaknesses.

Interoperability Between
DCOM and CORBA

Because both DCOM and CORBA are
being used in practice with consider-
able success, and because of the
economic implications that result
from this fact, it is unlikely that one
platform will soon overwhelm the
other. Therefore, interoperability
between DCOM and CORBA is
crucial®.

Since CORBA 2.1, the
interoperability of DCOM and
CORBA is part of the CORBA
specification. More specifically,
bridges receive object invocations
from a CORBA application, translate
them into equivalent data structures
for DCOM, and have the function call
executed in the DCOM application.
In a similar manner, DCOM clients
can access CORBA objects through
bridges™.

Conclusions

Advances in distributed object
platforms have been rapid in the past
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few years. These advances have been
largely driven by increasing demand
for efficient object creation, interac-
tion, management, and distribution.
Both DCOM and CORBA address
these issues, and are increasingly
being used to develop new telecom-
munications services as distributed
object applications. However, further
progress is expected, and as both
technologies are still evolving, it is
likely that in the near future they
will converge in more areas.

DCOM is built on a proven
desktop component architecture.
DCOM-based applications are robust
and perform well, while DCOM’s
integration into development lan-
guages and tools greatly simplifies
application development. Further-
more, as Windows-based desktop
systems exist in nearly all organisa-
tions today, these organisations will
probably choose to use DCOM.
Additionally, Microsoft services
(MTS, MSMQ, and other mainframe
integration tools) make DCOM an
attractive infrastructure even for
large organisations in enterprise-
wide applications. However, DCOM is
not a well-partitioned architecture
and relies on a key optimisation for a
single platform.

In contrast, CORBA has a more
complete and well-defined architec-
ture and provides a better solution
for heterogeneous environments. It
offers advantages in (value-added)
services, platform and tool support,
maturity, and overall architectural
integrity. Furthermore, OMG IDL
ensures an extensible architecture
and support for both new and legacy
applications. The disadvantages of
CORBA are its complexity and
variation in vendor implementations.

Therefore, DCOM is an effective
solution for the development of
telematic services in Windows-based
environments, particularly by small
organisations and departments. On
the other side, a requirement for
multi-platform support or for a choice
with the least technological risk will
drive an organisation towards a
CORBA solution. However, such a
decision will (should) be highly
influenced by more general factors,
such as the available information
technology (IT) resources and skills,
the IT structural characteristics and
its relation to business units of the
organisation, the desired level of
standardisation, and the capability to
adopt new technologies. It has to be
noted that Java is also a candidate
for the development of telematic

services, but not the most prominent
as a lot of the transparencies built on
the core object models of OMA and
COM/DCOM are yet to be defined for
Java. The significance of Java is
expected to rise rapidly as its
standardisation proceeds'.

It is envisaged that in the near
future CORBA and COM/DCOM will
interoperate via a standardised
single two-way gateway specification
(a bridge) between them®. However,
with dissimilar object models,
components will not collaborate as
effectively across the gateway
between the two environments as
they can within each of them. For
this reason, the service designer/
developer will always consider a
choice between CORBA and OLE/
COM on the client, and between
CORBA and COM/DCOM on the
server. The decision framework
proposed in this paper is expected to
significantly assist the selection
process.

Developing new telecommunica-
tions services using distributed object
technology presents many challenges
and alternatives. The correct choice
is never at either end of the spec-
trum, but falls somewhere in the
continuum that lies in between.
Where it falls depends on both the
user/customer (business) require-
ments that have to be satisfied, and
the technical problems that have to
be solved.
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Vittorio Gelmi

Preventive Maintenance:
Using Data Mining Systems

The collection of alarms from a network is beneficial when a failure in
the system is permanent and it is therefore possible to identify the failure
itself. However, often temporary failures are reported by the alarms, but
the network soon comes back to working conditions. These chronic
failures can be understood only by analysing possible correlation with
other events, on the basis of synchronicity, logical sequence, etc. It is
impossible to define a priori how to search properly for this correlation,
but an artificial intelligence system can be used methodically to help the
operator. This paper describes how an intelligent data mining system
can be designed and its main features.

As many systems control different elements of the network and differ-
ent databases can hold part of the overall information needed to identify
the correlation, the intelligent data mining system must be equipped to
interact with these external systems.To optimise the process (permitting
parallel activities on different platforms) this interaction is carried out
by mobile agents that are sent to the different systems, locally collect and
elaborate the necessary information and come back to the intelligent

data mining system bringing the required results.

Introduction
i T e gora® L. RS § i D]
Fault analysis in large telecommuni-
cations networks usually involves
handling a very large amount of
alarms data from different subsys-
tems. When a fault becomes stable,
usually a correlation among detected
alarms can be detected and repair of
the fault is feasible. If a fault appears
just for a moment, disappears later
and (often after hours or days) comes
back again, the fault analysis sub-
system often cannot isolate the proper
cause of this chronic fault®. A large
number of alarm records crowds the
database which are not usable. The
operator tries unsuccesfully to resolve
the problem, analysing alarms in
many ways: istograms, time correla-
tion etc. However, because of the large
number and variety of subsystems
providing data, a systematic analysis
is quite difficult.

Looking at telecommunications
applications in network management
and fault monitoring, some common
requirements can be identified.
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Generally applications related to
fault analysis must:

@ interface heterogeneous sources of
data (databases for network
configuration, alarms, SNMP
agent, custom applications etc.),

® collect data from remote hosts
with different procedures,

® drive the user (not just ‘help’) to
perform a complex task, and

® coordinate many synchronous
actions/tasks on databases, to
obtain reports and information.

To support efficiently the localisa-
tion of equipment subject to chronic
failure and to isolate area(s) of degra-
dation (to enable preventive mainte-
nance to be carried out), we tested a
prototype system which provides:

@ intelligent assistance to the
operator in searching for the
cause of problems, and

® a datamining facility to dig into
alarm subsystems to correlate and
isolate cause(s) of faults.

Elements of the Problem

—

The analysis of chronic faults is
based on some elements of classifica-

tion of fault type as described in the
following sections.

Fault classification

Starting from the basics, a fault in a
telecommunications network causes
alarms to rise. Faults can be classified
in three types:

® ‘Steady’—fault is persistent, and
its effects do not change with
time. A relatively small number of
alarm records is collected (indeed
only one ‘start time’ and ‘end time’
record). For example, a break in a
(not backed-up) power-supply sub-
system of a transmission system
causes (usually) a steady fault. A
steady fault is often related to a
hardware fault (and generally can
be automatically isolated).

® ‘Transient’— fault produces
symptoms which change with time.
A number of causes can produce
transient alarms in telecommuni-
cations networks; for example,
thunderbolts (if not actually
causing a fault to equipment) can
temporarly blind some links or
increase trasmission line errors
dramatically. Usually (but not
necessarily) a steady fault is
announced by a transient phase
during which a large number of
alarm records are collected
(sometime expressively defined
ripples). After this phase, all is
silent and steadystate is reached.
Hardware faults are (often) sources
of this kind of transient faults.

® ‘Chronic’—faultinitially appears to
have symptoms similar to a
transient fault; after some time
symptoms disappear too. Later (and
usually without visible correlation
with the previous event) alarms
appear again and continue in an
impredictable (usually not periodic)
sequence. For example, if a ground
connection of a transmission
equipment’s shield has high
resistance, the equipment may be



[&4 Oscilloscope [_ Ol x|

LIAD Ode GUARK i
-

MANAGING THE NETWORK

MILAMOIMTTE”a]I
I

HPHREM

. _|7,,_l . e 1 = = - | - 1 — — S -—
I [IE0 25 2 | I I EEEENI I EEETTN T
i MILANO/MTT [§-22] i o= j L ., . : | !! IIAE. A_Ts"f "7 ”I_ II |
,;mw;\uﬂzmjn‘zz (O ! 1 ;, : |8 i WaED » - >#““ ! HERPTI !! !I[ Ir[r]r]] :
— - MILANOAM TT-{8-20] — | —————1— e e — i ! I—AL!. AlS) ! "7 || "

T RIL TF-18] I = { — T THARD| |

INEEEENEENNNMEENNEEEEEEE FEEENN N s

MILAND/BRT [62] I‘ I I[ l I I l u AISPM
i &T@Jﬁﬂr[}é] [ T 71*’“"1 “_ l *I Aulﬁ'_ b T o aispm| | | W
— =~ 5= 1 11 1 i 1 1 — — }

ot || ([ TP _ | | |

; MILAN-)IMFT[Cﬁ]di>77 N - e j‘! ! ! ! - L T 1. H; :s_; - ‘_

¥ e o T T T e T T

4

Display Mode | Load Mode

Zoom Mode I Time Scale < >

Erase Print

(" Stack Bar
(* SQUARE WA

Exit (° ISTOGRAM

Figure 1—Isochronous alarm patterns in PDH and SDH links. Some isochronism is justified by interconnections

exposed to random electromagnetic
influences from other equipments
close to it. In this situation alarms
are created as the electromagnetic
influence exceeds (randomly) some
level. Another example is if some
hardware is (improperly) working
at its thermal limit, as the external
temperature grows some reversible
malfunctions can appear/disappear
creating alarms in the transmission
stream.

Alarms classifications
Alarms too can be divided into two
categories:

@ source or primary originated by
the faulty equipment,; for example,
a power supply fault creates
primary alarms; and

@ derived or secondary risen as a
consequence of electrical connec-
tions among the elements of a
telecommunications system; for
example, a transmitter fault in a
transmission-chain propagates
derived signal alarms along the
entire chain.

Maintenance issues
Chronic faults generally are not
properly isolated and removed. This

may cause progressive degradation of
some areas of the telecommunica-
tions network thus increasing
unavailability time.

The target should be to isolate
chronic faults, properly investigate
their cause, locate equipment and
repair it before faults can reappear.
Removing causes is more than repair-
ing a faulty device. Often causes are
not only damaged network objects
(NOs) (in the sense that they are in
network databases or management
information bases (MIBs)). Causes of
chronic alarms may not be associated
with the telecommunications equip-
mentt; for example, poor installations,
etc. Experience has demonstrated that
the idea of finding in databases or
MIBs one or more device(s) responsible
for the problem is erroneous. It is not
adequate to limit the search only to
alarms databases, layout databases
and in general all that describes the
network: often the search will stop
without a clear identification of causes,
or a (possibly small) set of NOs is
indicated. The human operator (or a
set of heuristics about possible causes
or classes of causes derived from
experience) will complete the search
including proper ‘external’ causes or
relations.

Chronic Faults Search
Methodology

s e = == _ =
A prototype has been built to investi-
gate plesiochronous digital hierarchy
(PDH) and synchronous digital
hierarchy (SDH) circuits and links. For
these NOs a way to investigate chronic
faults is to analyse signal alarms and
some quality indicators*. (See Fig-
ure 1.) Signal-alarm records are
explored to identify equipment with
sufficient grade of isochronicity in
alarm duration and start time. Usually
alarms patterns do not exactly match:
an algorithm used to compare each
pattern with others needs, to work well,
to be improved with some heuristics.
Derived alarms and (unknown)
primary alarms are expected to
exhibit very similar patterns. During
analysis, network objects which
report isochronous alarms are
grouped in disjointed isochronous sets.

1 For example, in a real case signals
from a radar installation (not telecommu-
nications related) some miles distant from
the telecommunications office has been
found to be the cause of chronic faults.

* For example: unavailable seconds
(UAS), severely errored seconds (SES) etc.
counted hourly.
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An NO, can generally propagate a
derived alarm to NO, due to recipro-
cal interactions: we collect this
information about interactions as
relationships like Pr(A,NO,,NO,)
where A is the alarm type. Elements
which support Pr() are grouped into
connected sets. Pr() relationships can
be discovered from the layout of
circuits, interconnections, databases
and rules specific for each NO. Note
that for this analysis we really do not
need to know which is the primary
alarmed NO in the isochronous set.

Each isochronous set is then
decomposed into a union of connected
sets. Intersections among connected
sets in an isochronous set are NO
investigated for chronicity®. Indeed
field experiments demonstrate that
often the network operator can easily
locate the faulty device at this point.
Some aspects (not described here)
make the problem more complex; for
example, some external events like a
substitution of a piece of equipment,
the removal of the cause of a chronic
alarm internally to the interval of
analysis (not always recognisable
from telecommunications databases)
need to be considered.

Analysing link and circuit
quality parameters

Some quality measures on links and
circuits have been proved to work well
in locating chronic faults. Data
collected on an hourly base in SDH
(155 Mbit/s) links or PDH (140 Mbit/s)
links or circuits about SES, ES etc.
can be treated almost in the same way
as alarms. Alarms are merely on-off
events (that is, square waves), but
SES, ES measures appear as isto-
grams placed along the time axis.
Some differences occur in recognising
isochronous sets but basically the idea
is the same. Despite the poor temporal
resolution (data are collected usually
on an hourly basis) analysis appears
to be much more sensitive in warning
about degraded network areas and
NOs subject to chronic fault (Figure 2).

Assistance to the Operator

The process for discovering chronic
fault in long-distance circuits is a
sequence of analysis mainly guided by
heuristics and operator’s knowledge of
the network. The operator needs to be
helped but, generally, is annoyed if
systems proceed autonomously

impeding any deviation from his/her
reasoning scheme. Sometimes an event
(alarm, layout, relation etc.) captures
the attention of the operator, at this
point she/he needs to interrupt the
system to follow its reasoning sequence.

The operator is very annoyed too
when requested to inform the system
about (partial) conclusions of his/her
analysis. Partial conclusions have
been reached just interacting (by user
interface with istograms, selections
using mouse etc.) with the system
itself: the system should ‘remember’
all that it supplied to the operator.

To satisfy these requirements, a
three-part architecture has been
used including:

@ user interface (the client),
@ application server, and
@ an assistant.

Mining System Structure

Due to the great diversity of tel-
ecommunications subsystems from
which data are to be collected and
analysed, the overall architecture of
the application is structured in a
collection of modular plug-in

Figure 2—ES measures reveal isochronous patterns. Disturbed links are all carried by a 565 Mbit/s mux

DAL ode A
SR80 01:00:00
MILANO/TST_VERONA/MST [140LHO17-3_A-Z]

= }MIIIP e ,,  jy_’f

axValue: 56

— b | :,,1':,5:?@1@?5,‘11 aauon ~%’D~f o

= RS

MILANO/TRT [VERONAIMST [140LNO15-2_A-Z)

maxValue: 327

4 fi 3 J[ML“ 11

TymsA UIlRIWVtKUT(UMST'[ AOLNOIR-2-AZ) = S Tmakvamerste | TR e e, s s L) ES =g
'"JMM;”” ‘ BEEENENErERNAES || 7
e s e =, SeE e ﬂ’7 = "*'**ﬂ’*n"* ’’’’ a0 = =
40LN03 ; “EXV;U;:ES i I i i o éS ]

 MILANO/TRT_MILANG/TST [140LNO3G-2 Z-A] | |

4

e

>

Display Mode |{ Load Mode || Zoom Mode | Time Scale

62

(1 > l Erase ] Print EXit

* Stack Bar
(" SQUARE WAVE
¢ ISTOGRAM



components over a minimal back-
ground structure.

To facilitate interaction with
remote applications, a mobile agent
structure has been tested® .

The application has some core
components:

® Mobile code server(s) (MCS)—one
or more on each host that supports
applications for alarm collection,
circuits or equipment interconnec-
tion, etc. This is a Java module
responsible for receiving the mobile
agent code and running it.

® Mobile agents—a module that
interacts with remote systems and
extracts relations, data etc. as
requested.

® Assistant —a module including a
knowledge base devoted to helping
the operator or acting autono-
mously in a data-mining sequence.

® User interface.

® Portable instruments—modules
with some defined interface usable
by mobile agents or a static
application to perform a specialised
task. Portable instruments could
be provided by MCS. Each agent
has various portable instruments
to easily interface local agents
(that is, SNMP agents or custom
agents) or the data source and to
perform its task. Each portable
instrument supports a common
interface and can be added to the
agent just at the start time and
destroyed as usedt. Portable
instruments can be loaded at the
arrival time of the incoming agent
as convenient. Portable instru-
ments can also be sent after the
arrival of the agent in-loco as a
consequence of a request message
sent to the control centre.

Functionality

Operations are various and generally
not in a fixed sequence. Generally an
operator starts by investigating some
suspect events, Either at the opera-
tor’s request or the assistant’s, agents
are launched to the appropriate host
to perform the requested job. As the
agent returns, usually it has the
answers. A search can be driven by
the operator, automatically or jointly.

Mobile Agents

The system should be capable of
collecting data from different sources,
preprocessing different formats and

1 Thus reducing network bandwidth
requested in migration of the agent.

processing data to support user’s (or
the assistant’s) requirements. To
perform this task we used a frame-
work to build mobile agents.

A mobile agent is a software code
that can be moved among different
hosts (Figure 3). The agent’s binary
code is platform independent. The
same code moves from one host to the
other and there performs its task.

Instead of creating a monolithic
structure to obtain data from remote
databases, process them and extract
knowledge, autonomous mobile
agents are sent by the application
server (or the assistant) to the
remote host with a workplan to be
performed in-loco. Mobile agents in
our prototype are built in Java.

Some general benefits in

using mobile agents

® Efficiency savings CPU run
time is not of the application, but
of the agent’s host.

® Space savings FEach agent
resides on one node at a time.
Mobile agents carry the function-
ality with them which gives a high
degree of customisation.

® Reduction of network bandwidth/
network traffic requirements The
transfer of the mobile agents
along the network creates less
traffic than transferring the data.

MANAGING THE NETWORK

The agent is not connected to the
application and works standalone.

® Heterogeneous environment and
applications glue Every system
can be targeted by the agent at the
price of a small interface and no
change to agent structure and
code. This results in fast and cheap
customising of new applications.

® Easy software upgrades The
mobile agent can be replaced
without change of remaining
application’s code.

Agents communication

Each agent in the network performs
a message-passing facility to exchange
data and requests. This structure is
used to develop a protocol for interac-
tion from the user interface to the
server(s) and assistant.

Database access facility
Due to the Java structure of the code
of agents, accessing local databases is
performed via JDBC and ODBC
classes added as portable instruments.
The SNMPv1/2 stack for MIB
access is added as a portable instru-
ment too. CORBA (IIOP) is planned.

Assistant Integration

The user interface for the operator is
connected to the application server

Figure 3—Mobile agents perform the task of discovering relations and data in

remote applications

MAINTENANCE
APPLICATION HOST
(‘STATIC’ APPLICATION)

USER
INTERFACE

LOCAL
DATABASE

MCS: MOBILE CODE SERVER
JUM: JAVA™ VIRTUAL MACHINE
0S: OPERATING SYSTEM

—
WORKPLAN

REMOTE
APPLICATION
JUM HOST

APPLICATION
SERVER

=

MCS
JUM
0S

LOCAL

HEMAE DATABASE

APPLICATION
HOST

53



MANAGING THE NETWORK

CLIENT
USER INTERFACE APPLICATION

INTELLIGENT HOOULERD
(AsAsﬁérATNn INTELLIGENCE
TO APPLICATION

(E oS

APPLICATION AP;EIF:?‘;\ETFI‘ON
DATABASE

Figure 4— Architecture for assistant
insertions

by means of a probe proxy node
supporting a special facility: each
message to/from the server is copied
to a third party called an assistant
(Figure 4). The assistant can send
and receive messages to the client or
server (without any duplication). In
reality, the user interface and
application servers are mobile agents
‘fixed’ in an MCS located in their host.

Usually the assistant does not
disturb the interaction between the
operator and the application server: it
just looks at requests and answers and
silently—using its knowledge base—
obtains some conclusions. In effect, the
operator and the assistant expert
systems have the same goal(s) (mainly
to identify chronic faults in the
network). Each action made by the
operator (query, selection of an NO etc.)
using the user interface is encoded as a
message for the application server and
is a significant message too for the
knowledge base of the assistant. The
operator interacts with some tools to
analyse the system being investigated;
for example, to ask for:

@ alarms density istogram, and
@ most alarmed devices in a time
interval etc.

As the operator needs help, he/she
can perform many different requests
to the assistant like:

@ obtain a synthesis about facts/
conclusions collected,

® request the assistant to continue
autonomously the search opera-
tion (and eventually interrupt it
as necessary), and

@ request the assistant to suggest
what should be the best action to
continue investigation.

If enabled, the assistant can also
spontaneously send messages to the
operator.
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Obtaining Knowledge about
the Network

Mobile agents using specific portable
instruments are used to extract from
the network layout relations
Pr(A,x,y) and some configuration
information from resident SNMP
agents. Interfaces to custom data
sources are also built as portable
instruments. As the assistant
attempts to reach a sub-goal in its
reasoning chain, either it fires locally
executed rules or activates a specific
mobile agent giving it a workplan for
a job to perform on the remote host.
A set of portable instruments is
supplied to the agent to facilitate its
job. The workplan thus is a piece of
knowledge code supplied by the
assistant. Portable instruments
interface with the local application
and carry out the work. The result of
the action of portable instruments is
understood at a level of the knowl-
edge base as a sub-goal realised.

Experienced Result and
Future Effort

Currently some tests have been
perfomed using a prototype to collect
signal alarms and quality measures
in PDH and SDH long-distance
networks used as a test-bed. Iso-
chronism analysis has been demon-
strated to be a valid method, but
discovering Pr() relations is quite
application specific. User-assistant
interactions are well focused but the
assistant’s knowledge-base tends to
be applications specific too. The
autonomous action of the assistant
unfortunately does not always reach
appreciable results in locating
chronic faults. The operator often
drives the assistant in the first
phases of the investigation, gains
vantage from the assistant’s synthe-
sis until a small set of suspicious
devices is located; the final step is
often done by the operator.

Actions on local databases are
application specific but relations
obtained (the knowledge extracted)
tend to be quite uniform over many
different network structures. Future
effort will be identifying some
ontologies (see Reference 4 as an
example but not in the telecommuni-
cations field) to define uniformly
actions and objects on which operator
and assistant can work and accord-
ingly mobile agents can obtain
knowledge.
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Maff Holladay, Chris Russell, and Pete Barnsley

Problem Management in 2005

The Players, The Rules, The Games and The Winners

In the year 2005, services provided over networks will have evolved. Some
will be supplied to corporate customers as part of a complete enterprise
solution but many more will be provided to meet the moment for
individuals and smaller enterprises. The marketplace will be a delicate
balance of competition and cooperation.

This paper explores the influences the world of 2005 might have on

problem management.

In ‘Players’ we describe the enterprises that will be competing in the
network markets. In ‘Rules’ we explore the assumptions that have been
made about problem management today and how a vision of 2005 might
impact this. In ‘Games’ we describe new methods that might be adopted
for managing problems. In ‘Winners’ we explore the support capabilities
that are required in each ‘Game’ and use the findings to draw

conclusions about these methods.

Players

It is tempting to see the network
marketplace of the future as a world
dominated by relatively few players.
The growth in owned subsidiaries!
supports this. However, as these
large companies wrestle to maintain
control of the market sector they like
to see as their own, emerging
technologies uncover new opportuni-
ties that smaller companies find
easier to exploit. In 1996, the growth
in SMEs (small-to-medium enter-
prises with less than 100 employees)
in the US was seen to be twice as fast
as the average'.

To explore this future world we
decompose the industry by roles and
responsibilities described in an
enterprise model (see figure oppo-
site)*?. This describes four types of
role detailed in the table opposite:
these are roles not players; a player
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may take on one, a few or all the
roles. This is not a business model.
Using this model allows us to
explore the effects of shifting respon-
sibilities from one role to another.

Rules
What then are the ‘rules’ of problem
management? We want to establish
what aspects of dealing with prob-

lems have been taken as immutable

Industry enterprise model

and see if this is still the case in the
future. Three representative rules
are listed here.

1. Problems must be resolved
When dealing with reported problems,
we assume that an investigation is
justified and, where causes are found,
that remedial action must be taken.
For network connections provided
with levels of guarantee, this may
remain true, but for services provided
over these networks in a ‘use and
dispose’ environment there may be no
need to resolve every problem.

2. An enterprise deals with its
own problems

A network operator has, until now,
taken responsibility for tracking
down and resolving problems in its
own network. With global services
provided over infrastructure owned
by many players will this always be
the case?

3. Problems are raised by the
customer.

Operators have put in place signifi-
cant customer facing infrastructure
to handle the receipt of problem

| SERVICE
PROVIDER reports. Evolving services, however,
/’ \ are provided over complex value
hains where the enterprise responsi-
ACCESS NETWORK SUBID Pl WIRVIREYORP
CONNECTOR CONNECTOR ble for resolving a perceived problem
is less clear.
Role Prime Responsibility

Customer

To use services to contract terms

Service Provider

To provide addressed services to customers by using network and

(SP) access connectors; for example, intelligent network (IN) serrvices

information storage and processing, conferencing, content, etc.

Network Connector | To deliver addressed ‘streams’ to correct address (network

(NC) connection point)

Access Connector

To provide physical connectivity between customer premises and

(AC) network connection points. Logically represent the customer at the

location

network connection point and the network at the customer’s
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A vision of 2005

The year 2005

The rules above give us a flavour of
the assumptions made about problem
management today. We now need to
travel through time to the year 2005
and see how well these rules hold. To
do this we use a vision world of 2005
developed in the IBTE Journal*.

Here we find that to operate a
business with just a telephone as a
communications tool is not enough.
Some form of computing peripheral
(CP) is essential. Computing tools
will also be in use in the home.
People will be much more mobile and
use voice communications while on
the move. Electronic commerce
between businesses will be ubiqui-
tous to support a dynamic service
economy. Small and medium enter-
prises are the major driving force to
the service economy. They are
specialised highly-dynamic compa-
nies responding to the demand of
end-customers and the global
corporates whom they supply. The
days of the ‘one-man-band’ are
numbered.
Games
So in a market reacting as much to
technological influences as to politi-
cal, social and economic influences,
two types of world could evolve:

An Open World is one in which
cooperation is fostered. By 2005,
regulation will have encouraged the
openness of systems, supported by
gateways or application program-
ming interfaces (APIs), and the
convergence of standards that enable
these gateways to evolve. This
standardisation enables uniformity
between players’ infrastructures.
Distributed processing and IP
technologies will be open thus
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enabling access to testing facilities in
a user friendly manner. The trust
required to allow and use these
gateways will be founded on the trust
already gained from electronic
commerce between company roles
such as SP/NC/AC. This will precipi-
tate a trend towards the sharing of
tools and data used to diagnose and
resolve problems.

A Closed World is a world where
trust is not prevalent. In this world,
services are delivered to individuals
without the confidence of e-commerce
and solutions which keep player
participation more segregated will
find favour. This world will be sup-
ported by technologies that allow
cheap replaceable items and services.
This world can coexist with the open
world.

Scenario: Customer enabled
The open world encourages custom-
ers to be involved in more stages of
the problem management (PM)
process and breaks rule 2 above.
With users of services empowered by
computing peripherals (CP), and the
power of these technologies growing
year on year, users of services in 2005
will be keen on control and want to
be empowered to track, diagnose and
fix their problems.

Customer enabled

A barrier to this customer
enabled approach is that e-com-
merce is not prevalent in the
individual market. Since individuals
are not fully e-commerce enabled,
SP/NC/AC players will hesitate to
allow people access to their infra-
structure to test, diagnose and fix
faults. Nevertheless, these reserva-
tions will not apply in all scenarios;
the following scenarios PM enable
the customer without significant
access to systems being opened up
by the service providers:

® Things are so simple that diagno-
sis is not necessary;

® Self-testing may have pointed out
a fault with a clear set of instruc-
tions to the user on how any fault
may be fixed. This enables the
customers to repair their own
faults.

@® The customer is in the habit of
checking. This would remove the
need to inform the customer when
a fault is cleared.

® The customer’s CP is continually
checking the service, as your
modem does when you are using
the telephone line for data.

Scenario: Third party

The open world will foster niche PM
service players. The specialisation
and the competitive marketplace will
encourage SME service providers to
outsource non-core activities (such as
dealing with problems), and so

To
Service Providers
we are
the 4th
Emergency Service

Third-party testing

develop a PM service market. This
will break rule 2 above.

The players operating in the NC/
AC roles will see the market price for
their services reduced to the margin
and will be looking to differentiate
themselves. Diversification into the
PM service market using their
established credentials and ‘trusted’
brands is a likely option. In fact the
regulator may encourage separation
of PM service roles since this may
increase customer service levels
generally and boost the market,
concentrating as it does on the value
parts of the service people buy



(sentiments like ‘I don’t want mine to
fail’).

The fact that there will be extended
personal choice will mean that people
will like this approach of having
independent auditors, companies
mirroring the AAT who can be called
upon to do problem diagnosis and
fixing for them.

An adaptation of the third-party
scenario is that the third party fixes
faults that have already been
diagnosed. Service providers, net-
work connectors, or access connectors
may still handle the reporting and
diagnosis of their faults, but the
fixing and repairs may be carried out
by an external third party. A subtle
addition is that players only fix faults
diagnosed as belonging to them.
Another variation on this theme is
that the specialist with the tools,
perhaps the network connector,
diagnoses all faults, but service faults
are passed on to the service provider
to fix and access faults to the access
connector.

The vision environment tends to
indicate that SP role players want to
concentrate on their core business
and outsource problem management
to another player. The NC role player
is less likely to use a third party PM
since they will have problem control
as a key part of their core business to
differentiate them in their market-
place. This also applies to the AC role
player unless they are ‘locked-in’ to
one NC and negotiate with the NC to
be the third party that undertakes
PM on their behalf.

Scenario: PM enabled

The open world allows the service to
be more aware of PM issues. In this
scenario, the service provider is still
responsible for problem management

PM enabled
] lhave
S { detected
a problem

+ The AA (Automobile Association) is a
roadside assistance company operating in
the UK

* The MOT (Ministry of Transport test) is
required by each vehicle using the publlic
roads in the UK

1§ —:

7Remo‘ve
‘jammed paper
from tray 2

PM enabled

but is controlling from a distance by
empowering the service to look after
itself. Under these circumstances, it
is the service that reports faults
rather than the customer, breaking
rule 3 above.

We expect the advances in
technology to precipitate the intro-
duction of ‘problem aware’ services.
In today’s office, the photocopier
exhibits these characteristics; it
guides the user through the diagnose
and repair procedures, with instruc-
tions for opening doors, removing
jammed paper and reordering
originals, in order to complete a given
job. The photocopier also identifies
when the scope of the problem is
beyond its own capabilities and tells
you to contact an engineer.

The above example gives the
customer (user) greater visibility of
the problem. Network technology on
the other hand can hide the problem
from the customer by automatically
fixing the problem; for example,
automatic re-routing (ARR) detects a
network failure and sets up another
call-path (maintaining revenue). This
can rely on a degree of over-provision.

With the service itself PM enabled,
the service provider is going to take on
responsibility for many of the steps in
problem resolution. The SP is keen to
accept these responsibilities because
they have invested in a service that
will do a lot of the work for them.

The open standards, providing
appropriate exchange of information
between the AC, NC and SP role
players, is key to adopting this
approach.

Scenario: Servicing
The style of service that best suits
the closed world is one with little
need for PM operational support. One
way to minimise this requirement is
to pre-empt problems by scheduled
servicing.

This servicing analogy can be
extended to include the concept of an
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Servicing

MOT*—a ‘worthy for service’ badge
that has been earned by the role
player. The SP role players can adopt
this approach to develop trust from
the marketplace for their service and
allows them to differentiate the same
service with tailored packages. The
NC/AC role players can adopt the
same model with their suppliers,
allowing them to check compatibility
of their infrastructure.

Where the lifetime of the service
is too short to justify this, the
scenario is unlikely to be adopted by
SPs. It does, however, provide an
attractive proposition for roles with
much of the ‘value-add’ depending on
owned infrastructure, as is the case
for NCs and ACs.

Scenario: Replace

One step further than minimised PM
operational support is no support at
all, breaking rule 1 above. Why
invest in complex diagnosis and
fault-fixing tools and procedures
when it is more cost-effective to

Replace

simply replace a faulty component (or
even the entire service)?

We all take for granted that when
the fault is due to a depleted battery,
or a broken bulb, that it is up to us to
replace it. Within the ‘best-effort’
philosophy of the Internet world, this
can apply to the whole service: if a
search engine returns no matches, we
are not surprised, we try a different
search or use a different search
engine.
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The SP role players may adopt
this for disposable services of low
value but the NC and AC role players
have time constants in development
of their infrastructure and its
payback that preclude them adopting
this. Margins mean efficiency and
over provision is not an option.

The Winners

= ——

We can see from the collection of
scenarios portrayed above that
different approaches can be adopted
for problem management depending
upon factors that include: the role
adopted (SP/NC/AC), the market
environment and the service offered.
These factors will also influence
the capabilities we would expect of
our support systems. Taking seven
generic capabilities that might be
present in the networked service

Capability | Short Description

Records Keep the collated problem
records

Diagnosis Diagnostic aid, logic

Transfer Manage information
transfer

Legacy Integrate legacy

Notification | Notify customer facing

Routing Where to send alerts and
reports

Monitor Compare expected and
actual performance

The shape of PM

area, described in the table, the
perceived importance of each capabil-
ity in the open and closed worlds can
be explored.

The aggregated results for each of
the three roles are shown in the
diagram below, which gives us ‘the
shape of problem management’ in the
open and closed worlds.

For the service provider, diagnosis
and routing are the most significant
capability in the open world. This
reflects the level of dependency the
SP has on other roles. In the closed
world, the level of overall operational
support is less, reflecting the drive to
pre-empt or replace without diagno-
sis, and therefore the extent to which
one capability dominates is not so
clear cut, but ‘monitor’ appears to be
the most significant.

For the network connector, legacy’
is most significant with ‘monitor’ also
important, in both the open world
and the closed world. This supports
the hypothesis that the NC should
concentrate on pre-emptive manage-
ment of the network regardless of the
services it transports; that is, it
should look after the business of
network connectivity.

For the access connector, ‘monitor’
is most significant in the both worlds,
with ‘legacy’ running a close second.
This reflects the synergy between the
AC and NC roles, although the levels
of operational support would seem to
be less for the access connector and
the relative significance is less
pronounced.

TRANSFER
NOTIFICATION

| OPENWORLD
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Conclusions

The winners, then, will be the
enterprises that build the appropri-
ate set of problem management
capabilities into their support
systems. The reverse of this is that
those enterprises launching services
in market arenas to which their
problem management systems are
not suited will be likely to fail.

For any player, recognising the
complexion of their PM support
enables them to assess the chance of
success in a new market. For a player
fighting for a share in many markets,
the shape of the PM support required
for a new service can help decide
whether to adapt an existing support
system or use a new one.
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Introduction

The market of telecommunication
services is rapidly changing due to
many factors such as technological
advancements, convergence processes
(for example, convergence of informa-
tion, telecommunications and
entertainment technologies, conver-
gence of fixed and mobile services
and networks), liberalisation,
competition, changing end-user
requirements etc. There is in general
a growing expectation, especially
from business customers, for the
establishment of globally inter-
operable multimedia communica-
tions. More and more, enterprise
mission-critical applications are
relying on telecommunication
services and networks capabilities to
meet increasing needs for security,
seamless availability, one-stop-
shopping integrated offers and high
quality of service. The fast growths of
Internet and mobility services are
impacting dramatically the way
customers access and use telecommu-
nication services. Customers will
want to use existing and new services
independently of their actual position
and whatever customer premises
equipment they use. At the same
time, service providers and network
operators want their services to be
available as widely as possible. In
order to make this possible, services
and networks need to be inter-
operable in a multi-operator and
multi-network context.

True interoperability between
networks and services is one of the
most important requirements in an
information and communication
environment that is rapidly evolving
toward complexity and heterogeneity.
Competition in the standards arena
and in the markets, the speed of

Infocom Era

technological evolution and the
changing requirements of customers
are bringing faster deployments of
new networks and services, often
based on proprietary or pre-standard
and mono-vendor solutions. This way
of deploying telecommunication
networks and services generates high
risks in terms of scalability, evolution
and interoperability of the solutions.

So there is an increasing need of
guarantees for proper interworking
among different networks and
services, owned either by a single
operator or by multiple operators.
This is of particular relevance also
for the convergence processes among
telephone, data, fixed, and mobile
services and networks.

This paper examines some aspects
of these issues, outlining the role of
Internet technology in the migration
path from traditional vertically
integrated systems towards horizon-
tally interoperable networks which
are increasingly independent of the
transport technologies and open to
externally provided services and
applications.

Interoperability Layering
and Scenarios

Interoperability layering
Interoperability has to be examined
taking into account the different
needs and implications involved at
the various layers which may be
identified in the telecommunication
industry, as shown schematically in
Figure 1.

Interworking and interoperability
concern the transport layer, the
intelligence and services layer, the
applications layer, and the manage-
ment features of the networks and
services.
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Figure 1—Layering model for interworking and interoperebility

In the transport layer networks
and sub-networks, interconnectivity
has to be assured independently,
whether they constitute the access or
the backbone part of an end-to-end
connection, or they are dedicated or
shared, public or private. Besides the
physical and logical connections of
the networks, a proper inter-
operability among the control and
signalling features of the networks is
required to provide seamless net-
working of the customers’ informa-
tion.

In the intelligence and services
plane, interoperability among basic
services is needed as well as inter-
operability among ‘intelligent’
functions to provide advanced
network services across boundary
network dominions, such as intelli-
gent network (IN) and mobility
services, personal number, global
virtual private networks (VPNs), and
to support integrated fixed-mobile
services (for example, VPN with wire-
line and wireless extensions). In the
future, such functionality can be
incorporated within terminals,
network elements (service control
points (SCPs) for INs, service nodes
(SNs), operational support systems
(0OSSs), etc.) and servers and head
ends. The interworking at this layer
is challenging, because traditional
telecommunication services have
been deployed on the basis of propri-

etary platforms embedded in the
central switches and/or in centralised
intelligent nodes (for example, SCP,
Internet protocol (IP), SN), with a
model for network control and service
provision mostly vertically inte-
grated. Critical issues concern
security and lack of adequate
international standards.

Interoperability at the applica-
tions layer ensures the correct
operation of customer business and/
or enterprise processes. In the
competitive environment problems
can arise in the provision of inter-
operability among applications
developed in competing networks
because of possible commercial
impacts. Only if adequate incentives
exist for service providers and
operators to organise interoperability
to their mutual benefit, can inter-
operability at applications layer be
pursued.

Competition will indeed develop
mostly on the market plane, hence at
the applications layer, while on the
other planes an evolution can be
foreseen towards a mix of competi-
tion and cooperation among the
various actors, aiming at a coopera-
tive development of the technological
and intelligence capabilities of the
networks. This could increase the
global market of the services and of
the applications to the benefit of all
the interested actors.

As far as the management plane
is concerned, needs for OSS intercon-
nections are increasing owing to
network-interconnection require-
ments, number and service
portability among different providers
and network operators, and network
unbundling mandates from regulators.

Interoperability between the
management systems allows the
management functions to be carried
out effectively (configurations, faults,
traffic, accounting) in a competitive
environment to ensure an adequate
level of quality of the end-to-end
service.

OSS interconnection among
competitors is a complex issue for a
number of reasons especially when
there is the need to exchange
information on customer data and
services. Appropriate international
and industry-wide standards are
essential to facilitate any type of OSS
interconnection.

Interworking scenarios
Interworking and interoperability is
becoming an increasing challenging
task for the various actors operating
in the forthcoming infocom era. Many
problems may arise because of
complex environments involving
multiple media, multiple protocols
and interconnection of networks
outside any single organisation’s
dominion control.

61



FUTURES

Today the pace and magnitude of
changes, the diversity of network
elements and hierarchies, the
diversity of services and options for
carrying them and multiple business
imperatives make the network
engineering function much more
complex compared with the past. The
internetworking scenario is further
complicated by a growing uncertainty
in the mix of traffic types.

As shown in Figure 2, a broad
range of new technologies is de-
ployed, each characterised by its own
features and standards. For example
each network has its own parameters
related to the quality of service
(QoS), policy for call acceptance,
engineering rules for the manage-
ment of the traffic and congestion
relief. Each of these networks is
being used for quick provision of new
services and applications; moreover a
clear trend is emerging where
increasingly the same services are
provided with different network
technologies (for example, voice over
data networks).

At the same time the proliferation
of service providers and network
operators implies that an increasing
number of them are involved in end-
to-end connections, The customers’
terminals and equipment are
increasing in terms of typologies and
features, rising further interworking
issues; meanwhile the same services
are being provided on different types
of terminals (for example, texts on
TV, video on PC).

Market and regulatory factors will
tend to allow customers to use new
services irrespective of whether they
are customers of the operator that
has launched the service, and of the
customer premises equipment (CPE)
they use. Operators will want to
make their services available as
widely as possible. To make this
possible, services will need to be
interoperable across competing
networks. Interoperability of services

Figure 2—Interworking scenarios
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between different networks, and
between the networks and the
equipment used by the customer to
access them, is essential to users who
need to be able to make calls to other
users irrespective of whether they
are directly connected to the same
network.

An overall network interworking
scenario must envisage the
interworking among a number of
different public and private net-
works, with a wide variety of termi-
nals and CPEs and with a broad
range of service centres.

Interoperability Issues for
Data Networks

Impact of the Internet and
voice-data convergence

The expansion of Internet services
and the advancement of related IP
technologies are quickly changing the
shaping of the telecommunications
sector.

Internet traffic is growing very
rapidly; investments on data net-
working equipment and in particular
on technologies that foster the
convergence of voice and data are
growing rapidly. This evolution is
happening much faster than origi-
nally envisioned. Taking into account
the above considerations, voice-data
convergence is one of the major
issues in the evolving telecommuni-
cations marketplace. Voice-data
convergence will have different
benefits in the short-term, mid-term
and long-term time frame. In the
short-term the main benefit is
related to lower costs, mainly due to
the current regulatory environment,
which makes it cheaper to handle
telephone calls over the Internet (or
corporate intranets) than by using
the public telephone network. In the
mid-term the main benefits are
related to the development of
enhanced services based on voice-

SERVICE
CENTRES

DATA NETWORKS
(X.25, FR,ATM, ...)

data service integration. In the
longer-term the main benefits rely on
reduced infrastructure costs by
commonly handling voice, data, and
video services over a data packet
network.

This requires proper inter-operabil-
ity between the IP network and the
PSTN, including intelligent network
(IN) services and the deployment of
interoperable mechanisms to control
IP network resources and to guaran-
tee high QoS levels.

Interoperability with PSTN/
ISDN

The possibility of providing advanced
services such as freephone, call
screening, call waiting, call forward-
ing, mobile roaming, credit card
calling, voice mail, caller identifica-
tion, number portability, and direc-
tory assistance over the IP network
represent one of the hottest issue in
the telecommunication sector. This
requires the interoperability between
the IP network and the public
switched telephone network (PSTN)
not only at the transport layer but
also at the signalling and control
layer. The issue is of particular
relevance because present data
networks include generally only the
transport infrastructure, without a
clearly identifiable signalling and
control layer, as shown schematically
in Figure 3. The definition and the
deployment of an intelligent control
layer for the data network and its
interoperability with the Signalling
System No. 7 (SS7) and the IN of the
PSTN is currently being analysed by
the telecommunication industry and
in standardisation fora.

To deliver advanced services
across hybrid (PSTN and IP) net-
works, proper interworking must be
built between the protocols used
within the data network and the SS7
functionality that is inherent in the
PSTN. This will provide service
equivalency and seamless service
with the PSTN, will enable advanced

Figure 3—The missing components
for a converged voice/data environ-
ment
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services across boundary network
dominions and will avoid multistage
dialling (presently a voice-over-IP
(VoIP) user must first dial the
gateway, then enter a PIN number
for authentication, and then dial the
destination number). However,
reaching agreement on IN/IP
integration is a difficult process,
because of the proliferation of
standards; for example, H.323, SIP,
IPDC, MGCP. Moreover such types of
standards are primarily ‘on-net’ call
management schemes, in which the
call-signalling information shares the
same call paths used to transport the
VoIP services. Information for call
control —such as credit authorisation,
physical IP address, calling name or
transport route assignments—must
be contained within the IP network
used to transport the user informa-
tion.

This limits a service provider’s
ability to offer network features such
as dynamic call routing, prepaid
cards, subscriber roaming, 800
services and other services that
require access to nationwide, or ‘off-
net’, databases.

The next phase of standardisation
is much more complicated aiming at
adding signalling transfer point
(STP) functionality on the IP net-
work as well as access to SCPs to
achieve a true integration of IN and
a common IP-PSTN service infra-
structure as shown schematically in
Figure 4. All this needs to be cen-
trally coordinated and controlled in
order to allow carriers to handle
billing, administration and global
route control.

Control of QoS and network
resources

As regards the control of QoS and
resources within multiservice IP
networks, a major issue is the quality

Figure 4—PSTN-IP-IN interworking

of voice and of other real-time
services. Obtaining acceptable
quality of voice transmissions over
an IP network is challenging because
of the connectionless character of this
network which implies there is no
explicit mechanism for ensuring that
a customer obtains a specific level of
quality. For voice transmissions, a
key problem is the time delay the
network creates as a voice packet
travels from sender to receiver. In the
Internet the best latency that can
typically be achieved is about 260 ms
but, with a large volume of traffic,
the performance of voice calls can
easily be unacceptable. Fax is much
less sensitive than voice to Internet
delays, and that is why fax over the
Internet is likely to be a successful
service before voice.

Other important issues are the
network engineering mechanisms,
such as the management of re-
sources, the control of traffic, the
relief of network congestion and the
protection against faults. While the
PSTN has been standardised and
engineered during the past few
decades with high levels of service
availability and network resource
optimisation, connectionless data
networks are less mature and many
of the above mechanisms have yet to
be found to achieve an overall
reliability equivalent to that of the
voice networks.

IP and asynchronous transfer mode
(ATM) are presently considered as the
transport technologies of future
networks. IP has exploded as an
industry standard with the growth of
the Internet, and it is almost univer-
sally recognised as the best platform
support for multimedia services.
However, IP, because of its
connectionless nature, cannot provide
the guarantees of QoS levels required
by real-time services. On the other
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Figure 5 —Interoperability issues in
multiservice IP networks

hand, ATM can simultaneously
transport multiple types of traffic
including real-time traffic, so that
many techniques of IP-ATM integra-
tion have been developed to benefit
from the best characteristics of the two
technologies. Many of these techniques
are proprietary and do not interwork
each other; others have been standard-
ised (for example, LANE and MPOA)
but do not scale for wide-scale public
network applications. In parallel, other
techniques have been developed to
achieve adequate QoS levels, introduc-
ing forms of service class prioritisation
(for example, DiffServ) with differenti-
ated treatment of traffic in relation to
different classes of IP services, or
introducing new protocols for explicit
control of both QoS and network
resources, similar to that of connection-
oriented networks (for example,
resource reservation protocol (RSVP)
and multi-protocol label switching
(MPLS)).

These techniques may be imple-
mented at the edge of the IP network
or directly in the hosts and in the
user terminals so that the various
applications can indicate explicitly
their requirements. Many of these
techniques will be implemented, so
that a rather complex set of
interworking configurations can arise
as shown schematically in Figure 5.
In particular, the provision of end-to-
end QoS levels across multiple
networks dominions appears very
challenging and requires careful
attention in the standardisation fora.

Fixed-Mobile
Interoperability

Fixed-mobhile convergence
Interest in convergent solutions for the
provision of fixed and mobile services
has grown recently because of the new
liberalisation conditions and the
induced levels of competition. A service
paradigm based on joint mobile and
fixed service offerings can create
business opportunities and benefits on
both commercial and operations sides.
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Integrating the transport net-
works involved in the convergence
configuration is important for
network efficiency, while the integra-
tion in the IN platform is key to
enabling the development of new
convergent services. The current IN
standardisation process in ETSI is
aimed at the definition of a capability
set based on core INAP CS3 which
should apply for both fixed and
mobile networks. One of the most
interesting services that can be
provided, especially for the business
market segment, sharing the same
IN, is the VPN, which allows the
integration of fixed and mobile users
on a single service platform.

However, the above scenario
cannot be realised in the short/
medium term because, in most cases,
two separate IN platforms are
already working in the two reference
networks. A good level of consistency
between independent IN platforms
can be recovered by adopting the
concept of virtual home environment.
A virtual home environment feature
enables the user to maintain his/her
service profile and terminal usage
mode through different networks and
can offer the same service to fixed
and mobile users. This feature is
reached through network inter-
operability, realising a complete
alignment of the user data between
the involved networks.

IP multiservices fixed-mobile
network

Recent studies predict that [P
multimedia services will soon contrib-
ute significantly to the overall mobile
market, which by the year 2005 could
range between 80 and 140 million
users. Present estimates show that
access flexibility and the possibility of
being reached everywhere are
considered to be of extreme impor-
tance by people usually working with
a PC.

One of the main technological
drivers to allow the provision of data
communications to mobile users is
the wireless application protocol
(WAP), standardised by WAP Forum.
WAP is a de facto open global
standard suite of protocols which
allows access to the Internet (and in
general to World Wide Web (WWW)
information) by a mobile telephone
implementing a micro browser. In
fact, WAP is derived from the
hypertext transfer protocol (HTTP)
and transmission control protocol/
Internet protocol (TCP-IP), simplified
in order to cope with mobile data
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Figure 6— Configurations of WAP services

services (low bandwidth, high
latency, and unstable connections).
The WAP protocol is a typical
example of a technical solution able to
ensure the interworking among
services designed originally for
different kinds of networks. In
particular, WAP-based technology
enables the design of advanced,
interactive and real-time mobile
services, such as mobile banking or
Internet based new services (e-mail,
text-only web browsing), which can be
used in digital mobile telephones or
other mobile devices. A WAP proxy is
located between wireless and WWW
environments. It includes a gateway
and a content coder/decoder, and can
get, as shown in Figure 6, the content
provided by a standard web server
through a wireless markup language
(WML) derived from the hyper-text
markup language (HTML). The WAP
protocol also allows the provision of
telephony value-added services
(TeleVAS) such as unified messaging.
The WAP specification enables
applications from different equipment
suppliers to work consistently on the
digital networks and provide intercon-
nection to data services and the
Internet. WAP is independent from
the underlying network technology
(global system for mobile communica-
tions (GSM), code division multiple
access (CDMA), time division multiple
access (TDMA), etc.). Handset
manufacturers, representing over 75%
of the world market, have committed
to producing WAP-enabled devices.
Carriers representing nearly
100 million subscribers worldwide
have joined the WAP Forum. The
WAP Forum considers that this
commitment will provide tens of
millions of WAP browser-enabled
products to consumers by the end of
2000. Other approaches to data
communications for wireless and
portable devices are proposed by the
Knowledge Wireless Consortium and,
to a certain extent, by the World
Wide Web Consortium—W3C. Also
the SIM Toolkit, based on SMS
transmission, can provide access to a

. g

WML
TELEVAS

SERVER

server, mainly for information
services, telephone banking and
mobile commerce.

Multimedia service provision in
the mobile networks will be challeng-
ing as mobile computing environ-
ments require additional mechanisms
with respect to wireline network.
Wireless channels are prone to burst
and location-dependent error; further-
more, contention for the wireless
channel is location dependent, and
mobile users may move from lightly
loaded cells to heavily loaded cells. As
a consequence, wireless channel
resources are highly dynamic;
resource contracts that are made in
one cell may not be valid when users
move to another cell. Owing to these
dynamics, the mobile computing
environments require sophisticated
interworking mechanisms for adapta-
tion at customer devices and at
network boundaries.

Conclusions

Interoperability among networks and
services will be a major requirement
in the forthcoming infocom era.

Different types of operators with
different needs will rely on different
technologies and will benefit from
different network architectures, so
that the general environment will be
characterised by a multitude of
heterogeneous network options.

Nevertheless services and applica-
tions need to be created, provided and
used with minimal restriction,
fostering an evolution process of
network towards a global inter-
networked architecture. The wide-
spread diffusion of IP, and related
technologies, as a reference platform
for data networking will dramatically
change the model for the creation,
deployment and provision of services
both in the fixed and the mobile
networks. It will also allow a migra-
tion from the traditional vertically
integrated telecommunications model
towards a horizontally layered model
much more oriented to openness and
interoperability.
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Dionisis X. Adamopoulos, Constantine A. Papandreou, Constantine Apostolas,
George Pavlou, Christos Danopoulos and Nikos Makris

Future Trends and
Perspectives in Information
Networking: Towards Global

Broadband Networks and

The telecommunications industry
is currently characterised by
major challenges and opportuni-
ties, and by great technological
and organisational diversity,
which is mainly due to the
deregulation of its markets, and
the progressive convergence of
telecommunications and distrib-
uted computing. Consequently,
there is a growing demand for a
great variety of new sophisticated
telecommunications services.
TINA-C and personal communi-
cations services (PCS) are among
the most important developments
in the field of information net-
working, which promise to make
the future open information
market a reality. In this paper,
after a brief analysis of impor-
tant information networking
aspects, both of these develop-
ments are examined focusing

especially on their future perspec-

tive. Therefore, possible enhance-
ments of TINA-C through the use
of frameworks, design patterns,
and agent technology, together
with the application of program-
mable intelligent service infra-
structures in PCS are considered.
Finally, the need for technology
integration, joint action, consen-
sus, and cooperation is high-
lighted.
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Introduction

ment, market growth, and deregula-
tion the telecommunications industry
is heading towards a fully liberalised
global market, where regulatory
changes are breaking down the
traditional barriers between public
and private domains. The result of
this liberalisation is a fragmented
market with a multiplicity of compet-
ing and/or cooperating providers of
telecommunications services.
Increasing customer needs press for
the creation, operation, and manage-
ment of many types of services,
ranging from simple telephony
services to new advanced multimedia
telecommunications services
(telematic services).

In this highly-dynamic continu-
ously-changing open environment,
which is shaped by the convergence
of information and telecommunica-
tion technologies, a steadily growing
number of increasingly powerful
communication and information
services is being offered. In this
context information networking is
gradually gaining momentum,
formulating an open market of new
telecommunications services where
the vision is ‘information any time, at
any place, in any form’*®. Within this
electronic market, which is an
important precondition for the
emerging information society,
information resources are available
to everybody, without any practical
restrictions, because, in an all-digital
environment, ‘there is no difference
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between bits which represent text,
audio or video, since bits are bits'?.
This paper examines the most
important trends in the field of
information networking, focusing
especially on the perspectives of the
framework defined by the Telecom-
munications Information Networking
Architecture Consortium (TINA-C),
and personal communications
services (PCS). The application of
programmable intelligent service
infrastructures, like TINA-C, in
third-generation mobile systems, will
result in the efficient support of a
variety of service engineering
activities, involving both fixed and
mobile services, in an environment
open to competition, and open to
changes in market and technology.

Information Networking:
Services and Infrastructure
The innovative developments that
are taking place in today’s diversified
telecommunications world are
simultaneously driven by progress in
network/system architectures and
software (technology push), and by
the need for more universal and
personal communication and infor-
mation capabilities independent of
location and time (market pull)*®.

To pave the way to the informa-
tion society, it is necessary to define
and develop a telecommunications
service infrastructure (an informa-
tion network), above the bearer
network infrastructure, which will
conirol and manage the distribution
of information, in its various media
manifestations, between geographi-
cally distributed user entities. This is
the task of information networking,
which more specifically is required
t02, 6, 17:

@ offer a rich variety of telecommu-
nications services, including
conventional telephony and data
transmission services, as well as
advanced multimedia services;

@ provide and support new commu-
nication concepts, such as confer-
ence services, distribution
services, and personal mobility;

® hide the complexity and heteroge-
neity of the underlying computing
and networking technology;

@ meet the scalability, reliability,
and performance requirements of
the customers;

@ permit management by different
stakeholders, such as service
providers, network operators, and
customers;

@ allow user access to personalised
interfaces from any point in the
network;

® allow roaming, such as that found
in cellular telephony networks;

® support the transmission of many
media types, such as voice, text,
still, and moving images; and

@ provide openness to all types of
end-users, to all types of services
and applications, and to changes,
in time or space, of service
software and hardware.

Telematic services have a central
role in information networking. A
telematic service is considered to be a
geographically distributed entity
(actually an encapsulation of a
number of cooperating entities
distributed over a geographical
environment) providing a number of
people (users, subscribers) a
predefined carefully-selected set of
facilities regarding the integrated
coverage of a (possibly) wide range of
information and communication
needs, utilising the resources of
(existing and future) telecommunica-
tion networks!.

Among the virtually limitless
variety of existing and future
telematic services, those with
multimedia characteristics enjoy
currently a great demand. People
recognise that multimedia telematic
services with enhanced content can
offer them powerful support for
communication, information, educa-
tion, entertainment, and cooperation.
Therefore, this kind of service is
rapidly emerging, and is seen as an
important and strongly increasing
market in the office, at home, and on
the move?.

The efficient provision of multime-
dia telematic services involves a
number of new technologies. These
enable the necessary bandwidths,
connectivity, flexibility, support of
simultaneous and time-staggered
sessions, improved negotiation and
renegotiation procedures, as well as
appropriate manageability. Further-
more, advanced transfer protocols are
required to cope with the differenti-
ated, changing, and unpredictable
requirements concerning connections,
bit rates, and qualities for the
various information types involved in
specific services.

A promising technology to support
new telecommunications services in
the office, at home, and on the move,
including services with multimedia
characteristics is asynchronous
transfer mode (ATM). Beginning with

FUTURES

data applications, ATM networks will
increasingly address audio and video
needs, too. ATM can be employed
‘edge to edge’ for public and private
networks and ‘end to end’ including
servers and terminals. Furthermore,
ATM facilitates the smooth integra-
tion of networks from the local to the
wide area, and is an especially
promising technology for the local
loop (wireless ATM)?,

Another development that is of
growing importance and should not
be underestimated is the dramatic
expansion of the Internet, and its
corporate incarnations (intranets,
extranets), together with the popular-
ity of the World Wide Web. Graphical
user interfaces provided by web
browsers give the user a convenient,
visual, easily manipulated interface
to the vast repository of (any type of)
information available at Internet
sites throughout the world. The Web
has therefore become the first
worldwide multimedia communica-
tion system. Albeit (relatively) slow
and sometimes unreliable, the
Internet is able to support voice
telephony and multimedia telematic
services, such as videoconferencing.
For fast responses and a much higher
reliability level several solutions are
emerging, like the IPng (IP next
generation), TCP/IP over ATM, and
cable-based Internet systems.

It is conceivable that the variety
of existing and evolving networks
will partially converge to establish
full-service and application-ready
networks. A common ATM core
network could interlink the diverse
access networks (including cordless
and cellular mobile radio), integrated
services digital network (ISDN),
broadband ISDN, Internet/intranet
and other data/corporate networks,
as well as cable TV systems®22, This
would be an important step towards
the information infrastructures of
tomorrow (for example, the European
and global information infrastruc-
ture, EII-GII) that will enable people
and systems to communicate securely
with each other, any time, and
anywhere with acceptable quality
and at reasonable cost*?2!,

The TINA-C Paradigm

The growing demand for a great
diversity of broadband, multimedia,
and multi-party telecommunications
services, in the framework of infor-
mation networking, requires the
adoption of rapid, intelligent, and
flexible service provisioning
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approaches. Therefore, an open
universal service platform which
supports both telecommunications
and management applications is
required. Such a platform will result
in the ‘virtualisation’ of the (comput-
ing and communications) infrastruc-
ture, increasing significantly the
proliferation of telematic services. A
virtual infrastructure (VI) is the
outcome of the adoption of a software
perspective that embraces a much
more dynamic and heterogeneous
approach to the representation of
information, the configuration of
hardware and software systems that
process it, and the binding of
resources to its processing and
distribution®.

In full agreement with this
perspective some of the world’s
leading telecommunications and
information technology companies
established TINA-C in 1993. The
main objective of TINA-C is to define
and validate an open, innovative, and
coherent architectural framework (a
long-term service architecture) that
would address in an integrated
manner service control and service
management. This framework
encompasses the long-term objectives
of both IN and TMN, applies open
distributed processing (ODP) stand-
ards and object-oriented design
principles, facilitates the design and
provision of services in a heterogene-
ous system and network environment
with different domains of ownership,
and ensures the introduction of new
and enhanced services and their
management, much faster and more
efficiently than with current ap-
proaches® 12,

The TINA-C overall architecture
encompasses basic design and
modelling rules, which are applicable
to a wide range of services, and
decomposes the complexity of the
problem space into a number of
complementary (sub)architectures
(computing, service, networking)®.
TINA-C services are considered as
software-based applications that
operate on a distributed processing
environment (DPE). This environ-
ment hides from services the under-
lying technologies and distribution
concerns, and supports in this way
the portability and interoperability of
the service code. Therefore, a service
is realised by a set of interacting
service components (that is, computa-
tional objects interacting via their
computational interfaces), which are
distributed across different network
elements. Service components can be
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characterised as service dependent or
service independent. The former
support features that are specific to a
service, while the latter support
features that may be common to a
wide range of services®,

To enforce the approach taken in
TINA-C and to facilitate the corre-
sponding service creation process the
concepts of frameworks and design
patterns are introduced and applied.
A framework can be defined as a set
of prefabricated services together
with some architectural concepts
that define the constraints to put
these services together. The architec-
ture includes the rules that can be
used to integrate the single services
and to define possible flows of control
between them'. Design patterns
represent abstract solutions for
specific problem classes. They
capture the static and dynamic
structure, and collaboration of a
group of objects. They can be defined
in an abstract language-independent
way'!. While design patterns can be
considered as a horizontal structure
over a set of computational objects,
frameworks can be considered as
vertical, domain specific (for example,
telecommunications specific) configu-
rations of components.

In the case of TINA-C, design
patterns can be defined by identify-
ing groups of interworking service
objects, where every group is charac-
terised by a micro-architecture that
determines the way the objects
interact to provide a solution for the
specific aspects of a subproblem that
arises during the development of a
telematic service. Furthermore, a
framework can be defined as the
overall architecture, which specifies
how the identified configurations of
service objects can collaborate to
implement a solution for the whole
problem. Thus, a framework is a kind
of construction kit for complete or
semi-complete telematic services. It
has to be complemented and custom-
ised using inheritance techniques. As
an example, the TINA-C service
architecture can be defined as a
framework. On the contrary, the
access to the usage of a serviceis an
example of a design pattern (access
pattern). It specifies the object group
of the access session.

The introduction of design
patterns and frameworks in TINA-C
implies the establishment of a
common vocabulary and the defini-
tion of common design structures.
They assist in reducing the scope of
the problem-solving process in the

case of service creation, because they
support the identification of similar
problems and similar solutions.
However, design patterns and
frameworks are abstract concepts.
There is no guarantee that their
usage will lead to design reusability,
design portability, and abstract
customisability. Furthermore, good
design patterns and frameworks, like
good inheritance hierarchies, cannot
be invented in an easy way. They
have to be chosen and designed very
carefully'1°, Otherwise, the introduc-
tion of insufficient and wrong chosen
patterns and frameworks in the
service creation process may hinder
or even prevent the design and
implementation of successful
telematic services.

Besides design patterns and
frameworks, another possible
enhancement of TINA-C originates
from the fact that in new telecommu-
nications services, service personali-
sation and service interworking are
of fundamental importance, because
in that way customers are enabled to
define when, where, for whom, and
how they will be reachable or not.
TINA-C is based on the concept of
DPEs, but since DPEs operate
according to the centralised client/
server paradigm, they are relatively
inflexible, and do not adapt well to
rapidly changing, or customer
specific requirements. A possible
solution to this problem is the
application of intelligent agent
technology to TINA-C.

An intelligent agent is a self-
contained software element responsi-
ble for performing some set of
operations on behalf of a user or
another program with some degree of
independence or autonomy. This
means that an agent performs
specific tasks delegated to it, and
therefore contains some level of
intelligence. Additionally, agents
operate asynchronously (they are
often event or time triggered) and
may communicate with the user,
system resources, and other agents
as required to perform their tasks?®.

Moreover, more advanced agents
may cooperate with other agents to
carry out tasks beyond the capability of
a single agent. Finally, as transportable
or even active objects, they move from
one system to another to access remote
resources or even meet other agents
and cooperate with them. These agents
are called mobile agents in contradis-
tinction with fixed agents, which
remain in a single location throughout
their execution. Agent mobility is



probably the most challenging prop-
erty, which provides intelligent agents
with the potential to influence the
traditional way of communications and
service realisation®.

In TINA-C there is the explicit
notion of user agents, which repre-
sent, both the end users within the
system, and the contact points for
users in order to gain access to
services. Although user agents are
fixed, they can interact with other
user agents (via session managers)
for service session establishment. In
addition, there is also the notion of
terminal agents, which should adapt
communication services to the used
terminal capabilities of the users.

For this reason, the transforma-
tion of TINA-C to a static agent-
based telecommunications
architecture (Figure 1) is relatively
easy and straightforward. In such an
architecture, the user agent is aware
of the communication preferences (in
respect to time, space, medium, cost,
security, quality, accessibility, and
privacy) of its user, and controls on
behalf of that user all incoming and
outgoing communications in respect
to intelligent routing, information
filtering, and service interworking. It
also negotiates and cooperates with
other user agents for establishing a
communication session between the
respective users. Furthermore, due to
its service architecture, TINA-C
seems to be an appropriate candidate
for the incorporation of mobile
agents, both for asynchronous
information exchange and for the
establishment of real-time informa-
tion exchange®,

However, although intelligent
agents and particularly mobile
agents have a great potential to
influence the design of future
telecommunications services, they do
not represent the ultimate solution
for any kind of problem. Whether
mobile agents provide for better
performance than traditional client/

server computing strongly depends
on the interaction patterns and the
‘size’ (code plus state information) of
the agent to be transferred'®. There-
fore, intelligent agents should be
considered only as an enhancement
or an ‘add on’ to TINA-C for the
realisation of services under certain
conditions.

Because of the flexibility in
adapting new approaches and
technologies, and because of its wide
scope, TINA-C can be considered as a
valuable complement to GII activi-
ties. Furthermore, it provides an
architectural underpinning for the
GII, as it is directed to the
provisioning of any kind of services,
running on a global scale, on differ-
ent network technologies, allowing
the combination of any kind of media
and any kind of connectivity, and
facilitating third-party connection
setup and broadcasting as well as
multiparty involvement. However, it
has to be noted that the value and
influence of TINA-C has been and
will be measured by the extent to
which it provides for industry-
implementable results to accelerate
the availability of TINA-like prod-
ucts. For this reason, the second
phase of TINA-C, which started in
1998, focuses considerably on the
market-driven adoption of the
TINA-C architecture.

Personal Communications
Services

The ‘telecommunications services any
time, any place’ paradigm supported
by rapid technological advances,
propels the growth of wireless
systems and networks. In full
agreement with this paradigm,
personal communications services
(PCS) aims to provide personalised
data, voice, image, and video commu-
nications services that can be
accessed regardless of location,
network, and time.

Figure 1—Static agent-based telecommunications architecture
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The enabling factor to achieve this
aim is mobility, which can be
regarded in three dimensions™®:

® Terminal mobility, which refers to
the ability of wireless terminals to
access services as they move
across different access networks.
Moreover, these networks should
be able to identify and locate a
terminal and notify it for the
initiation of new services.

® Personal mobility, which refers to
the ability of a user to access
telecommunications services on
any terminal (wireless or
wireline), according to a service or
user profile, and based on a
unique personal number dedi-
cated to that user.

® Service mobility (called also
service portability), which refers to
the ability of the network to
provide subscribed services to
users irrespective of the type of
the used terminal, location or
access network. Service mobility
requires both personal and
terminal mobility.

PCS provide operations to service
providers, subscribers, and custom-
ers/users through mobility,
customisation, service profile man-
agement, communication, and
security procedures®. As a result,
personal communications services
are characterised by the following
key elements:

® Ubiquitous connectivity: A user is
always able to connect to a
network accessing the subscribed
services, even if the access
network or the used equipment
are changed. Moreover, it could be
possible for a user to have differ-
ent active connections using
different access networks simulta-
neously.

® Single session abstraction: The
service remains the same
throughout the session (or call)
even if the access network or
terminal changes (resulting in
different quality of service (QoS)
experienced by the user).

® Application transfer: Restoring an
active application (or call) from
one device to another as the user
changes his/her location (for
example, from office to car) or the
used access network.

® Application adaptation: The
session characteristics should
change in order to keep an
application active as the user
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Figure 2— Evolution of personal communications services and systems’

changes device or access network.
Adaptation could mean changing
information content or changing
media format. Changes in the
information content can be
triggered by a device change,
which influences the available
network bandwidth, the process-
ing power, the memory capacity,
and the display capabilities (for
example, a less capable display as
the user moves from a laptop to a
mobile telephone could result in a
drop of the video connection for a
teleconference session). Further-
more, changes in the media
format are imposed by media
incompatibility (for example,
moving from laptop to a conven-
tional PSTN telephone).

In the last decade, many PCS
systems supporting a variety of
services have evolved to the existing
wireless networks (second genera-
tion) as Figure 2 shows. These
networks are characterised by
relatively narrow bandwidth and
considerable limitations regarding
their interworking. In order to
overcome these problems and to
establish a universal personal
wireless and multimedia communica-
tion system, the third generation of
mobile telecommunications systems
is currently under development.

The universal mobile telecommu-
nication system (UMTS), developed
by the European Telecommunications
Standards Institute (ETSI), and
International Mobile Telecommunica-
tions by the year 2000 (IMT2000),
developed by the International
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Telecommunications Union, which
are the main representatives of this
generation, are scheduled to start
service around 2000-2005 and
provide a range of telecommunica-
tions services to mobile and station-
ary users in a variety of
environments. UMTS/IMT2000 will
support terminal, personal and
service mobility, and thus will allow
person-to-person calling independent
of location, terminal used, means of
transmission (wired or wireless), and
choice of technology. In UMTS and
IMT2000, PCS (including high bit-
rate data and audiovisual services)
will be based on a combination of
fixed and wireless/mobile services to
create seamless end-to-end services
for the user.

UMTS/IMT2000 will be coupled
with IN to develop and deploy PCS,
following the paradigm of the
customised applications for mobile
network enhanced logic (CAMEL)

environment, which has been
introduced into the GSM system to
utilise IN technology and support
services not covered by standardised
GSM. In that sense, new functional
entities have been added to the IN
functional model, as can be seen in
Figure 3, to deal with specific UMTS
requirements. These are the mobile
storage function (MSF), mobile
control function (MCF), mobile call
control function (MCCF), terminal
access control agent function
(TACAF), mobile bearer control
function (MBCF), service control
agent function (SCAF), radio bearer
control function (RBCF), radio access
control function (RACF), bearer
control function (BCF), specialised
resource bearer control function
(SRBCF), and bearer control agent
function (BCAF). These functional
entities are added to provide the
necessary mobility and interworking
functions, and to carry out the
service related processing.

This enriched UMTS/IMT2000
system will eventually lead to a
virtual home environment (VHE),
which is defined as a system concept
for personalised service portability
across network boundaries and
between terminals®. VHE is provided
by a service provider according to a
subscription (that could involve more
than one user) over different termi-
nals and network operators. How-
ever, VHE will enable users to receive
services with the same feel and look
as they roam across different net-
works. In general, VHE aims to
provide users with personalised
services, a personalised user inter-
face, a consistent set of services
irrespective of access (fixed, wire-
less), and global service availability
when roaming. The achievement of
this goal depends on the cuoperation
and relative capabilities of home and

Figure 3—Extended IN functional model for UMTS
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visited networks, as well as the
relative capabilities and compatibil-
ity of the used terminals?.

Currently, most VHE approaches
are heavily based on IN technology.
However, IN does not provide a
homogeneous programming environ-
ment to allow interworking and
portability of system components,
and IN infrastructure depends on the
technology used by operators for
implementation. To overcome such
IN limitations, and to facilitate the
implementation of the VHE concept
in a more flexible, efficient, and
effective way, the application of
TINA-C is proposed’.

This would require a modification
of the TINA-C architecture to fully
support mobility functions. Such an
effort has already been undertaken
by several European Union research
projects. Among them, DOLMEN has
provided a number of TINA-C
extensions in the area of mobility,
validated these extensions through
an international field trial, and
highlighted a number of important
open issues that will be the target of
further research in this area?.
However, irrespective of the outcome
of future TINA-C specific research
regarding the VHE, integration with
the VHE standardisation efforts that
are currently on going is necessary.

Conclusions

Existing telecommunications systems
are gradually converging into a
ubiquitous information infrastruc-
ture inside an open deregulated
multi-provider telecommunications
marketplace. Additionally, the
demand for telecommunications
services is increasing and will
increase rapidly in the years to come.
Based on these assumptions, this
paper has outlined and examined
what appears to be some major
factors and technologies to be
considered in deriving a viable
paradigm for the broadband informa-
tion highway of the future.

The TINA-C architectural frame-
work is gradually maturing and
gaining acceptance at a constant
rate, through validation activities
and the examination of interworking
concepts and migration strategies
from existing technologies. For this
reason, it is envisaged that TINA-C
will provide universal programmable
connectivity between mobile users
supporting a variety of mobile
services (cordless, cellular, paging,
mobile satellite) in the framework of

the universal broadband mobile
telecommunication system (UBMTS)
that will emerge as the result of the
activities pertaining to the fourth
generation of mobile systems. In that
way fixed and mobile networks will
eventually converge enabling the
realisation of a VHE" %,

Furthermore, the state of the
Internet and its evolution is also a
crucial matter for the future,
whether it is going to be considered
as the universal paradigm for the
truly global information infrastruc-
ture, or as something destined to
evolve naturally from its present
state to be one of the elements of the
overall telecommunications scenario.

To effectively answer the techno-
logical challenges of future telecom-
munications environments and to
provide both fair competition and
regulated liberalisation, standardisa-
tion is necessary. The essential
objectives of standardisation relate to
interconnectivity and
interoperability. Joint activities have
to address suitable reference
architectures, functional models,
well-conceived building blocks, open
interfaces and protocols, and appro-
priate migration scenarios, without
restricting the needs and creativity of
the different parties/countries
involved. Balance is also required
between innovation and coordination
taking into consideration dynamic
developments in regulation, markets,
and technologies.

For the transfer towards the
information society, many political
and legal problems have still to be
solved both on a national and
international basis, in addition to
technical and economical aspects.
These problems relate to setting up
an appropriate and stable regulation
for competition, providing faster
progress, greater choice, higher
performance, and lower costs and to
institute a suitable legislation for the
content, addressing among others,
intellectual property rights, security
and privacy, and the timely and
accurate publication of interface
specifications®. The process of facing
these issues requires common vision,
harmonisation, joint action, and
above all a careful balance between
cooperation and competition.
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Introduction

The rapidly changing environment
and requirements for telecommunica-
tion networks, as well as insecurity
about which concepts and services
really will become predominant, are
presenting difficult challenges both
to operators and suppliers.

The challenge to the operators is
how they should modify or change
their current networks (Figure 1) to
be able to provide their customers, at
the right point in time, with competi-
tive and business-oriented services,
in a flexible way.

The challenge to the suppliers is to
provide the operators with products
based on a future oriented and flexible
architecture in order to support their
business in an optimum way.

Another key question to be
answered by the operators is whether
to keep different services such as
narrowband, broadband, data,
Internet protocol (IP) and mobile in
separate overlay networks, as built
today, to support single applications
and services, or in an integrated one.

A Vision of the Current
Telephone Network

It is very important to describe the
two types of scenarios that can be
seen now in the telecommunications
market.

The high-end market segment
includes about 70% of the value and
the other segment about 30%. The
split into two different market
segments is becoming more evident as
we approach the year 2000.The first is
distinguished by total competition
among operators leading to a vertical
market approach and extreme
orientation towards end customers
and services. From the network
perspective there will be a strong
push to change the network structure
towards voice and data integration.

The second segment is distin-
guished by only limited competition
due to political influence and classi-
cal telecommunication-services such
as plain-old telephone service (POTS)
and TV. From the network perspec-
tive the trend is towards no change to
the network structure.

Figure 1—Telecommunications network architecture
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Figure 2— Network evolution. Besides the narrowband and TV broadcast net-
works a broadband/IP network is being established. The different networks are
becoming interlinked and will have full service’ capabilities

The evolution of the network
(Figure 2) is mainly driven by the
high-end market; in this market,
pumped mainly by Internet and
intranet growth, the sheer volume of
data and mixed-media traffic has
surged on both packet-and circuit-
switched networks. This trend
continues and will be amplified by
the expansion of higher-bit-rate
access options and by improved
coding and applications for Internet
telephony, audio, and video. Not a
moment too soon, packet technology
has reached the point where it surely
can play a role in giving network
operators—private and public—the
flexibility, economy, reliability, and
simplicity they require. A network
operator is therefore forced to make a
decision about the network architec-
ture because the traditional one can
no longer satisfy the needs—integra-
tion is the mandatory key word.

A Vision on the Current
Mobile Network

Currently the architectures of the
mobile networks (Figure 3) are still
based on the same functional model.
Some operators are introducing new
services; for example, in Italy, a
connection to the Internet can be
offered to subscribers, as a special
service, to provide a cheaper interna-
tional telephone service, still with a
reasonable quality.

Some operators are making trials
with IP-backbone and others are
making plans for incorporating the
general packet radio service (GPRS)
in their network, even if that can be
considered an intermediate solution
waiting for the universal mobile
telecommunication system (UMTS),
at least in Europe.

The third generation of mobile
systems (TGMS) is based on a new
air interface capable of supporting
2 Mbit/s data services but following
essentially two different views:

@ European Telecommunications
Standards Institute (ETSI):
UMTS—one new air interface as an
evolution from the global system for
mobile communications (GSM); and

® International Telecommunications
Union (ITU): future public land
mobile telecommunications
system (FPLMTS)—‘family’ of air
interfaces including:

—Europe: UMTS;

—Japan: probably a new air
interface based on wideband code-
division multiple access (WB-
CDMA) technology; and

—USA: evolution of existing
personal communications services
(PCS) standards.

Currently FPLMTS standards
activities have a more rapid time
frame than UMTS activities. A

Figure 3—Mobile communications networks architecture
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failure in aligning the standards (by
acceleration of the UMTS time
frame) will result in a collection of
incompatible FPLMTS standards
rather than a single standard.

Mass explosion of UMTS will be
achieved through parallel evolution
in different technology domains such
as information technology, transmis-
sion, terminals, service creation,
mobility management, radio access
and service control.

In addition to improving coverage,
increasing capacity is a primary
focus for mobile operators. Only
UMTS offers suitable capacity for
mobile voice and dataand then it is a
real candidate as a problem solver for
the mobile network.

Another important open issue that
affects operators with mobile and
fixed networks is convergence. This
can be obtained in three ways:
convergence of services, convergence
of functions (that is, billing centre,
customer care centre, provisioning
centre), convergence of network/
architecture. It is possible to use one
or more of these ways. The driver is
to make savings on the network and
administration, operation and
maintenance by means of common
use of resources. This allows lower
prices to be offered to the customers.

A Vision on the Current
Internet-Like Networks

The backbone of the Internet was
originally a series of high-speed links
between major supercomputer sites
and educational and research
institutions within the US and
throughout the world. A major part of
it was the NSFNet, managed by the
US National Science Foundation.

In 1995, large commercial Internet
service providers (ISPs), such as MCI,
Sprint and UUNET, took responsibil-
ity for the Internet backbones and
have considerably enhanced their
capacities. Regional ISPs link into
these backbones to provide lines for
their subscribers, and smaller ISPs
hook either directly into the national
backbones or into the regional ISP.

Internet computers use the TCP/IP
(transmission control protocol/
Internet protocol) communications
protocol. There are more than 20 mil-
lion hosts on the Internet, a host being
a mainframe, mini, workstation or
high-end PC that is on-line via TCP/
IP. The Internet is also connected to
all types of computer networks
worldwide through gateways that
convert TCP/IP into other protocols.
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Figure 4— Convergence of communications networks

Ironically, some of the original
academic and scientific users of the
Internet are developing their own
networks once again. The Internet is
so jammed these days that they no
longer enjoy the quick access they
were used to.

The Internet is also used by some
telco operators in order to provide
cheaper international and oversea
connections for international and
overseas telephone traffic. Based on
that experience some new operators
are planning to deploy networks that
can connect USA and Europe using
Internet-like architecture. This
means the use of a backbone, based
on routers (or better Gigarouters) for
the switching network and normally
using optical fibre for transmission,
supporting voice and data over IP.

This kind of network normally
uses voice gateway for voice coding/
decoding and a call agent to manage
the call. The call agent normally
converts the protocol from the ISDN
user part (ISUP) to the media
gateway control protocol (MGCP) to
control the voice gateway.

These networks are based on
connectionless (packet) switches
while traditional networks are
based on connection-oriented
switches. The packets are routed in
the network along several ‘hops’
starting from the origin to the
destination; the path used for the
call can change depending on the
availability of the routers and links.

Such a network is well suited for
carrying voice and data traffic. This
means that it is suitable to support the
merging of voice and data traffic—the
latter is increasing rapidly worldwide
while the former is increasing at a
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constant rate of only around a few @ Orientation towards networks
percentage points per annum. based on asynchronous transfer
mode (ATM), especially at the
Steps Towards Integrating backbone level; this will come
the Various Networks primarily from demands of the
! edge data networks including IP.
Following the theme of integration, The deployment of the ATM
mobile and fixed networks will infrastructure will force
converge, then data and voice narrowband/broadband integra-
networks will merge and ultimately tion and penetration of ATM in
they will collapse all into one (prob- the local/access networks.
ably the IP network) (Figure 4).
From the network point of view, @ Asolution using ATM at the edge
the trends clearly indicate: and IP inside the backbone; that
could provide a reasonable compro-
@ A big interest in an integrated mise (integrating narrowband and
network; this new concept and broadband traffic) or an intermedi-
related technology brings new ate step before the full IP network
opportunities and ways to gain can be realised (Figure 5).
benefits and enables a complete
range of services to be offered to At any rate, the convergence
the customers. process of the telephone networks

Figure 5— Network architecture for next-generation telcos
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(including both fixed and mobile
ones) has to take into account one of
the methods mentioned above for
integrating voice and data traffic; as
a consequence data networks and
telephone networks will be inte-
grated, at the same time.

Steps Towards the Optical
Network

Customers are demanding more
services and options and are carrying
more and different types of data traffic.
To provide full end-to-end connectivity,
a new paradigm was necessary to meet
all the needs for high capacity and
various forms of traffic.

Optical networks provide the
required bandwidth and flexibility to
enable end-to-end wavelength
services. Optical network began with
wavelength division multiplexing
(WDM), which arose to provide
additional capacity on existing fibres.
The optical network will be based on
wavelengths as its basic building
blocks rather than using a defined bit-
rate and frame structure. The compo-
nents of the optical network will be
defined according to how the wave-
lengths are transmitted, groomed or
implemented in the network.

Viewing the network from a
layered approach, the optical net-
work requires the addition of an
optical layer. The steps needed for the
complete optical network are depend-
ent on the following basic compo-
nents (Figure 6):

® wavelength division multiplexing
(WDM, dense WDM (DWDM), and
high-density WDM (HD-WDM)),

® optical add-drop multiplexer
(OADM), and
@ optical cross-connect (OXC).

Experience has shown that the
public carrier market is an evolution-
ary, not a revolutionary, environment.
Optical networking technology must
be closely integrated with the rest of
the network, but it is here that much
work remains to be done. It is clear
therefore that the emergence of the
all-optical network and all its benefits
is not going to occur overnight.

The definition of a standard will
become increasingly important and
essential as operators seek to inter-
face their optical systems and evolve
to more complex optical network
architectures. Basic standards exists
for WDM point-to-point links, but
there is much work to be done in the
areas of optical networking and
vendor interoperability. The standard
bodies are addressing many of the
issues, but it is uncertain whether
they can keep pace with rapidly
changing market developments.

WDM and optical components will
form the foundation of broadband
networking in the next decade.
Interesting times lie ahead in the
optical transmission arena.

WDM: A New Technology on
the Scene

Wavelength-division multiplexing is
a technique for transmitting traffic
over fibre in multiple channels.
Traditional optical fibre transmission
uses light of a single wavelength
(that is, color); in contrast, WDM
combines multiple wavelengths of

Figure 6 —The evoltion of optical networking
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light into a single multiplexed signal
for transmission along the fibre.

Each channel utilises the full
capacity of the fibre being used;
WDM then creates a virtual fibre for
carrying traffic over; for example,
four WDM wavelength channels
boosts the capacity by four times.

WDM is now being used world-
wide to boost dramatically the
capacity of installed optical fibre
cables.

However, while the basic princi-
ple of the technology is very simple,
the effect WDM will have on the
telecommunications industry is
much more complex, extending far
beyond simple capacity increases in
networks. WDM is emerging as
fundamental Lo enabling networks
to cope with the telecommunication
demands of the next century. The
future growth of the Internet, the
development of broadband network-
ing, the creation of new high-
bandwidth applications and the
economics of the bandwidth market
itself are all inextricably linked with
this simple technology.

Outside the US, deployment has
been small, although the market is
now starting to take off. In Europe in
particular, WDM was not a concern
before 1997; network traffic levels
are lower than in North America, and
the network has different character-
istics. Whereas North America has a
large number of high-capacity long-
haul routes, European backbones
networks tend to consist of a number
of relatively short haul (30-100 km)
high-capacity links meshed together.
This suggests different network
economics for WDM and alternative
solutions.

As traffic levels rise however, and
prices come down, a host of
deployments in Europe and else-
where are emerging. BT for exam-
ple, has been conducting trials on
two WDM links in its national
network, with plans to roll out more
of the technology over the next year.
It also intends to use WDM on its
new pan-European network. In
August, the first of a series of WDM
systems went live in the network of
Deutsche Telekom. Worldcom
deploys WDM in its pan-European
network project, Ulysses, and
Hermes Europe Railtel has pur-
chased 40-channel WDM systems for
its network linking over 20 cities in
Europe. These announcements and
others indicate the increasing
importance of WDM in carrier
networks.
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The Emerging Optical
Layer

In the medium-to-long term, WDM
will be used to route traffic on
individual wavelengths in all levels
of the network, significantly increas-
ing flexibility, leading to optical
networking.

This transition will create an
optical layer (a new networking
layer) in which wavelength channels
are processed and routed by all-
optical equipment, just as electronic
multiplexers, cross-connects and
switches handle semi-permanent
digital channels in the SDH/SONET
(synchronous digital hierarchy/
synchronous optical network) and
ATM layers of today’s networks.

This will involve the deployment
of optical add-drop multiplexers,
enabling WDM ring architectures to
be constructed. In the longer term,
this will also require the deployment
of optical cross-connects to
reconfigure and reroute individual
wavelength channels in the network.

It is evident then that the
broadband networks will evolve in
the next decade to include a number
of different layers. There will be no
solution based on a single architec-
ture for all applications, rather a
range of diverse interfaces will exist
in the network between ATM, IP,
SDH/SONET and WDM equipment.

The main challenge for operators
and vendors is how best to integrate
and interwork electronic-layer and
optical-layer technologies, and ensure
that both can be managed in the
network effectively.

The Vision of an ‘All-optical
Network’

The vision of an all-optical network
will provide operators with flexibility
and cost savings by allowing them to
simplify network architectures and
achieve more efficient provision and
management of bandwidth resources
in the network.

The optical layer will be transpar-
ent to bit rates and protocols,
potentially providing a common
transport mechanism independent of
the type of service carried.

Different technologies will access
the optical layer via an optical
interface, which will translate the
output of multiplexers, routers and
data switches into optical signals
following the standard.

This will be particularly impor-
tant for access networks where a
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wide range of different types of
traffic and line rates are being
generated.

Eventually, optical networking
will enable operators to provide
wavelength services—that is, the
ability to resell bandwidth, rather
than fibre—on different dedicated
wavelengths for different customers,
making more efficient use of the
network capacity.
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The Evolution of the Optical
Transport Network

Traffic density growth, hunger for bandwidth and fibre congestion are
Just some of the main issues addressed by telecommunications operators
in pursuing one of the greatest challenges they have: the development of
future-proof multi-service platforms.

Telecommunications manufacturers are currently fully committed to
identifying advanced and reliable network solutions to support opera-
tors in paving the path towards the network of the future.

The optical transport network is one of the cornerstones for the new
network architectures and all-optical networking is its natural evolution.

Even if the basis for this future network environment is already a
reality in terms of the availability of hardware and software product, a
few hurdles are still present in this telecommunications race.

Technological constraints, definition of standards, network manage-
ment, performance monitoring at the optical level, network protection and
survivability are the most important barriers to be overcome.

Nevertheless, reliable outlooks by manufacturers give us a glimpse of
consistent solutions, offering stability to operators’ network enhance-

ment plans.

The Current Environment

== ==y 1

In recent years transport networks
have been subject worldwide to
profound renewal, passing from a
pure plesiochronous digital hierarchy
(PDH) configuration, achieved
through a series of point-to-point
connections, to synchronous network
configurations. These solutions have
been based either on US standards,
that is, SONET (synchronous optical
network), or on European Telecom-
munications Standards Institute
(ETSI) standards, namely synchro-
nous digital hierarchy (SDH).

These synchronous hierarchy
networks were, at first, devoted only
to leased lines applications and
initially very simple network manage-
ment was employed, mainly for fault
monitoring and for performance
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checking. Recently, SONET and SDH
networks, constituting the grounds for
the future optical networking evolu-
tion, have become increasingly fully
managed, extending the management
features to centralising the network
control, routing the information and
generating new services.

Today, additional demand for
network bandwidth is being gener-
ated by the need to provide new
broadband services and improved
quality of service. Telecommunica-
tions operators have to face a new
challenge, since parts of their optical
transmission networks are beginning
to show signs of saturation. Overcom-
ing fibre congestion problems has
been one of the main factors driving
the deployment of wavelength-
division multiplexing (WDM) sys-
tems in the recent past. The adoption
of this technique allows, as a first
step, the transmission capacity of
backbones and metropolitan rings to
be increased by re-using the existing
cables. Transmission systems based
upon the consolidated technique of
WDM are now a commercial reality.
A large number of point-to-point
systems have already been widely
deployed in the US since 1996 and in
the European market since 1997.

A real optical layer is increasingly
taking shape, over the SDH/SONET
and services layers, effectively
structuring the transport network of
the future (see Figure 1). A sensible
design is to construct an architecture
in which this optical layer is inde-
pendent of the needs of the services/
technologies it supports Internet
protocol (IP), video, asynchronous
transfer mode (ATM), SDH, SONET,
PDH, etc.), thereby providing
maximum flexibility.

Network Evolution

Considering the services to be
delivered to customers as the source
of requirements on which transmis-
sion network evolution is to be based,
three main factors are driving the
services market:

® Internet data traffic growth,

® the shift of some voice traffic from
fixed to mobile, and

® video channels.

In terms of subscribers, the
Internet (IP) boom is characterised
by a compounded annual growth rate
(CAGR) of more than 60%, compared
with 35% for mobile and only 7% for
fixed telephony.

To effectively follow the traffic
evolution, the potentiality (already
available or attainable by
expandability) of the equipment
supporting the transmission network
is an essential condition, in satisfying
the hunger for bandwidth, which is
continuously increasing. The band-
width need is already appearing at
local operator level (see the case of
local exchange carriers (LECs) and
competitive LECs in the US) and is
expected to become increasingly vital
in the near future.

A much discussed question is the
actual opportunity to maintain a
layered transmission network, as
shown in Figure 1, or to eliminate
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one or more layers (various alterna-
tives are shown in Figure 2).

In particular, direct IP transport
over the WDM or optical layer is still
being studied in order to solve
problems such as performance
monitoring and restoration at the
optical level.

To achieve this, optical add-drop
multiplexers (OADMs) and optical
cross-connects (OXCs) are needed,
together with the appropriate
network management. However, it
still takes several years to get fully
industrialised products extensively
employed in the transport networks.
In contrast, at the network periphery,
where IP and voice coexist, the
electrical layer will inevitably be
required, with grooming and for-
warding features for both IP and
ATM, to assure, for example, all the
functionalities of the SDH and
SONET layer. Furthermore, another
trend to incorporate WDM in routers
has the very significant disadvantage
of a lack of flexibility. On this subject,
history teaches that the insertion of
PDH in the switching exchange was
a dismal failure.

Telecommunications manufactur-
ers are continuously subject to a
frenetic activity devoted to designing
increasingly sophisticated network
solutions, capable of adapting
dynamically to the different traffic
configurations required by enhanced
as well as completely new services.

The future transport networks
will have to possess the capability
not only to allow the transit of these
new services, in the most transparent
way, at local, national or interconti-
nental level, but also to easily and
economically manage them.

With this objective, a smart
solution is to incorporate, besides the
canonical transmission features,
some key functionalities, such as IP
or ATM, in the transport equipment,

Figure 2— Transport alternatives
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Figure 1—Network layers

enabling the transport optimisation
of the new services (see Figure 3).
To meet the evolutionary trans-
port network challenges, the new
optical layer will also provide the
following capabilities: high-level
restoration, dynamic transport
reconfiguration and optical protection.
Facilitating high-level restoration by
aggregating bandwidth into larger
components (optical channels)
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creates both faster and more cost-
effective restoration and the optical
layer is instrumental in achieving
this level of efficiency.

The related network manage-
ment will have to be strictly corre-
lated to the modularity through
which network and equipment are
evolving. In addition, interworking
with IP service management will be
required.

Figure 3—IP and ATM in transport equipment
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Optical Layer Equipment

Consolidated WDM or dense WDM
(DWDM) techniques, together with
optical amplifiers, used in point-to-
point applications, allow a total
capacity per individual fibre of

400 Gbit/s and more. Cost-effective
versions of DWDM are, on the other
hand, employed in the metropolitan
enterprise access market, where bit
rate and protocol transparency,
together with cost and performance
optimised for short-haul applications,
are necessary.

Next to these product families, the
market also requires fully
reconfigurable systems, opening up
the prospect of efficiently performing
networking functions in the optical
domain, similar and complementary
to those already implemented in the
electrical SONET and SDH domains.

Passing from point-to-point
connections to the multipoint-to-
multipoint ones (into the optical
layer), more sophisticated full optical
equipment has to be employed such
as reconfigurable OADMs and OXCs.
An example of this network configu-
ration is shown in Figure 4.

These systems provide protection,
restoration and performance moni-
toring mechanisms performed at the
optical layer level, therefore assuring
the survivability of the optical
network, arguably one of the most
important factors in the design of
optical-fibre telecommunications
networks.

Technology Drive

In actual fact, to design the equip-
ment used in the future optical
networks most people are still
working at the limits of technology.

Figure 4— Optical network configuration
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How these innovative technologies
can be applied at the industrial level
is yet to be assessed.

Essentially, for the optical trans-
mitters, increasingly stable laser
modules are required. The focus is on
planar optics and optical micro
machines as the technologies for the
optical components to be used in
future optical transmitters.

There is also an important
technological impact on the receivers,
even if not as critical as the case of
transmitters. Narrow-band filtering
and optical pre-amplification, at the
optical receivers' front-end, will be
used extensively.

In the case of line regenerators,
investigations on the fully optical 3R
(reamplifying-reshaping-retiming)
regenerator are currently being
carried out in research laboratories.

Another key technology, at present
apparently given less attention, is
the dispersion fibre compensator
employed in compensating the
chromatic dispersion of conventional
(G.652 installed fibres. Today the best
compensator is almost unanimously
recognised to be the dispersion
compensating fibre (DCF) type. One
of the driving points for this ranking
is its easy integration with the
erbium-doped fibre amplifiers
(EDFASs).

Network Management
Extending the use of network
management products already well
proven for SDH and SONET to
manage all optical layer products
such as WDM, DWDM, OADM and
0XC, etc., is the most effective choice
for operators, thereby introducing an
additional transmission layer on top
of the ‘electrical’ layer.
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Operators will choose the appro-
priate network management solution
for their operational procedures.
Going for combined management, the
network operator enjoys the benefits
of the network resource usage
optimisation for traffic and protec-
tion as well as fast fault localisation
and common service management
throughout the layers. Going for
separated management of the layers,
the operator will take advantage of
the rich set of network management
features; for example, state-of-the-art
alarm management and enhanced
security mechanisms, such as
network access domain (NAD)
management.

Independently of the solution
chosen, all the benefits mentioned
above apply in full.

One of the main issues in technol-
ogy driven industries, in general, is
to design systems to cope with future
technology changes and shifts in
applications and demands. Therefore,
the transmission management
system has to be suitable to manage
the very first synchronous networks,
as well as the most updated network-
ing technologies such as IP and ATM,
WDM, DWDM and optical networking,

A reliable network management
system also needs to provide evolu-
tion of transmission services as well
as continuity of management services
throughout upgrade or migration
procedures. This allows simple
introduction of new network features
by upgrading the existing network or
adding new network elements
without affecting previous functions
and services. This protects network
investments by allowing the existing
infrastructure to be upgraded to
exploit benefits from state-of-the-art
technology.

Another important feature of the
network management system is its
‘openness’. The network management
system must be suitable for integra-
tion into legacy systems and be able
to facilitate the integration of legacy
systems. To achieve this, a range of
open interfaces, flexible and
customisable, have to be designed,
ranging from an alarm export
interface to an external alarm
collector up to a bi-directional service
level interface including retrieval
accounting data sets and quality of
service data.

Conclusions

Here we have considered only a few
aspects (however the more important
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ones) impacting the evolution of the
transmission network. These are the
main criteria operators should use in
deciding how to build up their future
networks or enhance their installed
base.

Technological evolution, availabil-
ity of industrial products, safeguard-
ing legacy networks investments all
make up the operator business
environment which will characterise
the next few years.

Even if a computer data networks
approach has some beneficial impact
on the telecommunications world, a
full IT mentality is not the key to
success for telecos in pursuing their
targets and in evolving or building
up their networks.

Radical restructuring in upgrading
the network is not the solution. Only
evolution by gradual steps is the
course to be followed to generate, in
an aggressively competitive market
environment, the required service
quality, security and reliability.
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Regulating the Next
Generation of
Communications Services

A View from the ACTS Programme

ACTS is the Advanced
Communications Technologies
and Services programme of the
European Union, and has
produced a significant range of
results that identify the future
direction of the converging
telecommunication, broadcasting
and IT sectors. Several results
impact the development of future
regulatory policies, such as the
blurring of the boundaries
between core and access
networks, and new flexibilities
for charging related to quality of
service, are identified, and the
challenges they present to
regulators discussed.

Introduction

The ACTS (Advanced Communica-
tions Technologies and Services)
programme is the focus of the
European Union’s research effort in
advanced communications and forms
part of the European Commission’s
Fourth Framework Programme of
research and technical development.
It has made significant contributions
to the development of information
and communication technologies
(ICT) in Europe. A major feature of
the ACTS programme has been the
testing and validation of advanced
technology in trials and experiments,
many involving real users. The
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impact on business, on societal and
regulatory issues has also been
analysed and contributions made to
the economic, socio-political and
regulatory debates.

Leading-edge users, service
providers, network operators,
broadcasters, manufacturers and
academics have pooled their knowledge
and resources in pursuit of specific
research and trials objectives defined
by the ACTS workplan. ACTS has
brought together over 1000 such
bodies from all over Europe, sharing
a European Commission contribution
of around 680 million ECU. A typical
project receives 50% funding from
the Commission and is carried out by
a consortium of partners based in
several different countries. The
programme is directed by the
Directorate DGXIII of the European
Commission.

ACTS projects are grouped into
six technical domains:

® Interactive Digital Multimedia
Services (including interactive
digital television),

@ Photonic Networks,

@ High Speed Networking (includ-
ing ATM-IP integration),

@® Mobility and Personal Communi-
cations Networks,

® Service Engineering, Security and
Communications Management,
and

@ Horizontal Actions and Support-
ing Projects.

Projects also take part in chains.
Chains are groups of projects from
different parts of the programme and
they are set up to examine issues of
strategic interest. Relevant projects

bring together their experiences and
formulate a set of messages concern-
ing the issue. These messages are
then published as ACTS Guidelines.
The 20 or so chains are organised in
five chain groups covering:

® broadband access evolution (BA),

@ generic access to applications
(GA),

® network level interoperability
(NI),

® multimedia service integration
(SI), and

® cable TV (CATV).

The chains have defined 80
guidelines on issues as diverse as
sustainable development and
interoperability of management
systems. About 60 of these are now
publicly available.

All the ACTS projects meet
together regularly in a process
known as concertation to review
progress and pool ideas. The result-
ing consensus is valuable for Europe
as a whole. Interoperability is an
important aspect of ACTS and many
projects are actively involved in
developing or validating standards
and open interface specifications.

The ACTSLINE project promotes
the results of the ACTS programme
to decision makers in business
sectors, to public policy makers in
politics, regulation and to adminis-
trations who have a role to play in
the early launch or uptake of
advanced communications services.
Regulators will play one of the most
influential roles in the evolution of
electronic communications because
they have to balance the consumers’
interest in affordable services with
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the suppliers’ interest in a reason-
able return on their investments.

Main Achievements of the
ACTS Programme

The ACTS Programme has made
significant progress in the develop-
ment of both hardware- and soft-
ware-oriented technologies. In some
fields, Europe is leading or is taking
a driving seat in the developments
and in the setting of standards. A
general rationale has been the
development of open architectures
and open interfaces, which are
paramount for successful competi-
tion.

680 Million ECU buy a lot of
research—the list of results is quite
impressive. Highlights include:

@ standards for digital broadcasting
have been validated so effectively
that commercial services are now
up and running in several coun-
tries;

@ millimetre-wave broadband radio
systems are now a serious alterna-
tive to fibre or cable for broadband
access;

@ arange of new optical components
has been produced, from wave-
length multiplexing devices to
high-speed transmitters and
receivers;

@ commercially viable strategies for
delivering broadband access have
been defined;

@ a large number of interactive
multimedia applications have
been tested, often with real
business or residential users;

® an architecture has been delivered
for secure electronic commerce;

@ ways have been identified for
interworking between ATM and
1p;

® management systems can now
work across organisational and
technical boundaries;

@ an open services architecture has
been defined; and

® standards for third-generation
mobile services are now almost
complete.

The Communications
Environment

The communications environment
has changed significantly over the
past decade. A notable milestone
was the advent of full competition at
network and service level in most
European countries at the beginning
of 1998. This has resulted in the
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appearance of many new network
operators and service providers. In
addition, the market has reacted
positively on both the supply and
demand side. New products (serv-
ices) and new pricing approaches
are emerging and the expectations
and demands of consumers are
changing.

Many countries regard the
Information Society as a critical issue
and are developing detailed policies
for supporting its evolution. These
policies include regulatory, govern-
mental and administrative frame-
works, financial prerequisites,
education, social and societal issues,
micro- and macro-economic aspects,
methods of work and employment,
and the support and focus of directed
research and development (R&D).
Communications are often seen as
the driving force in the evolving
Information Society.

Background to Developing
Regulation

Long-established paradigms are
being superseded by new ones. For
example, the previously distinct
businesses of telecommunications,
broadcasting and IT are converging
with the advent of interactive
multimedia services. Different types
of distribution networks (for example,
fixed and wireless switched net-
works, broadcast networks) offer
various degrees of interactivity, so
that the same, or similar, services can
be delivered by a variety of platforms
and infrastructure types. The
capabilities of both the final delivery
link to the customer and the core
networks themselves, and innovation
in the service provider area, are
proceeding at different rates. This
could lead to the development of new
delivery bottlenecks. Globalisation of
network infrastructures and the
services provided over these net-
works is increasing. In these circum-
stances, regulation and standards
development needs to be more
uniform in effect and the technologi-
cal neutrality of regulation generally
maintained, in order to guard against
artificial bottlenecks, or other forms
of control, developing and being
exploited.

The Internet is introducing
different paradigms from those of the
traditional telecommunications and
broadcasting worlds, in terms of
charges, quality and the ability to
search extensively for material and
information.

The fast-growing mobile commu-
nications sector is having an impact
on contactability, and creating
demand from users for convergence
in the facilities and services provided
by fixed and mobile connections.
These developments are helping to
drive forward innovative service
offerings and lower prices to users.

Market developments are causing
the value chains of the different
communication sector vertical
markets to converge. The combined
chain covers content origination,
content and service packaging,
services provision (including naviga-
tion/brokering), infrastructure
(distribution network) provision, and
terminal vending. Major players with
market power have the ability (on
their own or via partnerships) to
acquire bottleneck control of the
interface between any two elements
of the value chain. Critical areas are
access to the distribution networks
and access to the customer via the
capabilities embedded in set-top
boxes. Regulators are increasingly
taking action to promote market
entry and to limit the ability of
existing players to abuse a dominant
position.

The increasing scope of services
on offer and the increasing numbers
of suppliers in the marketplace mean
that there is a continuing need to
protect consumers from fraud,
deception and the infringement of
their personal privacy. The social
needs of particular communities, the
disabled and other disadvantaged
individuals will also need protection
in the public interest. Regulators
have a role to play in ensuring that
consumer protection and social needs
issues continue to be dealt with in
the changing and converging envi-
ronment.

Regulatory Considerations

Regulators are likely to face a wide
range of new issues in the evolving
competitive, converging, multi-
network, multi-provider, multi-
supplier telecommunications,
broadcasting and IT domains. These
issues can be grouped under a
number of headings. Those issues
that have an impact on market
development are related to:

® open infrastructures—enabling
interconnection and
interoperability across competing
networks of both similar and
dissimilar types;



@ charging and pricing—relating to
new flexibilities for charging on
offer in a multimedia services
environment and potential
conflicts with developing regula-
tion;

@ open access to services and
content—enabling users to access
and communicate with service
providers of their choice as the
range and type of services
expands; and

® numbering evolution—the long-
term approach to numbering in an
environment where different
approaches are in use in different
domains. Although this is an
important area, ACTS has very
little to say about this!

There are also issues more related
to consumer protection and the needs
of society.

Implications of ACTS

Open infrastructures
ACTS projects and trials seem to be
identifying a major trend in the
evolution of the access network (or
local loop)—that new technology will
increase its reach from a few kilome-
tres to over a hundred kilometres. In
doing so, the access network natu-
rally splits into two fairly distinct
segments; a feeder (or shared)
segment that links network nodes to
a flexibility point near the customer
(which can be over 100 km in length)
plus a distribution (or dedicated)
segment that covers the last few
hundred metres. This blurs the
boundary between access and core
networks and may change the
commercial relationships between
access and core network providers—
indeed in smaller countries it could
virtually eliminate the core network.
There is currently no formal
definition of access and core net-
works in regulatory circles, but there
is a lot of discussion about
unbundling the local loop and this
may ultimately require a clearly
specified interface. ACTS has made a
useful contribution by helping to
define the VB5 interface—an open
interface between access and core
networks provided by different
operators, or using different technolo-
gies. The Iu interface takes this a
stage further by including mobile
networks and an ACTS guideline has
shown how fixed and mobile opera-
tors might usefully share the ‘feeder’
segment of future access networks.

Although VB5 and Iu provide
clear technical specifications for the
access/core interface, it is not clear
that these are enough. As new
technology blurs the boundary
between access and core networks—
and indeed between fixed and mobile
infrastructure—will the balance of
market power between the various
players be affected? Regulators may
need to consider whether effective
competition will need a new market
model and whether defining and
policing the commercial interfaces
determined by that model will
require a new technical interface
closer to the customer.

There are also other implications
for any policies developed in relation
to unbundling the copper local loop
as new technology and its application
in the access network evolves. It
seems that, just at the time when a
number of regulators are implement-
ing or considering mandating
unbundling of the copper loop, all
sorts of new multimedia access
technologies are blossoming and
being implemented by various
players (not just wire—or cable—but
fixed radio access and cellular
mobile). Regulators will need to think
sufficiently through how their
current policies will dovetail into
future scenarios where a whole range
of different technologies are deployed
and various players’ market power
change.

Interoperability is not just about
physical connectivity—it also
involves interworking between
management systems—an important
aspect to remember in an intercon-
nection context. ACTS is working
closely with the TeleManagement
Forum and EURESCOM to validate
X’ interfaces—for exchanging
management information across
network boundaries (regarding for
example fault handling, accounting,
changes to routing, adding and
deleting customers).

Several guidelines have been
produced on asynchronous transfer
mode (ATM) and Internet protocol
(IP) evolution indicating that both
sets of standards will eventually
provide a similar range of capabili-
ties and allow IP applications to
demand appropriate quality of
service across ATM bearer networks.
This means that the Internet will be
able to support services normally
carried over conventional telco
networks, while ATM will give those
telco networks the flexibility required
to handle the differing quality
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requirements of individual services
more effectively; for example, voice
over the Internet, and multimedia
over ATM. This again blurs the
boundaries between regulatory
environments—this time between the
closely regulated telco world and the
largely unregulated Internet.

Charging and pricing

Both ATM and new developments in
IP provide for different categories of
network service. This means that
real-time video, where delay and
latency are important, can demand
better treatment than e-mail, where
they do not matter. The problem is
that it costs network operators
almost the same to provide the ‘gold
plated’ network service as it does to
provide the ‘bargain basement’ one.
However, efficient use of network
capacity needs a mix of the different
types of service. If everybody chooses
the ‘gold plated’ service, irrespective
of whether their applications need it,
networks will quickly become
overloaded. Additional capacity will
have to be installed and paid for,
even though it is not really needed.
New types of charging schemes,
which give customers an incentive to
choose the quality of service best
suited to their applications, may be
needed.

ACTS projects have investigated
and tested such charging schemes
and the message is that they should
not be cost-based, and probably not
distance-based either. They define
new parameters for an environment
where quality is an important
feature of the network service. Apart
from challenging the principle of
cost-based pricing, these schemes
raise other questions for regulators.
One is that the balance of market
power between actors is very sensi-
tive to some of these parameters.

Another is that they offer the
possibility of a real-time auction of
network capacity. Customers are
familiar with peak and off-peak
tariffs but ATM charging parameters
could be adjusted second by second in
response to demand for capacity to
control network congestion at least at
the wholesale level. It is not clear
whether such an approach would be
good or bad, as it might drive peak
usage prices up significantly, for
example. There is general recognition
that ordinary retail customers should
be shielded from instantaneous
fluctuations in this ‘spot market’ for
network capacity, as they would not
be able accurately to predict their
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charges—but the possibility does
exist!

Moving from network services to
multimedia applications, there can be
a large number of players involved in
the value chain. This raises the
question of who is charging whom
and for what. Customers are likely to
be confused if too many of the
individual players charge piecemeal
for their part of the service—how-
ever, it will be difficult to provide
transparency if one provider puts all
the charges together in a single bill.

Open access to services and
content

In this area ACTS probably offers
regulators comfort rather than
challenges. The programme has
conducted many trials of new
multimedia services over a range of
network infrastructures—in fact
multimedia is one of the technical
domains of the programme.

The message is that this work has
been strongly based on the principle
of open standards at all levels of the
delivery chain and the ACTS work
has made significant contributions to
the development and validation of
these standards. DVB and DAVIC
are two of the fora where contribu-
tions from ACTS players have been
influential and it is interesting to
note that these are not the tradi-
tional ‘official’ standards bodies but
fast-track industry groupings, which
agree pre-standards in time to meet
windows of market opportunity.

However, it is clear that new
services may well combine content
with delivery and interactivity taking
place using components from broad-
cast, fixed and mobile networks, and
using IP or ATM protocols. Hence
regulators will have to ensure a
degree of conformity between the
various regulatory regimes in this
converging services environment if
the marketplace is to develop
competitively without artificial
bottlenecks being generated and
affecting players adversely who elect
to deliver particular services in
different ways.

Consumer/social needs

In the area of e-commerce, ACTS has
been active in exploring how to
implement proof of identity, payment
security, etc; it has also been address-
ing issues of privacy, copyright and
content screening. It made significant
contributions to the work of the MoU
group on e-commerce for small and
medium enterprises (SMEs). Regula-
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tors will need to review this, and
other work in this area, in order to
ensure that consumers are being
protected sufficiently by the develop-
ing technical capabilities. ACTS has
also looked at the socio-economic
impact of advanced technologies.
Among a range of topics, it has
produced a paper discussing whether
today’s strongly-established traders
are likely to dominate the cyberspace
marketplace also, a topic of signifi-
cant interest to regulators and
competition authorities.

ACTS has also been looking at the
provision of advanced services to
remote regions. There are no simple
answers for providing multimedia
services to remote areas but
broadband wireless may provide an
economic solution. Here, alas, there is
no magic bullet. The problem of
whether to, or how to, pay for such
services remains a question that
individual national regulators will
have to consider.

Conclusions

The paper has identified a number of

areas where ACTS results have an
impact on the development of future
regulatory policies. Generally, the
continuing convergence between
telecommunications, broadcasting
and IT technologies and services seen
in the ACTS work implies a continu-
ing need for regulators to look more
widely across the electronic commu-
nications marketplace in their
deliberations on policies for the
future. More specifically, the blurring
of the boundary between core and
access networks and the new
flexibilities becoming available in
respect of charging are two areas
where the work done within ACTS
can assist evaluation of future
regulatory directions.

Further information on results
from ACTS, tailored to the regulatory
sector, can be found by accessing the
ACTSLINE web site: www.actsline.org.
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Will Electronic Commerce
Change the Law?

Towards a Regulatory Perspective Based on
Competition, Information and Learning Skills

I will not attempt, in this paper,
to analyse the proposals currently
under discussion regarding the
regulation of e-commerce®'. My
purpose is rather to examine the
consequences of these proposals
for the vision that we generally
have about regulation; that is,
the rules that are adopted by
authorities to ensure compatibil-
ity of economic activities with
social values. The perspective
should help us understand how,
and to what extend, regulation is
being affected by the information
society.

A Confrontation Among
Actors

— - R B —— —

The basic idea is that human atti-
tudes change with the information
age. Our perspective has been
influenced over a long period by an
‘industrial’ vision. Industrialisationis
generally associated with labour and
production organisation. However,
industrialism also affected the law—
the mechanisms which were used to
ensure compliance with social values.
The industrial vision of the law
appears to be based on a ‘macro-legal’
attitude, where regulation is seen as
(?) a set of normative principles (ii)
imposed by an authority and (iii)
expressing a project that members of

Paul Nihoul:

Law School,

Université Catholique de Louvain,
Rue Lannoy 15/4,

1050 Bruxelles,

Belgium.

Tel: +32 10 474635

E-mail: nihoul@cpdr.ucl.ac.be

society are to implement under a
threat of penalty.

That vision has led to a systematic
confrontation among economic and
social actors. One example may be
taken from discussions surrounding
e-commerce regulation™* In this
debate, two positions are generally
opposed™?,

Firstly, the position adopted by
businesses. As we know, businesses
endeavour to minimise costs and
maximise benefits. Such attitude is
said to be necessary, as customers are
to be attracted if undertakings want
to collect resources for survival and
future development. In that context,
regulations are regarded as burdens.
As a result of the law, undertakings
are to commit resources to behaviour

they would not otherwise have
contemplated (for example, the
protection of personal information on
customers). The rules also prevent
them from engaging in activities that
might have proven profitable (for
example, the installation of electronic
devices in software in order to
monitor customer behaviour and
gather marketing information).
Secondly, the position adopted by
customers. Cost minimising and
profit maximising are not limited to
businesses. Such behaviour may also
be found with customers. The pattern
will however be different, as an
action bringing a benefit to an
undertaking will often imply a cost
for customers (and vice versa)¥. By
customers, rules are generally

Nl For a global overview of the telecommunications regulation in force in Europe,
including aspects of Internet regulation, see Nisour P., Droit européen des
télécommunications—Liorganisation des marchés, Bruxelles, Larcier, 1999. For a similar
study on US law, see BEnkiER Y., Rules of the Road for the Information Superhighway:
Electronic Communications and the Law, Saint Paul (Minn.), West Publishing, 1996.

N2 For an excellent presentation of the discussion related to that subject matter, see the
first issue of the new review Info—The Journal of Policy, Regulation and Strategy for
Telecommunications, Information and Media, published by The Camford Group and

endorsed by the International Telecommunications Society as its membership journal.

N3 This presentation is simplified for the sake of clarity. Groups are not as homogenous
as one may think. For instance, the rules of privacy protection may be considered as a
burden by consumers who might prefer a simpler—hence cheaper—treatment, contrary to
what is generally suggested. Some businesses might also consider these rules as a source of
profit. That is the case for the undertakings which make their business of rating the policy
adopted by e-commerce companies with regard to privacy. Furthermore, and assuming that
groups are rather homogenous, the status of the rule among businesses and consumers
often depends on its content. For instance, many e-commerce businesses will consider the
rules on privacy as constraints, but they will have a different view with respect to the rules
protecting their intellectual property. Such rules will then be considered as absolutely
necessary, even though they may place a constraint on the behaviour to be adopted by other
economic agents—in this case the customers. Similarly, rules may be considered positive by
customers with respect to the protection of privacy, while some customers will complain
about the intellectual property rules which, they say, prohibit the free circulation of ideas
and art.

N4 A decrease in price will often be regarded as positive by the customers, but rarely by
undertakings as it will imply a profit lower than would otherwise have been attained. By
contrast, higher prices for a good or a service will require a larger share of the customer
purchasing power to be affected to the operation, whereas it will mean a bigger profit for
the undertaking.
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regarded as remedies—not burdens.
They are supposed to provide a
protection against risks™,

As we see, different solutions may
be adopted in various situations.
These solutions are decided upon by
authoritiesM®. The latter are supposed
to occupy a central position in society.
Most of them are elected, or are at
least submitted to some form of
(sometimes indirect) electoral control.
For that reason (and probably others
as well), they may be sensitive to the
concerns shared by the consumers.

It has long been recognised,
however, that electoral results do not
only depend on the behaviour of the
citizens. Money is essential in that
market too. The marketing activity
which is related to clections depends
to a substantial extend upon the sum
collected by the candidates. In many
instances, the electoral money is
handed over by corporations. It is thus
essential for authorities and politi-
cians in general to be sensitive as well
to the ideas—and suggestions—put
forward by the undertakingsV’.

The Political Process

On the basis of these remarks, a
general presentation may be pro-
posed of the regulatory process as it
is analysed by many observers.

® In econoimic terms, rules may be
said to provide a tool for the
allocation of costs and benefits
among social and economic forces.
Take the discussions on the
allocation of damages caused by
illicit information posted on the
Web. Various solutions may be
contemplated by law makers. The
damages can be imposed on the
victim, by deciding that no
reparation will be granted. A
payment may also be requested
from the service provider, or from
other intermediaries (firm
providing storing facilities, etc.).
The choice in favour of one option
will determine who will pay the
costs associated with the activity.

® The regulatory process may be
described in political terms as a
struggle to obtain legal protection.
Interest groups are aware of the
prevalence that may be given by the
law to their position. That preva-
lence means that their position will
be accepted, and defended with the
authority of the state, as long as
other groups are not in a position to
articulate a coherent counter-
proposal and mobilise social forces
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to have that proposal adopted by
the legitimate representatives.

The struggle appears clearly in
many economic areas. See for
instance the discussions which
oppose undertakings for the adoption
of technical standards™. The attitude
adopted by undertakings may easily
be understood. The ‘winner’— that is,
the undertaking whose innovation
will be regarded as the standard—
will receive payments from intellec-
tual property rights licences™ It will
also be placed in an excellent position
to undertake research and develop-
ment for related innovations. Finally,
it will command the know-how
necessary to manufacture the goods
and services related to that standard.

A Locked Society?

These comments have led many
observers to consider that our society
is somehow locked. Parties are trying
to obtain legal or economic advan-
tages to the detriment of others, with
the result that satisfactory compro-
mises are rarely attained.

A good example of that situation
may be found in the discussions that
have taken place in Europe with
respect to the universal service in the
telecommunications industry®. As we
know, that sector was reserved for
decades to national monopolies. With
the advent of competition, authorities
wondered about the implementation
of the political objectives which were
pursued under the former regime, in
particular the broad dissemination of
telecommunications goods and
services throughout the population
and the territoryM!!. They decided
that political actions should be
undertaken apart from competition.

The question was however to
determine who would pay the costs
associated with the universal service.
The new entrants were rather
opposed to a substantial public
intervention. They feared that the
costs would be imposed on undertak-
ings, including themselves. Their
concern was that they would then be
hampered in their ability to com-
pete—enter markets dominated by
former operators and innovate to
develop new services/technologies.

By contrast, the former telecom-
munications operators supported a
large version of the universal service.
Due to their command of the public
network, they were the only ones
able to perform the relevant services.
For that reason, they were sure to be
entrusted with the exclusive respon-
sibility for the programme. They
would thus be protected from
competition on these markets and
receive a remuneration which would
compensate their relative inefficiency
in other fields as well.

The position advocated by the
former telecommunications operators
was supported to some extent by
certain consumer groups. The latter
have traditionally been wary of
changes coupled with competition.
They hope that prices will decrease
as a result of a change in the market
organisation. At the same time, they
are concerned that undertakings
might be forced to cheat in a competi-
tive environment; that is, to grab
resources from customers while
providing little to them.

The debate led the Member States
to discuss an amendment to the EC
Treaty during the Amsterdam inter-
governmental conference. The parti-
sans of both attitudes submitted
proposals supporting their stance. A

N5 Let us suppose acustomer wants to underwrite securities via the Internet. Several
techniques may be used to that effect. One of them is to transfer funds from a bank account
to another one—that of the undertaking issuing the securities. Such operation implies risks.
For instance, a third party may intercept the code used to open the electronic account and
later use that code fraudulently. The undertaking issuing the securities might also behave
dishonestly and, for example, not deliver value in return for the funds transferred to it.
These risks may be allocated by thelaw among the parties involved. Thus, the legislator
may decide that the loss will be compensated by a special fund created to support electronic
transactions. It may also consider that as a specialised institution, the customer’s bank
should have made sure the code would not be intercepted.

N6 The authority has been identified with the term legislator, but may receive a different
name in other legal systems.

N7 Businesses also have an influence on politicians via the information they are able to
collect, and the intelligence they are in a position to produce and disseminate.

N& For example, the standard for the third-generation of mobile telephones.

N The good or service may only be used and/or produced if the other undertakings
resort to the intellectual property rights which are associated with the innovation.

N0 See NHoUL P, Les services d’intérét général dans le traité ¢’Amsterdam, 1998, in
LeJEUNE, Y. (ed.), Le traité d’ Amsterdam: espoirs et déceptions, Bruxelles, Bruylant, 341 s.

N1 About the European rules on universal service, see NiHouL P., Droit européen des
télécommunications— Lorganisation des marchés, Bruxelles, Larcier, 1999, 273 s.



compromise was reached for a new
provision to be inserted in the Treaty.
That provision, however, is hardly
legible. It contains a summary of the
positions expressed by the parties,
without clear indication as to the
option which was finally chosen. All
parties were thus in a position to claim
victory. The confrontation was not
resolved, and is likely to occur when-
ever the question is asked again™'2.

Rules With Various Origins

Rules created by authorities
As was said at the outset of this
paper, the regulation that we experi-
ence nowadays in many sectors of the
economy is inspired by an industrial
vision. In many respects, industriali-
sation is accompanied by some sort of
centralisation. With industrialisation,
workers gathered from villages to
urban centres. Their work was
organised as the implementation by
many of tasks determined by a few.
Such economic and social concentra-
tion found an echo in political
organisations, with large territories
being administered from a single
placeM?, In that organisation, the law
was no exception. As observed above,
the legal system was regarded as a
body of binding sentences expressing
a project designed by a central
authority. That project was supposed
to become reality; that is, to be
implemented by the members of
society under the threat of sanction.

Compared with that organisation, a
change is under way with the develop-
ment of the information society. The
latter does not imply, nor rest upon, a
centralisation of power. It may rather
be associated with a dispersion or
dissemination of power. We are
witnessing the possibility of workers
performing duties away from tradi-
tional professional premises. Workers
are increasingly independent, as their
task implies the creation of value away
from a mere implementation. The
political power is also affected by the
evolution: it is progressively devoluted
to entities closer to the citizens, both at
national and international levels.

May conclusions be drawn from
that evolution with regard to regula-
tion? May we still consider that the
law—and the regulatory tools—are
created principally, if not exclusively,
by public authorities*? Or are we in
a position to consider alternative
sources of regulation, which may gain
momentum with the information
society? That perspective is essential

for the development of future
regulatory tools to be used in the
information society. It is also impor-
tant for the democracy, as the latter
implies (and presupposes) the
possibility for citizens to participate
in the ‘norm making process’.

To me, a positive answer must be
given to the question. Rules are not—
and should not be—created in an
exclusive manner by authorities.
Research is only starting in that
direction, but it is essential to
demonstrate that new areas are
progressively discovered in that field.
In this paper, three sorts of project
will be shortly introduced with an
emphasis on the last one.

Rules created by
communities

Rules are created by communities,
apart from those which are adopted by
authorities. Seminal reflections may be
found in that regard in the works
written by Yale Law Professor Robert
C.Ellickson™®. These works are based
on a study related to a small farming
community in the United States. The
objective was to identify how the
members of that community resolve
their conflicts; that is, to determine
what regulation was used in order to
manage their sometimes conflicting
interests. Surprisingly, Prof. Ellickson
found that most of the time parties did
not resolve conflicts using the laws
enacted by the local and/or the federal
government. They rather referred to
norms which had progressively
developed in their community and
which remained unaffected by the
official legal production.

The works initiated by Prof.
Ellickson were continued in other
projects. It was essential indeed to
determine whether the pattern
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observed in a farming community
could be found in other, probably
more sophisticated, circles, such as
those formed by businesses in the
modern economic world.

A project of that kind is currently
undertaken with respect to the
Internet in the Berkman Center for
Law and Society, at Harvard Law
School. In that project, Professor
Larry Lessig regards electronic
software as a sort of legal code. That
code is to be used by the Internet
members to reach the goal they are
pursuing—realise a given operation,
attract customers, etc."'®

Another legal scholar, New York
Associate Professor Yochai Benkler,
looks at the impact of technical
choices on behaviour™’, For him, the
Internet is to be regarded as a
medium which allows virtually
everyone to post creations on the Web.
By contrast, creation is severely
restricted, when it comes to television,
to some entities or people—basically
those which can collect funds neces-
sary to finance televisual content. For
Benkler, the choice in favour of one or
the other media has an impact on
democracy, as it determines the ability
to participate in the creation and
dissemination of ideas™®,

Rules created by individuals
Another research direction is related
to the rules which are created by
individuals, or by entities. In the
industrial vision, society is regarded
as homogenous. On one side are
public authorities, which enact rules
supposed to govern society. On the
other side are the members of society,
which are expected to abide with
instructions given by public authori-
ties. Non-compliance implies a
penalty, as the objective is to ensure

N2 (On the subject matter, see a. 0. DEHOUSSE, F. and Van DEN HENDE, L., La place des
services publics dans la conférence intergouvernementale, 1997, in Les services publics et
I'Europe : entre concurrence et droit des usagers, Actes du colloque organisé par I'Institut
d’études européennes, le Centre de droit public et la Maitrise en management public,
13-14 Décembre 1996, Université libre de Bruxelles, 37.

M3 That was the case in France, Germany, and the United Kingdom.

N4 The question is thus not related to the determination of the entities (businesses,
authorities, etc.) which should set the rules, as is often the case in discussions concerning e-
commerce regulation. It is rather to identify sources of normativity, by trying to determine
who sets in effect the rules that are abided with by the actors.

N5 Errickson, R. C. Order without Law—How Neighbors Settle Disputes, Cambridge

(Mass.), Harvard University Press, 1991.

N16 A description of the work which is performed in the programme is available at

cyber@law.harvard.edu.

N7 See a. 0. BENKLER, J. Communications Infrastructure Regulation and The Distribution
of Control over Content, 1998, in Br.acxman, C. and NisouL, P. (ed.), Convergence between
Telecommunications and Other Media: How Should Regulation Adapt? , Telecommunica-

tions Policy, special issue, 183 s.

N8 The choice is realised by authorities, which may encourage the development of one or
the other technique. It also depends upon the community as a whole—the innovations
which are made by its members and the kind of technology which is supported by the latter.
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a homogenous behaviour—that which
is deemed appropriate by authorities.

That representation corresponds
with the perspective adopted by the
authorities. In that context, regula-
tion is seen as a project designed by
authorities for society. People—who
are affected by regulation—have no
existence on their own. They consti-
tute mere tools for the realisation of
the public project. Thus, the indus-
trial vision conforms in many respect
with a centralised version of the
regulatory phenomenon™**.

Yet, the information society is
characterised by a movement to the
contrary. Rather than concentrating,
it expands organisations in space and
volume. With the information society,
the economy, the labour and the political
process appear to move away from
concentration towards decentralisation.
That evolution commands for the study
of regulation a perspective not restricted
to authorities but rather based on the
views adopted by the people.

In that regard, it is essential to set
aside the classical tradition in legal
analysis, where rules are analysed
from the authorities’ perspective. A
research project is currently taking
place at The Telecom Unit"® in that
direction. Our focus is placed on the
process whereby individuals and
entities forge their own rules on the
basis of a variety of external influences,
including: social pressure, threat of
sanction, etc. The scheme is based on
an ordinary question: ‘Who really
makes the law?' Concededly, public
authorities adopt propositions which
pretend to govern behaviour. However,
the real law maker appears to be
located elsewhere. Nobody can really
be forced to obey the law. If he/she does
not want to, he/she will always find a
mechanism which will allow him/her to
bypass the law—legally or not.

In that context, the ones who
really make the law are not public
authorities: it is the addressee which
confers obligatory character to
regulation by accepting and/or
deciding to modify his/her behaviour
in a way compatible with the rule.

Rules created by economic
interactions

More concrete examples are available
in the third direction which I would
like to present in this paper. That third
category is related to interactions
among society members—business
interactions in this case. The analysis
is based on an example concerning
competition regulation. European
states now have competition laws
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similar or analogous to those embodied
in the European Treaty (prohibition of
cartels and dominant position abuses).
Prior to that stage, most of them had
other rules, which were said to promote
‘fair competition’. Both bodies of
regulation contained in effect the same
kind of prohibitions, with differences as
to modalities.

The example focuses on one practice
considered illegal under both sets of
rules: the refisal to supply a good/
service if the customer does not agree
to acquire another—related or not—
market (tying-in). Under the rules of
unfair competition, that practice was
prohibited in all circumstances. The
approach is different with the rules of
competition, where the prohibition is
only directed against dominant firms
adopting that behaviour. The reason
underlying that latter approach may
be described as follows.

® In normal circumstances, a customer
may change supplier if he/she is
not satisfied —for instance if he/she
is confronted with tying-in prac-
tices. An economic pressure is then
placed on the supplier to change its
behaviour, or face the departure of
dissatisfied customers. No specific
rule appears to be necessary to bring

Table 1

about a change in behaviour on the
part of the supplier.

® The mechanism will only be
effective if the customer can
change supplier, should he/she be
dissatisfied. That possibility is
seriously hampered in cases
where the supplier holds market
power. The concept describes a
situation where the undertaking
can behave independently of the
markets. It does not have to take
into account the possible reactions
of dissatisfied customers nor those
of competitors, who are in effect
unable to attract customers.N?!

Under both sets of regulation, a
negative consequence is attached to a
specific behaviour. It is hoped that
this consequence will force the
undertaking to change behaviour. The
only difference is related to the nature
of the sanction (Table 1). In one case
(absence of market power under
competition rules), an economic
sanction is applied by business actors
(change of supplier). In the other ones
(fair competition and presence of
market power under competition
rules), the sanction is applied by an
authority and takes the form of a civil
and/or criminal penalty.

Former Rules on Competition |Present Rules of Competition

Attitude vis-a-vis Tying-in is prohibited

Tying-in is prohibited where the firm

tying-in in all situations holds market power,and only discouraged
in other circumstances"??
Sanction A criminal and civil penalty is A criminal and civil penalty is imposed

imposed

where the firm holds market power; the
firm suffers a decrease in market share
in other circumstances"?®

Reason for which a
sanction is
imposed

1. The hope is that tying-in will be
dropped by the firm as a result of
the imposition of the sanction.

2. Itis even hoped that the practice
will be dropped before the sanction
is imposed (anticipation of the
sanction on the part of the firm).

1.and 2. : idem

N9 Tn that context it comes as no surprise that the legal profession has been articulated
around activities carried out by authorities. Some legally educated people work for institu-
tions. In that capacity, they contribute to a definition of the project by public authorities.
Others work in the private sphere. Their job is then aimed at trying to anticipate the
decisions of authorities in order to counsel clients on how to implement their strategies
without impairing the implementation of that project.

N2 The Telecom Unit is a research institute which focuses on issues related to the
information society. The emphasis is placed on regulatory issues, examined in an interdisci-

plinary perspective.

N2l That situation may be due to several reasons. Suppose that one firm commands the
sole telecommunications (fixed and mobile) infrastructure available in a given territory.
Customers have to deal with that firm if they want to use telecommunications services,
whatever the conditions imposed by the firm. So it is for competitors who would attempt to
enter the market and would be forced to use the infrastructure during a temporary period.

N22 Tn the present competitive world, undertaking are aware of the importance of retaining
customers’ confidence. Most of them understand that restrictive practices may undermine that
confidence. Resorting to, for example, tying-in may cause customers to turn to other suppliers.

N2 Customers dissatisfied as a result of the restrictive practice turn to other suppliers.
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Figure 1

Changes Related to the
Information Age

The Regulatory Mechanism
Let us identify the mechanism
underlining the approach in both sets
of regulation. Three ingredients may
be isolated (Figure 1).

® Information In both sets, the
purpose is to avoid a behaviour
deemed incompatible with social
values. To ensure that goal is
achieved, information is provided
to the potential trespasser: ‘Tying-
in is not deemed desirable and the
company resorting to that practice
will face a sanction™?. In the
absence of such information, the
behaviour is likely to be adopted as
business people may have the
impression that their benefits will
increase if the customers are forced
to buy goods or services they would
otherwise have left aside.

® Learning capacity Information is
not sufficient per se. A change will
only occur if the undertaking is able
to assess the situation, to under-
stand the necessity of a change and
to modify effectively behaviour on
the basis of that assessment.

® Incentive Another ingredient
must be added to information and
learning skills, to ensure a change
will occur in behaviour. No change
will take place if the agent is not
encouraged, or pushed, to do so.
The incentive may take several
forms. In this case, we have
examined the incentive which
may be derived from the applica-
tion of a sanction should the
criticised behaviour be adopted™®.

Impact of the information age
on regulatory mechanism
Here comes the final word of the
analysis. The ingredients examined
above may be associated to a substan-
tial extent with the information society.

® Information With the informa-
tion society, we witness the
development of electronic means
of storage, analysis and transmis-
sion which all affect the volume
and quality of available informa-
tion. These media offer unprec-
edented manners to influence
business behaviour—which is the
purpose of regulation. A good
example may be taken from the
discussion concerning privacy
protection for data transmission
through the Internet. The pro-
posal put forward by the US
administration is to ensure
respect of privacy via information
provided by rating agencies, that
would assess policies enacted by
the undertakings which collect
information about customers. That
proposal appears to provide new
regulatory tools which are in
complete line with the possibilities
opened by the information society.

® Learning skills A similar explo-
sion may be witnessed in the
capacity of actors—businesses or
customers —to use learning
capabilities. That development
weighs on the design of regulatory
tools for the future—especially for
those which are related to the
information society. The proposal
put forward by the US adminis-
tration, which has been briefly
alluded to above, appears to be
based on such process. In that
proposal, customers may obtain
information as to how data
concerning their behaviour might
be used by companies they are in
contact with. On that basis, they
may decide to alter their behav-
iour; for example, break their
relation with a company that
would not respect privacy.

@ Incentive An incentive may be
found in competition, which
dominates the information society.
Competition is greatly enhanced by
new possibilities for customers to
compare offers (monetary union,
bargain hunter software, etc.). It is
also reinforced by the pace of
technology innovation, through
which undertakings are forced to
offer wider choice to the customers.

N2+ As we have seen, the sanction may take the form of a penalty imposed by an
authority. In that case, information is provided via the publication of civil or criminal laws.
The sanction may also be administered by the customer, who may choose another supplier.
The information is then communicated through another channel; for example, business
books explaining to would-be managers the importance of customer satisfaction.

N2 Tn that regard, two possibilities have been examined: the imposition of a sanction by
an authority or by a customer. In both cases, the incentive take the form of an economic loss

should the behaviour be adopted.
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Yet, competition acts as a powerful
incentive in the business commu-
nity: it brings increasing wealth to
those who can find their way in the
business labyrinths (positive
incentive), and sanctions to others
(negative incentive).

Conclusion

With the information age, we are
entering a new stage in society. That
development has an impact on
regulatory tools available to ensure
compatibility of economic activities
with social values. Regulation implies
the use of information and incentive
to obtain changes in behaviour. It
also requires learning skills, to
ensure effective change in undesired
business behaviour. These ingredi-
ents are now undergoing major
changes: information can be pro-
duced, collected and transmitted
more easily; with competition,
businesses must provide better
answers to customers; learning skills
ensure that economic objectives and
targets are effectively attained. As a
result of these changes, we are in a
better position to overcome the
opposition—traditional in the
industrial age—between customers
and businesses. That development
may offer a model for the solution of
other conflicts of interest as well.
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Dave Simpson

Internet Service Providers—
Anarchy in the UK?

Few markets have shown more
dynamism than the market for
residential Internet access
provision, where Internet service
providers (ISPs) have to
fundamentally reassess their
business models on a regular
basis. This paper looks at the
ways in which ISPs have changed
over the last few years, and
presents some wild (informed)
guesses as to the way that the
market may develop in the future.
In particular we will consider the
role of telecommunications
companies in delivering Internet
access, and how ISPs must adapt
to remain competitive in the long
run.

Introduction

There are currently between 10 and
500 Internet service providers (ISPs)
in the UK. The actual figure depends
on your definition of ISP. This paper
considers what an ISP once was and
how this definition is evolving. There
are lessons to be learnt by both ISPs
and telcos, as well as those who have
Internet-based services or content
they wish to promote. We shall see
that there is method to the madness
rather than simply ‘anarchy in the
UK.

History In The Making
As someone once said ‘Events in the

past may be roughly divided into
those which probably never hap-

Dave Simpson:
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50 Ludgate Hill

LONDON

EC4M 7JJ

Tel.: +44 171 634 8865

Fax.: +44 171 634 8945
E-mail: dsimpson@oftel.gov.uk
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pened and those which do not
matter. One version of history goes
like this:

In the mid-1960s, the latest
technological advances involved
time-sharing, which allowed terminal
users to interact with computers and
each other. Distant users would
connect to the central computer
using the telephone network. This
was soon found to be an inefficient
use of bandwidth, since the telephone
line needed to be kept open even
though the terminal was not trans-
mitting data all the time. This would
not have caused too much worry,
except that the academics could not
afford their long-distance, long
duration telephone bills. So, in the
spirit of innovation that is still
present in the Internet today, they
invented the concept of ‘packet
switching’ which allowed multiple
data streams to be broken down in to
small units and interleaved over the
same circuit. This removed the need
for multiple telephone lines and
hence brought down the cost signifi-
cantly, especially on very expensive
international lines.

This love/hate relationship between
the Internet and telephone networks
continues to this day, whether it be

The Obligatory Disclaimer

leased lines or public switched te-
lephony network (PSTN) access. In the
UK, PSTN charging models have
significantly affected the way ISPs
build their networks in order to
maximise their revenue streams. This
is further explored in this section.

POP along to your local ISP
The first commercial ISPs (Demon
and PIPEX) started selling Internet
access in the UK in 1992 by rolling
out a national network of intercon-
nected points of presence (POPs)
(Figure 1). These ISPs offered
customers Internet access, e-mail and
newsgroups, and were accessible by
either a local number (if a POP was
within your local, or adjacent call
area), or a national telephone
number, charged at standard rates.
ISPs charged a monthly subscription
to customers, which was used to
offset the costs of telephone lines into
their modems, leased lines to make
up their backbone connectivity and
general operational and equipment
costs. Other ISPs soon began to
appear using the same charging
model, often simply concentrating on
specific geographical areas.

Around 1995, Compuserve and
AOL entered the UK Internet market

This paper describes the evolution of the ISP market in the UK, and in so
doing mentions company names and brands. The inclusion of such names in
this paper does not constitute an endorsement of their product, nor should a
company’s exclusion constitute the contrary. The very nature of Internet
access provision means that different ISPs may be able to meet different
requirements in different ways, at different times.

As can be seen by the paper, the ISP market is a dynamic market, and by
the time this paper is presented and certainly before it is published, the
market may well have changed dramatically once again. As such, this paper
only represents a snapshot of the market at a particular moment in time
(end of May 1999), pulled together from publicly available information such
as press releases, newspaper reports and public presentations.

The observations and opinions stated are those of the author and may not
represent those of OFTEL. Nothing within this document should be consid-

ered formal regulatory opinion or advice.



with an on-line usage-based charge
in addition to their monthly subscrip-
tions and telephone access charges.
This was justified on the basis that
they provide content and value-add
in the form of a proprietary user-
friendly interface.

Virtual POP, real benefits

In 1995, Energis, a UK telco, intro-
duced the concept of virtual POPs
(vPOPs), where calls made by the
subscriber to a geographic local
number could be routed across the
PSTN to a central POP remote from
the customer (Figure 2). Mercury,
another UK telco, suggested that this
type of arrangement would be more
appropriate behind a local-call rate
non-geographic numbering range. It
was from this point that ISPs started
to use 0345, 0645 and 0845 number
ranges.

This arrangement benefits ISPs
immensely as it allows them to offer
national coverage from a single POP,
and dimension their networks more
efficiently. A number of ISPs chose to
base their businesses in the same
building as LINX, the UK’s main
peering facility, thus reducing their
costs even further. ISPs generally
kept the same charging model
(subscription + local rate calls),
though some used it as an opportunity
to introduce cheaper subscriptions.

This move led to an increase in
the number of ISPs offering national
local rate coverage, which benefited
customers who before only had access
to a small number of locally based
providers.

Share and share alike
The need to have InterConnect and
Accounting Separation (ICAS)
compliant interconnect rates for
0800, 0345, 0990 and Premium Rate
services led to OFTEL being asked to
produce the interconnect formula for
number translation services (NTS).
This formula is used to calculate the
revenue sharing between originating,
transit and terminating operators,
and compared to the formula for
geographic calls, gives a higher share
to the terminating operator. Figure 3
shows the revenue sharing arrange-
ments.

Terminating operators soon began
to realise that Internet traffic is a
very lucrative source of revenue
thanks to the NTS payments for
long-duration calls. As such terminat-
ing operators began to offer free
connection and line rental to ISPs, to
encourage them to bring traffic to
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Figure 2—Virtual POPs

their network. After a while some
operators were even willing to share
some of their terminating revenues
in order to attract ISPs to their
network.

Figure 3—Number translation services
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Pay as you go

On the 1 October 1998, BT launched
its BTClick and BTClick+ products.
This introduced a new concept of ‘pay
as you go’ Internet access requiring

INSTALLATION, RENTAL
AND CALL COSTS
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SUBSCRIPTION APPROXIMATELY £10/month
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no pre-registration. In order to use
the Click products, the user simply
dials the access number and is
charged at ‘local-rate plus one penny’
a minute. This extra penny a minute
was used to fund the Internet access.
BTClick provided solely Internet
access, while BTClick+ included web
based e-mail.

Following the success of Freeserve
(see next paragraph), the BTClick
products were repriced at local-rate
pricing, and some rebranded (for
example, BTClickFree).

Nearly free

Just over one week before the
BTClick products were launched,
Dixons, the UK high-street electron-
ics goods retailer launched its own
ISP called Freeserve. This would have
sparked little interest were it not for
the fact that Freeserve was subscrip-
tion free, yet still offered all the
benefits of a traditional ISP, such as
Internet access, e-mail and web
space, all accessible for local call
rates. Freeserve’s press launch
claimed that UK households could
save £165m a year in subscription
costs.

Freeserve caught the imagination
of consumers and the press. Individu-
als who were previously spending
£10-15 a month on a subscription
ISP realised that they could get the
same service for £10-15 less with
Freeserve and considered changing
ISP. Many test-drove their new ‘free’
account before cancelling their old
ISP account. After only 18 weeks
Freeserve signed up its millionth
customer. Curiously certain other
ISPs, who maintained their subscrip-
tions, also saw their customer base
enlarge (at least in the short term) as
the hype surrounding Freeserve

CALL CHARGE

Figure 4—Subscription-free model

increased consumer confidence and
curiosity in the Internet generally,
thus growing the UK Internet access
market as a whole.

Freeserve claims to cover its costs
through out-payments made by
Energis. Energis can afford to make
these payments due to the increase
in traffic that Freeserve brings to its
networks, and hence the amount of

NTS money generated (see Figure 4).

Freeserve has additional revenue
streams through advertisement
space on its ‘portal site’ and Dixon’s
e-commerce site. Freeserve also
charge £1/minute for its technical
support desk.

Freeserve’s success must in part
be due to their first-mover advan-
tage, coupled with their use of the
Dixon’s brand. There are now over
130 subscription-less ISPs offering
service in the UK. Some of these are
tied to existing high-street brands,
while some are Internet-only compa-
nies. These services are discussed
further in the next section.

Table 1 compares some of the
ISPs in the marketplace.

How Free Can You Get?

As we have seen there has been
considerable innovation and change
in the area of Internet access, ever
moving towards the panacea of

NTS PAYMENT

ORIGINATING

Table 1 State of the market 1 April 1999

ISP Subscribers | Subcription? | Updates (end May)

Freeserve | 1:3 million Free 1-5 million subscribers quoted in some
publications

AOL + 900 000 Monthly Sub rate reduced from £14-95 to £9-99

Compuserve announced end May

Demon 250000 Monthly

BT Internet | 165 000 Monthly 0800 (toll-free) access at weekends
announced end May

MSN 160 000 Monthly 125 000 subscribers, subscriptionless
announced end May

Virgin.net 145 000 Free (April 99) | 250 000 subscribers

Line One 70000 Free (May 99)

Source: Various (MSNBC, FT, press releases etc)
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completely free access. Already ISPs
are fighting to be ‘free-er’ than
anyone else. Nothing is ever ‘free’ of
course, so the money must come from
somewhere, either directly or indi-
rectly. The rest of this section looks at
how ISPs might achieve this in
practice. Some of these models are
already being tested by some of the
big name players.

With all these services, once one
ISP has offered a completely free
product, commercial pressures mean
that other ISPs have to match the
offer, or provide value-add elsewhere.
These pressures will be discussed in
the final section of this paper.

One (monthly) price for as
much as you can eat

So what sources of revenue might an
ISP use to cover the cost of Internet
access provision? ISPs could of course
charge subscriptions to their custom-
ers in exchange for unlimited access,
perhaps behind an 0800 number
range. In this model the calls made
by the customer are paid for by the
ISP, offset against the monthly
subscription. The obvious issue here
is that the ISP must set the subscrip-
tion rate high enough to cover the
costs of the 0800 access (and hopefully
make some profit), but not so high as
to be unattractive to consumers.

An ISP may decide to set the
subscription rate equal to subscrib-
ers’ expected monthly usage. In this
case it is especially important to set
the subscription rate at a price point
where low-users are attracted to the
tariff, otherwise only high-users will
join, skewing the average and forcing
the ISP to make a loss.

ISPs have to balance the time-
based outgoing charges for the 0800
number against their expected flat-
rate subscription payments. In this
model, the ISP carries a high level of
risk, especially where it is known
that subscribers’ usage increases
considerably, often by 400%, when
they are using an unmetered access
provider.

That said, a number of ISP are
experimenting or already offering



limited 0800 Internet access in
exchange for a monthly subscription.
Most notable in the last few days BT
Internet has announced free access
at weekends, and AOL is known to be
trialling an option, both of which
require monthly subscriptions.

Adverts

One ISP offered subscriptionless
Internet access even before
Freeserve. In March 1998 an ISP
called X-Stream offered a
subscriptionless service, where the
only cost to the consumer was the
local-rate telephony access. In
exchange for this privilege, X-Stream
placed banner ads along the top of
the user’s screen. In March 1999,
when main stream ISPs were
offering subscriptionless services,
X-stream announced it would offer
completely free access to its service
at particular times of the day via an
0800 number, in exchange for
customers displaying its banner ads.
Following this X-stream announced it
had now reached 305 000 subscrib-
ers.

Call revenues

Another model being explored is that
of giving away completely free access
to the Internet in exchange for
customers changing telephone
supplier. The concept here is that the
profits of non-Internet calls can be
used to offset the cost of Internet
calls. When one supplier, LocalTel, in
conjunction with Tempo (another
high street electrical goods retailer)
launched Screaming.net there were
reports of brawls in stores as people
fought to get hold of the sign-up CDs!
Such was the interest that 15 000
CDs were distributed in the first
week.

If you can’t beat ’em, buy ’em
An ISP could reduce costs in a
number of ways. One such way is to
reduce the costs of the underlying
network. This is one of the key
drivers as to why telcos and ISPs are
so closely affiliated in the UK, since
by being an infrastructure provider,
real cost savings can be made. When
we look at the list of the top ISPs we
find that nearly all of them, if not all
of them, are owned or closely affili-
ated to telcos. This has not always
been the case, as the telcos were
relatively late arrivers to the
Internet party. They made up for
their late adoption by buying ISPs,
together with their customer base,
and in so doing injected capital funds

in to needy ISPs, many of whom were
still to make a profit.

Really virtual ISPs

In addition to running their own ISP
services, a number of ISPs and telcos
are selling solutions which enable
anyone to set up an ISP without ever
having to own any infrastructure. BT,
Telinco, Easynet and others all have
products which have enabled over
130 companies to enter the free ISP
market— toy shops, football clubs,
supermarkets, banks and newspa-
pers all act as ISPs. Anyone with a
brand or who represents a commu-
nity has got involved. Estimates are
that one new ISP is created every
week.

The Identity Parade

The consumer now has a vast
number of ISPs to choose from, all
offering very similar services. With
little to differentiate services other
than a brand name (which in some
cases is all that is needed!), ISPs are
looking for new areas to set them-
selves apart. Even the cost of techni-

cal support is used as a differentiator.

Some ISPs are even branching in to
other telecommunications services,
such as fax/e-mail gateways, voice-
mail and personal numbering.

Others, such as Freeserve see
Internet access as a way of getting
consumers to their on-line shops, and
see e-commerce as both value-added
content and an additional revenue
stream.

Free and easy?

The subscriptionless model also
creates its own problems for ISPs.
Instead of having one ISP, many
people have registered with multiple
free ISPs, and may use only one or
two regularly. This causes problems
for ISPs who may not be able to
accurately predict demand for their
services. It also causes problems for
statisticians trying to estimate the
number of ‘actual’ subscribers, rather
than simply those who have regis-
tered.

The subscriptionless model also
gives consumers the impression that
‘calls cost money, but the Internet bit
is free’. Consumers often consider that
free equals worthless which leads to
high churn rates between providers,
as there is little commitment to
particular ISPs. As a result there are
huge first mover advantages to be
made in new products through a very
portable consumer base!
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Innovative sticky products
Whether the ISP is free or not, it is
clear that the real money in the
future will come from value-added
products and content. One feature
that needs to be considered is how
‘sticky’ that product or content is. For
example, consumers who are greeted
by the same pictures on an ISP’s
portal site each time they log on, will
soon lose interest and make some
other web site their start page, thus
reducing the ISP to simply a conduit
to the wider Internet.

This is the heart of the argu-
ment—what is left for an ISP? If
their business is solely Internet
access then how can they compete
with the telcos and their ready built
national data networks?

Quicker, unmetered and
always on

This trend will continue as new
technologies to access the Internet
are rolled out. Technologies such as
ADSL, cable modems, radio and
satellite offer a higher-bandwidth
permanent connection to the
Internet, often for a usage-independ-
ent fixed monthly fee. Digital TV set-
top boxes are also likely to have
integrated Internet access. Many of
these solutions require a national
network of local POPs to collect
traffic, meaning that once again the
telcos are likely to be in the best
position to exploit their roll-out.
Regulation will ensure that any such
service that BT provides will allow
access to other operators.

ISPs concentrating on PSTN
access may soon find themselves
bypassed by these new technologies,
and will therefore need to fundamen-
tally rethink their access strategies
in the longer term. Their immediate
priorities should be getting experi-
ence of using these new technologies,
and working out how they can
incorporate them in to their portfolio
of products.

These technologies could lead to a
greater distinction between basic
conveyance services, and value-added
higher layer services such as content
and services. Already we can see
dedicated on-line e-mail services and
sites offering free web space, where
previously these services were only
available as part of an ISP’s offering.
A look at the top 100 web sites
reveals that only a small number
(most notably AOL and MSN among
others) are actual ISPs. All of these
factors lead to less consumer commit-
ment to their particular ISP.
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Summary

ISPs have changed significantly since
the early days of local POPs run by
one man in his garage. Since then we
have moved to the vPOP model, and
have seen innovative use of the
PSTN charging model to offer
subscriptionless and even free access.
In the future we are likely to move
back to a national network of local
POPs, where broadband access is the
norm.

ISPs have constantly kept up with
increasing customer numbers, each
customer requiring more bandwidth
thanks to improvements in PSTN
modem technology and integrated
services digital network (ISDN), and,
in the not too distant future, new
broadband access technologies.

Changes in the market have
shown the effect (real or psychologi-
cal) of the change to the subscription
free model on subscriber numbers.
Lots of genies have been let out of
lots of bottles with regards to ‘free’
access, and we will inevitably see
‘free’, or at least unmetered, access to
the Internet as standard soon. How
this is financed, and whether it is
sustainable in the long run remains
to be seen, especially allowing for the
increased customer usage which
inevitably results from ‘removing the
clock’.

ISPs have driven Internet take-up
in the UK and should be praised for
their innovation in many areas. Once
again they need to consider their
position to avoid being swallowed up
by the new world where access and
conveyance are increasingly becom-
ing independent of content and
services. ISPs need to decide which
side of the fence to be on, as only the
largest will be able to do everything.

Glossary

ICAS Interconnect and accounting
separation

ISDN Integrated services digital
network

ISP Internet service provider
NTS Number translation services
OFTEL Office of Telecommunica-
tions, UK telecommunications
regulator

POP Points of presence

PSTN Public switched telephony
network

vPOP Virtual point of presence
Telco Telecommunications opera-
tor
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Felicia Holness and John Griffiths

Multiprotocol Label Switching
within the Core Network

The phenomenal growth of Internet traffic is attributed to the increasing acceptance of the Internet protocol
(IP) as the predominant protocol in enterprise networks. The traditional design of a router upon which the
Internet is based is becoming unable to support the current demand from users. This service has worked
exceptionally well for non real-time traffic such as electronic mail but for real-time traffic such as voice and
video, IP has only performed well across a lightly loaded network. To provide services for real-time traffic, new
classes of services are being introduced into the Internet.

For networks to be able to support this increased user demand for more bandwidth and for multimedia and
real-time traffic, IP routers need to be faster and to provide quality-of-service (QoS) guarantees. This demand
for more bandwidth and QoS support has fuelled interest in the use of asynchronous transfer mode (ATM) as an
underlying link-layer technology in the Internet. The aim is to exploit the potential benefits of ATM while
maintaining the inherent strengths of IP.

Hop-by-hop routing normally works well for non-delay sensitive data traffic but, in cases where prioritisation
is required, it gives unacceptable performance since the current Internet is unable to differentiate between
different sorts of packets, and thus stipulate that the network provide designated levels of servicing. Since voice
and video are delay sensitive they will add additional pressure to the routers. Additionally the increase in
traffic is creating the need for higher bandwidth which the packet-forwarding model of router processing
cannot provide effectively. The goal would be to expedite movement of information without forcing users to
abandon router-independent protocols. Ideally, one would want to move the forwarding function of routing all
the way out to the periphery of the network, leaving a protocol-independent network core that would be focused
on providing reliable high-performance standards-based connections.

The emergence of the multiprotocol label switching (MPLS) architecture’ aims to improve the scalability and
performance of the prevalent hop-by-hop routing and forwarding across packet networks. Its primary goal is to
standardise a technology that integrates the label swapping forwarding paradigm with network layer routing.
This label swapping is expected to improve the flexibility and robustness in delivering new routing services
without alteration to the forwarding paradigm. The word multiprotocol suggests that this architecture will be
applicable to any network-layer protocol in addition to IP; label switching indicates the underlying forwarding
mechanism. This paper will start with a basic tutorial on IP switching techniques and then explain how it can
be utilised to accelerate IP packets through the core of the network. The paper concludes with the description of

a proposed architecture, quality-of-service label distribution protocol (QoSLDP) whose objective is to provide

bandwidth guarantees.

Introduction

FErsRanaee e e e e T
An IP switch is a device that can
forward IP packets at layer 3 as well
as switching packets at layer 2. The
mechanisms used by an IP switch
enable it to be able to classify packets
which will be forwarded at layer 3
and which will be switched at layer 2
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and then to redirect those packets
over a layer 2 switched path®2,

The device consists of an IP
controller running network layer
routing protocols (for example, BGP,
OSPF, RIP) on top of a switching
component. Most devices use an ATM
switching fabric where the ATM
switch maintains a table of input
ports, input labels, output ports and
labels like a normal ATM switch.
There are two distinct functional
components to an IP switching
system: a control component and a
forwarding component. The control
component uses standard routing
protocols to build a forwarding table.
On receiving packets, the forwarding
component searches the forwarding
table to decide on the next hop for
the packet, and switches the packet

from the input interface to the output
interface.

The ingress and egress compo-
nents, otherwise known as a label
edge router (LER), are positioned at
the edge of an IP switching system;
they can consist of software residing
in arouter. The concept of an IP
switching ingress and egress is as
follows: assume that the IP switching
system decides to forward some
packets over an established end-to-
end layer 2 switched path. Packets
arriving at the ingress are classified
for either default layer 3 IP forward-
ing or layer 2 switching based on IP
layer criteria such as IP source/
destination addresses. Packets that
fall into the layer 2 classification are
forwarded over the established layer
2 path, while all other packets are
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forwarded at layer 3 using normal IP
forwarding procedures. Upon arrival
at the egress, either at layer 2 or
layer 3, they will be passed to layer 3
for normal IP processing and for-
warded to the destination.

In conventional IP routing,
packets travel from a source to the
destination by hop-by-hop forwarding
through routers. At each router hop
the IP header is examined and the
next hop decision is made on a
number of functions such as the
destination address, T'TL counter,
and so on. This introduces delay for
packets traversing the path.

The layer 2 switched path bypasses
intermediate layer 3 hops from
source to destination; this path is
called a cut through or short cut
path®. The basic functions of a cut
through path are:

@ it bypasses intermediate layer 3
routing;

@ if the cut through is removed,
packets can still be forwarded by
conventional hop-by-hop routing;

@ it can be point-to-point, point-to-
multipoint or multipoint-to-point;
and

@ a cut through path can be built
based upon data or control traffic.

Label Distribution Protocol

The main component of the
multiprotocol label switching (MPLS)
architecture is the label distribution
protocol (LDP)*3; it is defined as a set
of protocols by which a label switch
router (LSR) communicates with an
adjacent peer by means of exchanging
labels. The LDP protocol is a set of
procedures and messages exchanged
and maintained between adjacent
LSRs in the process of establishing
label switch paths (LSPs) through a
network by mapping network layer
information to a label representing a
data-link layer path. Each LSP has a
forwarding equivalence class (FEC)
associated with it; at the ingress of an
MPLS domain all incoming packets
will be assigned to one of these FECs.
The classification of packets into
specific FECs identifies the set of
packets, which will be mapped to a
path through the network. Examples
of FEC elements are a complete host
address or an address prefix.

The LDP protocol has four types
of messages, discovery, session,
advertisement and notification. The
cumulative operation of these
messages allows LSRs to indicate
their presence in the network to
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establish and maintain sessions
between peers and to perform
operations on the labels they
exchange between themselves. A
label is a short fixed-length identifier
used to identify a packet assigned to
an FEC. Adjacent LSRs agree on the
label that will be used to represent
an FEC flowing in a particular
direction; packets belonging to that
FEC will have this label appended to
it. The label can either reside within
the data link header or exist between
the layer 3 and layer 2 headers. The
downstream LSR makes the decision
to bind a label L to a particular FEC
F and sends this assignment to the
upstream LSR. This label is then
used by the upstream node to
forward all packets belonging to that
FEC to the downstream node. It is
these mechanisms of label assigning
and distributing that are employed in
an MPLS network. Figure 1 shows a
simple example of an MPLS domain.
(1) An unlabelled packet reaches the
ingress of an MPLS domain, where
the ingress node (2) examines the
network layer header and decides
which FEC to assign it to. Once this
decision is made the packet is
assigned a label representing the
path it should take. The labelled
packet is then forwarded to the next
LSR within the MPLS domain. When
it is received at (3) the LSR examines
its labelling information base and
uses the label to determine the next
hop for the packet, and the new label
that should replace the incoming
label. The packet is then forwarded
to the egress node using the newly
assigned label. At the egress node (4)
the LSR removes the label, examines
the network layer header and
forwards the packet from the MPLS
domain into the non-MPLS network.

Figure 1—MPLS domain

Partnership of MPLS and
ATM

This section outlines a number of
scenarios in which MPLS and ATM
can coexist; it explains the problems
with the various implementations
and direction in which this research
will take.

It is possible for MPLS to operate
over any data link layer, but ATM is
by far the most attractive technology
because it is the only link layer
protocol that can transport video,
voice and data with the offer of a
defined QoS.

There are a number of different
ways in which ATM®7 can support
MPLS; the first is as a peer model.
An ATM switch is converted into an
LSR called an ATM-LSR that runs
an instance of the LDP protocol and
network layer routing protocols, and
is capable of forwarding packets at
layer 3 and label swapping at layer 2.
ATM-LSRs are directly connected to
each other and they exchange
routing protocols and LDP messages
along serial links. In this instance, all
ATM Forum protocols have been
removed and the switches use LDP to
establish LSPs through the network.
The peer MPLS/ATM? implementa-
tion places less routing burdens on
the system than an IP/ATM overlay
model because each ATM-LSR only
formsrouting adjacencies with its
neighbour, and not each router at the
other end of a VC. However, in this
model the loop-free QoS-based path
selection and the native QoS support
is lost. If one is not exploiting ATM
QoS this model might seem to defeat
the initial objectives.

The second example is the
integrated approach in which ATM-
LSRs communicate with each other
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through native ATM switches. ATM-
LSRs may establish PVCs or SVCs
using native ATM signalling to send
IP traffic, control information or LDP
messages over. When a stream is
mapped to a VC, an identifier, VCID,
is associated with it if it passes
through intermediate switches. The
integrated approach allows MPLS to
be integrated into an existing ATM
network®.

In the third model the physical
ATM model is divided into two
topologies, one maintained by PNNI
and the other by IP and MPLS. This
requires the partitioning of the VPI/
VCI label space into MPLS and
ATM portions. Additionally, some
ports may be configured for MPLS
and others for ATM. Switch resources
are then under the control of
coresident, but mutually exclusive,
MPLS and ATM switch control
points. The switch component would
run a VC routing protocol like
PNNI. Thus a network employing
the integrated approach would
support concurrent MPLS and ATM
topologies, routing and VC manage-
ment. Rather than implement the
overlay model that could delete VC
resources, an installation of this
model would be an option. This
model also allows the provider to
continue to provide ATM services
while introducing an additional
control plane that is optimised for
scalable IP routing.

A number of scenarios in which
MPLS can be used in ATM have been
described. We have seen how the
integration of IP and ATM has
allowed IP to route its packets
quickly through the core of the
network, but the fundamental
problem with the current version of
MPLS is that it offers no QoS. With
MPLS in its current form you would
need to use the complex and cumber-
some ATM Forum signalling. The
authors propose a novel QoS scheme
that will enable an IP switching
network to reserve resources using
LDP as its base.

QoS Label Distribution
Protocol

In order to devise a QoS scheme it is
essential to detail the component(s)
that is deemed necessary. The
authors believe that in order to offer
more than one service level effi-
ciently, there is the need for the
‘reservation of router resources®.
QoSLDP expands on the fundamen-
tal component of the MPLS architec-

ture—the LDP protocol. An ingress
node will receive the application’s QoS
requirements in terms of ATM’s QoS
and traffic parameters; that is, cell loss
priority, cell delay variation and cell
transfer delay. The ingress node will
formulate a reservation request
message to its downstream neighbour
with the requested QoS parameters.
The node will carry out a connection
admission control algorithm to
determine whether or not it can accept
this request. If it is unable to grant the
request it will immediately reply with
a reservation reject message. Upon
receipt of a reservation reject message,
the recipient will try alternative paths
until it is accepted or until all possible
paths are blocked.

If an LSR determines that it can
grant a reservation request, it will
select a virtual connection that can
meet the QoS requirements and
identify it by assigning a label to it,
which it will record in its information
base. It will then send the reserva-
tion request to its downstream
neighbour. The downstream neigh-
bour will determine if it can accept
the request; if it can it will assign a
label identifying the virtual connec-
tion. Reservation request messages
will continue to propagate through
the network until an egress node for
the flow has been reached.

When a node realises that it is the
egress node for a particular path, it
will reserve a VC and send a reserva-
tion accept message to its upstream
neighbour setting a field in the label
indicating that this is the egress node
for that particular flow.

Upon receiving a reservation
accept message, intermediate nodes
will record the label received from
their downstream neighbour along-
side the reserved virtual connection.

When the ingress node receives a
reservation accept message it checks
the label for an indication that its
request has been received by the
egress node before assigning all
packets belonging to that flow with
the label. An end-to-end virtual
connection has been established for
that flow to transverse with the
requested QoS parameters.

A node that is unable to process a
reservation request message will not
propagate the request message to its
downstream neighbour; it will
instead send a reservation reject
message to its upstream neighbour.

A node only propagates a reserva-
tion accept message to its upstream
neighbour when it has received a
label indicating it has originated
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from the egress node for the flow,
thereby indicating an end-to-end
virtual connection has been estab-
lished for the flow. In the case where
the connection is no longer required a
reservation withdraw message will be
sent to the appropriate routers.

In the QoSLDP architecture, in
the event that a node is unable to
allocate resources a message is
immediately propagated to the
initiator. If the router alongside the
ingress router is unable to reserve
resources it will reply with a reserva-
tion reject message instantly. In
QoSLDP the network layer header is
examined only once at the edge of the
network and within the network, the
routers need only examine a short
label to determine where the next
hop is.

QoSLDP naturally allows the
encapsulation of QoS messages
within LDP messaging format.

In the design of QoSLDP we have
made the assumption that [P
applications at some time in the
future will have the ability to signal
their QoS needs to the ATM layer, in
terms of ATM QoS parameters.

At the moment QoSLDP is still in
the experimental phase and as a
result of this the authors accept that
performance issues will arise. A few
of the problems that can be deter-
mined qualitatively are scaling
issues being introduced when a
single VC is used for each flow as the
number of VCs in any ATM network
is limited. As a result of this the
number of QoS flows that can be
accommodated by any one device is
limited strictly to the number of VCs
available to a device. Another
primary concern is how to integrate
the many-to-many connectionless
features of IP multicast into the one-
to-many point-to-multipoint connec-
tion-oriented realm of ATM.
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Stefano Giacometti and Roberto Mameli

Tunnelling Effectiveness in
the Access Environment

The current trend in the Internet access market is moving towards the
SOHO (Small Office Home Office) target. Many analysts agree that the
access market will continue to grow at a rate of approximately 30% to
40% annually through the year 2000. On the other hand, the availability
of different access network infrastructures (often specialised for
different kinds of media) leads to a full IP access solution able to
overcome such a heterogeneity. This aspect is also justified by the
ongoing convergence between telecom and datacom worlds, in which
video, audio and data communications are delivered to the user in an
integrated solution. In such a scenario the need for advanced access
techniques arises.

This document proposes the use of tunnelling techniques in the
context of a full IP access network. Tunnel mechanisms, which simulate
point-to-point connections over connectionless networks, have been
typically developed for applications based on virtual private networks
(VPNs). IP tunnels solve traditional visibility problems that arise when
we attempt to address a host within a private IP domain from a public
one. Moreover the flexibility and the advanced security mechanisms

offered to protect user data justify the introduction of the tunnel

technology in the access domain.

Introduction
The telecommunication and network-
ing worlds are going to be character-
ised by the ‘convergence’ process
taking place during the last few
years between telecommunications
and datacommunications. Several
technological and commercial factors
justify this convergence. Historically
telecommunications have been
exploiting analogue connectivity,
while data communications and
networking have always been based
on digital techniques. The develop-
ment of powerful and cost-effective
digital signal processors (DSPs) has
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decreased the distance between these
worlds: many analysts consider them
as one of the main reasons that will
lead from circuit switching to packet
switching. This ‘paradigm shift’ will
probably take place in the medium
term and it will allow bandwidth
efficiency to be increased up to a
magnitude order. Internet protocol
(IP) telephony is certainly one of the
areas in which this phenomenon is
rapidly growing. By combining the
best features of real-time voice
communications and data processing,
new kinds of applications can be
foreseen. Figure 1 demonstrates this

Figure 1—Network capacity demand
over the years
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phenomenon: it depicts the redistri-
bution of the total network capacity
demand among different services.

In such a scenario the access
environment plays a relevant role,
Currently, the Internet access
method for residential and SOHO
(small office home office) users is
based on the switched telephone
network and exploits the dial-up
mechanism. Users connect to an
Internet service provider (ISP) by
means of an analogue modem or a
digital interface for integrated
services digital network (ISDN) lines;
when a connection is established an
IP address is negotiated and, only
after this phase, IP packets can be
exchanged by the point-to-point
protocol (PPP). Note that before
address negotiation the user PC does
not have an IP address at all; that is,
it does not belong to an IP domain,
neither public nor private. However,
following the previously outlined
convergence process we can easily
imagine a medium-term scenario in
which the IP connectivity will start
directly from the users’ premises, to
provide integrated access to a set of
services, both involving real-time and
non-real-time applications.

In the previously described full-
IP-access scenario some problems
arise, such as those typically related
to visibility, security, transparency to
applications and so on. The use of
proper access methods cansolve all
of them. A possible solution is given
by tunnelling: basically these
techniques are used to transfer data
from one network to another one by
means of an internetwork infrastruc-
ture, eventually using different
protocols. The data to be transferred
are typically contained in a payload
packet (or frame) that is encapsu-
lated within a transport packet and
sent through the carrier network.
The additional header introduced by
the encapsulation mechanism carries
routing information to let the
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payload packet traverse the transit
internetwork. Once the payload
packet has been encapsulated it can
be routed between tunnel endpoints
over the internetwork. The tunnel
itself consists of the logical path
through which the encapsulated
packets travel. When the encapsu-
lated packet reaches its destination
on the internetwork, the frame is
unencapsulated and forwarded to its
final target. Note however that the
intermediate internetwork can be
any internetwork: in the context of
virtual private networks, the latter
usually coincides with the Internet,
but this is not mandatory, since a
different use of tunnelling could also
imply a private transit internetwork.

This paper is organised as follows.
The next section provides a technical
overview on tunnelling techniques.
Then the use of tunnels in the access
network is explained, together with
the advantages and disadvantages of
this approach. Finally, the main
points of interest are summarised
and conclusions drawn.

Technical Overview of
Tunnelling

The idea of tunnelling is not recent,
since some examples have already
been used in the past (for example,
SNA (System Network Architecture)
tunnels or IPX (Internetwork Packet
eXchange) tunnels for Novell
NetWare, both over IP internetworks).
But recently, especially due to the
interest in emerging scenarios (for
example, virtual private networks
(VPNs) or mobile IP environments)
some new tunnelling technologies
have been introduced. These newer
technologies include:

® point-to-point tunnelling protocol
(BETR);

@ layer 2 tunnelling protocol (L2TP),
and

® [P security (IPSec) tunnel mode.

VPNs and IP mobility are two
emerging applications of tunnelling.

Figure 2—Voluntary tunnel
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The basic idea behind VPNs is to
use tunnelling in order to cross
transparently a transport infra-
structure (usually the Internet),
making it possible for a remote user
to reach its private network (for
example, a corporate Intranet). In
this way the remote user appears to
belong to the private network
domain and all the features concern-
ing visibility, authentication and
security, typically needed in a VPN
scenario, are supported by the
tunnelling technique. The mobile IP
constitutes another application of
tunnelling; in this case tunnelling is
used between the foreign agent and
the home agent. The former is the
router in the visited network that
manages visitor hosts, while the
latter is the router in the home
network that is aware of the current
position of the mobile host. When
the home agent receives data
directed to the mobile host it
forwards them through a tunnel to
the foreign agent, which in turn
delivers them to the target host. In
this way the mobile host can keep
its IP address (public and static at
the same time) while travelling
around the world.

Given its importance, it is worth
providing a more detailed explana-
tion of the tunnel mechanism from a
technical point of view. Tunnels are
based on the classical client-server
paradigm: both the client and the
server communicate by means of a
tunnelling protocol, which can be
either a layer 2 or a layer 3 protocol.
Layer 2 protocols, such as PPTP and
L2TP, encapsulate a layer 2 data unit
(for example, a PPP frame) inside the
transport packet of the carrier
internetwork. In contrast, layer 3
protocols, like IPSec, encapsulate
layer 3 data units (for example, IP
packets) in an additional IP header
before sending them across the IP
internetwork.

A further distinction can be made
between voluntary and compulsory
tunnels. In the former case one of the
tunnel endpoints coincides with the

end user, that is, the tunnel client is
located in the user’s equipment, and
the virtual connection is set up on
demand (see Figure 2). In the latter
case, the tunnel endpoint is physi-
cally distinct from the remote user
equipment; thus at first a connection
to the tunnel client must be properly
set up and only then data coming
from the user can be tunnelled
through the internetwork towards
the tunnel server. In this case, the
tunnel client typically allows differ-
ent users to share the same tunnel,
that is, there are no separate tunnels
for each user as in the case of
voluntary tunnels (see Figure 3).

In spite of the previously outlined
differences, the basic mechanism is
always the same. For example, when
the tunnel client has to send a
payload to the tunnel server it
appends a tunnel data transfer
protocol header to the payload. Then
it sends the resulting encapsulated
payload across the carrier network,
which routes it to the tunnel server.
The tunnel server accepts the
packets, removes the tunnel data
transfer protocol header, and for-
wards the payload to the target
network. In this way the tunnel
client becomes visible in the server
domain; that is, it behaves as a node
physically located within that
environment. Note that this process
is completely transparent to applica-
tions, which are not aware of the
underlying tunnelling mechanism.
Tunnelling also involves some other
aspects: among them a relevant role
is certainly played by security issues.
These include not only aspects
concerning user authentication (to
avoid unauthorised access to a
private Intranet), but also problems
related to data encryption (in order
to guarantee a high level of confiden-
tiality to transactions).

One of the main disadvantages of
tunnelling is certainly represented by
the introduction of some amount of
header overhead. This is mainly due
to the encapsulation mechanism that
can be better understood by looking

Figure 3—Compulsory tunnel
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Figure 4—Access of a remote user to a private Intranet domain

at the protocol stack increase. In
Figure 4, a typical scenario is
represented, in which a remote user
connects to its intranet by using a
dial-up connection. At first the user
sets up a PPP connection, by which it
acquires a public IP address (that is,
an IP address with a worldwide
scope). After this it opens a voluntary
tunnel to the tunnel server, by which
it acquires a new IP address, whose
scope is now limited to the private
domain. From now on it is virtually
located in the private domain and its
packets are encapsulated (at the
client side) and unencapsulated (at
the server side) in order to be routed
through the Internet without
problems.

The tunnelling mechanism
obviously involves several topics. The
main ones are listed below along with
a brief explanation. It is worth
noticing that layer 2 protocols based
on PPP usually inherit some of its
mechanisms; for example, for authen-
tication or address assignment.

® Dynamic address assignment
This is the first and foremost
problem to be solved. In order to
make the tunnel client visible in
the server’s domain, the tunnel
server must assign an address of
its domain to the client. Usually
layer 2 tunnelling protocols
support dynamic assignment of
client addresses based on the
network control protocol (NCP)
negotiation mechanism of PPP. In
contrast, layer 3 tunnelling
schemes assume that an address
has already been assigned prior to
initiation of the tunnel. Schemes
for assignment of addresses in the
IPSec tunnel mode are currently
under development and are not
yet available.

® User authentication As previ-

ously stated this is one of the
main security concerns. The
approach followed by layer 2
tunnelling protocols usually relies
on the user authentication
schemes of PPP (such as password
authentication protocol and
challenge handshake authentica-
tion protocol), while layer 3
tunnelling schemes generally
assume that the endpoints
authenticate themselves recipro-
cally before tunnel establishment.
IPSec represents an exception,
since it provides authentication
during tunnel set up (by means of
ISAKMP—Internet security
association and key management
protocol)

Data encryption  This problem
constitutes another relevant
security topic. As before, layer 2
tunnelling protocols exploit PPP-
based data encryption mecha-
nisms. For example, Microsoft
PPTP implementation uses
Microsoft Point-to-Point
Encryption (MPPE), based on the
RSA/RC4 algorithm. In contrast,
layer 3 tunnelling protocols
provide themselves proper
encryption mechanisms. For
example, IPSec defines several
optional data encryption methods,
which are negotiated during the
preliminary ISAKMP exchange.
L2TP can address this problem in
two different ways: the former
relies on PPP mechanisms, while
the latter uses IPSec encryption to
protect the data stream from the
client to the tunnel server.

® Key management This is

strongly related to the previous
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point. Layer 2 protocols generally
use an initial key generated
during user authentication and
then refresh it periodically (an
example of such a mechanism is
given by the previously mentioned
MPPE). Similarly IPSec explicitly
negotiates a common key during
the ISAKMP exchange and
refreshes it periodically.

® Data compression Many tunnel-
ling techniques also support data
compression mechanisms. As
before layer 2 tunnelling protocols
are PPP-based; for example, the
Microsoft implementations of both
PPTP and L2TP use Microsoft
Point-to-Point Compression
(MPPC). The Internet Engineer-
ing Task Force (IETF) is investi-
gating similar mechanisms (such
as IP compression) for the Layer 3
tunnelling protocols.

® Multi-protocol support Another
relevant topic is constituted by the
possibility of supporting multiple
payload protocols. This is a
peculiar characteristic of layer 2
protocols, that are able to support
various encapsulated protocols,
such as IP, IPX, NetBEUI and so
on. In contrast, layer 3 tunnelling
protocols, such as IPSec, typically
support only target networks that
use IP.

Tunnelling in the Access
Network

As previously outlined, the tunnel
technique is normally used in order
to support VPNs and IP mobility.
However, the new emerging needs
motivated by the convergence
between telecommunications and
datacommunications worlds justify
its adoption in the access section of
the network. The scenario we refer to
is the one depicted in the Introduc-
tion. In such a situation there is an
IP access provider (IAP) that allows
full IP connectivity to residential and
SOHO users. Note however that the
access provider can be administra-
tively distinct from the Internet
service provider (ISP) and, moreover,
it usually supports different services.
In fact the former provides exclu-
sively physical and IP connectivity,
while the latter grants primarily
worldwide visibility (that is, the
possibility for a host located in a
private domain to interact with other
parties located anywhere in the
world). Other types of service can
also be provided by the ISP, such as
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Figure 5—Full IP access scenario

mail, proxies or newsgroup services;
the choice among different ISPs may
also be supported by the IAP, making
it possible for the user to select the
one more suitable for his purposes
(see Figure 5).

Consequently, the access environ-
ment can be administered by a
private entity with only a small set of
available public IP addresses. To
allow the growth of the access
network the administrator may take
advantage of the statistical
multiplexing of IP addresses allowed
by the dynamic address negotiation
of the tunnelling mechanism. This is
one of the several advantages in the
use of tunnelling in a full IP access
scenario; the main ones are explained
in more detail below.

® Statistical multiplexing and
flexibility in the address re-use
The user (either a residential user
or a small local area network
(LAN), as in the case of SOHO
environment) would be able to set
up a tunnel on demand to access
the Internet whenever necessary;
for example, to make an IP
telephone call. This is called
virtual dial up, in contrast with
the traditional dial up currently
used. The main difference with
the latter is, when not needed, the
user is confined in its private
domain; that is, with the user’s
private [P and with a limited
scope. In this case, for example,
the user would be able to make an
IP telephone call with a scope
limited to the access domain, thus
without the need for a public I[P
address.

® Transparency to applications
The tunnel is completely transpar-
ent to applications, which do not
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need to be modified to adapt to the
tunnelling mechanism underlying.
This happens because no address
translation is performed and the
visibility is obtained by packet
encapsulation: some applications,
for example, FTP data transfer,
insert the IP address inside the
packet payload, and a suitable
address translation mechanism
should be aware of it. In such
cases we should have an address
translation mechanism specific for
each application, with all related
problems of complexity and
modularity. In contrast, the
tunnelling mechanism encapsu-
lates packets on the client side
and extracts them at the server
side in a completely transparent
way.

® Availability and user friendliness
Another advantage concerns the
user, who would not be required to
perform an expensive upgrade of
its equipment, since newer
operating systems include tunnel-
ling support (for example, PPTP is

included in Microsoft Win 98/Win
NT 4.0, and Windows 2000 will
contain L2TP support). Moreover,
user friendliness is to be consid-
ered. With these operating
systems the tunnel set up is
performed by the same operations
needed for accessing an ISP by a
modem, therefore with no complex
procedures to learn.

® High security In the access
environment some security
concerns must be considered. First
of all a reliable method for user
authentication is required to avoid
unauthorised access to service.
Moreover, the need for confiden-
tial transactions may require data
encryption. Both these aspects are
covered by tunnel implementa-
tions; this is especially true if
referred to IPSec, which is a
protocol designed mainly for
security purposes.

In the near term the previously
mentioned advantages, along with
the reliability and the widespread
use of the tunnelling mechanism,
justify its adoption in the context of a
full IP access network. It represents
a simple and effective solution in
view of the rapid deployment of the
scenario depicted in Figure 5.

There are obviously some open
issues that should be addressed in
order to achieve better performance.
The main one concerns the overhead
introduced by tunnelling; Figure 6
shows the situation obtained using
PPTP as the tunnelling protocol in a
full IP access scenario.

The situation is slightly different
from the one depicted in Figure 4.
Now the user does not have to set up
a PPP connection to an ISP in order
to acquire a public IP address. In
fact, thanks to the full IP access

Figure 6 — Overhead introduced by a PPTP tunnel in the access
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network, the user already belongs to
an IP domain and therefore has an
IP address (even if a private one);
this suffices in the case of transac-
tions within the access domain (for
example, an IP call or a mail message
to another user in the same domain).
In contrast a tunnel must be properly
set up to reach the public Internet
(for example, for a data transfer from
a content provider located outside the
domain). Note that in the latter case
the tunnel server is located in the
ISP, which is therefore responsible
for assigning a public IP address to
the user, while routers in the access
network are transparently crossed by
the tunnel. The overhead obtained is
due to the protocol stack increase
caused by the encapsulation mecha-
nism. It can be reduced by proper
header compression techniques, such
as those proposed for L2TP, or
otherwise by using a layer 3 tunnel-
ling protocol (for example, IPSec),
which introduces fewer overheads.
Along with this problem there are
some other minor aspects to consider,
that are outlined in the following
paragraph along with a brief expla-
nation.

Conclusions

In this paper a novel use of tunnel-
ling techniques is proposed, quite
different from the classical applica-
tions in which tunnels are used to
cross a public network infrastruc-
ture, either to reach a mobile host
(for example, in the case of IP
mobility) or a private domain (for
example, in the case of VPNs). In
more detail the idea is to use the
tunnelling technique to transpar-
ently cross the private access
environment (that, as previously
mentioned, should be supposed full
IP) in order to reach the public IP
network (for example, Internet). The
tunnelling mechanism well adapts
to this purpose, since it allows
advantages in terms of:

® statistical multiplexing and
flexibility in the address re-use;

® transparency to applications;

® availability in standard operating
systems and user friendliness; and

® high security.

In spite of all these features, there
are some disadvantages to be kept in
mind. Tunnelling introduces some
amount of overhead, which limits the
bandwidth for user data. In an access
environment, where typically

resources are limited (especially a
wireless one), this can represent a
problem. Moreover additional time
for encapsulation, unencapsulation
and processing of tunnelled packets
is required, possibly introducing
unpredictable delays that could affect
end-to-end delay (this is especially
troublesome for real-time traffic).
Finally, the implementation of QoS
mechanisms (for example, following
the differentiated or the integrated
services paradigm) on tunnelled
flows may not be simple. This can be
easily understood by observing that
both these QoS mechanisms exploit
the knowledge of information
contained in the internal IP header,
which is hidden in the encapsulating
packet.

None of these problems repre-
sents an insuperable obstacle; for
example, the overhead due to the
encapsulation mechanism can be
reduced by proper header compres-
sion techniques or by using a layer 3
tunnelling protocol. Moreover delays
introduced by the encapsulation-
unencapsulation process are usually
negligible if compared to the end-to
end delay experienced by the
tunnelled flow. Finally the problem
of supporting quality of service for
tunnelled flows is currently under
study by IETF: some solutions have
already been proposed for the use of
resource reservation protocol
(RSVP) with IPSec and for a differ-
entiated service extension for L2TP.
All the reasons explained above
justify the adoption of the tunnel
mechanism in the access environ-
ment,; tunnels provide a fine and
easy way to deploy a solution to
some of the intrinsic problems of a
full IP access structure, such as
those related to addressing and
worldwide visibility.
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Service Level Management
for IP Networks

This paper gives a general
overview of the service level
management (SLM) approach,
which can offer significant
advantage to service providers
competing in the current Euro-
pean market. Starting from a
theoretical approach, concepts
are then applied to telecommuni-
cations scenarios focusing on the
provision of data services and the
Internet protocol (IP). Major
concepts related to service level
agreements (SLAs) and SLA
management systems are ana-
lysed in greater detail defining
how such concepts can be applied
to IP networks. Finally some
details are given concerning
possible parameters to be applied
to the provision of IP services,
including both permanent and
switched services.

Introduction

In the current European telecommu-

nications environment the advent of
a liberalised market gives rise to
complex scenarios where a number of
players are involved in providing
services to end-customers. Players
include network carriers ensuring
the availability of infrastructure,
network operators offering basic
transport services, service providers
providing basic and/or advanced
services, service brokers etc.

The study of the complicated
interactions that may occur among
different players in providing telecom-
munications services to end-customers
is outside the scope of this paper.

Luciano Gavi:
Systems Division,
Sirti S.p.A.

Cassina De’ Pecchi
Milano, Italy

Tel: +39 02 6677 3699
Fax: +39 02 6677 3215
E-mail: L.Gavi@sirti.it

106

What is worthwhile mentioning here
is that organisations tend to catego-
rise their telecommunications assets
and activities in terms of services that
are supported and relevant service
levels that can be monitored. Analysis
of service levels means managing, in a
business oriented perspective, the
network technologies and applications
adopted as well as the administrative
and organisational structure that
enable service life cycles.

This paper starts by describing
some fundamental concepts of service
level management. Then such
concepts are applied to the telecom-
munications environment, focusing
on data networks. The analysis is not
intended to be exhaustive but the
paper tries to give some flavour of
the importance that SLM is getting
for data networks. Some details are
given about service level agreements
and related management systems
that will soon represent key issues in
the support of IP services.

Basic Concepts of Service
Level Management

The aim of this section is to describe
the SLM approach and related
concepts. Performing SLM means
describing the activities carried out
in terms of services made available to
some specific customers. For each
service some parameters are identi-
fied that allow the definition of
metrics and service levels. Thus the
monitoring of the parameters
associated to a service gives a
measure of the performances related
to the service being provided.

This approach focused on SLM
gives rise to substantial benefits in
terms of operational efficiency and
effectiveness, allowing a continuous
comparison of service levels achieved
against levels targeted or requested
by customers.

SLM can be applied to different
environments. For instance the

provision of IT services within an
organisation can be managed using
SLM. SLM can be applied also to
other fields like transportation and
energy. In the following more details
are given about SLM in general.
Then SLM concepts are applied to
the telecommunications field.

Defining service level
management

To implement SLM the following
aspects should be taken into account:

@ definition of service level compo-
nents or objects that can represent
the service with a number of
parameters showing how well the
service is provided;

® definition of the SLM policy to be
adopted determining rules,
activities and constraints;

@ identification of a proper organi-
sation ensuring that the right
people are involved at the right
time to carry out SLM;

® definition of formal service level
agreements; and

@ identification of proper operations
support systems, if any.

The definition of SLM objects can
vary depending on the environment
involved but the related parameters
usually describe such aspects as
availability and quality of service.
Aspects related to the object’s
criticality and time-of-day relevance
are also taken into account. Objects
and related parameters have to be
instantiated to represent real service
instances.

As an example in the IT environ-
ment an SLM object can be a
workstation and related parameters
can be system availability and file
system status.

The definition of policy comprises
the specification of the processes and
interactions that should run to
ensure SLM operations. Processes
include:



® monitoring, which describes how
the SLM objects’ parameters are
measured and collected,;

® data processing, which describes
how data made available by the
previous process are aggregated
and elaborated;

® services maintenance, which
describes which actions should be
carried out (acting either
proactively or in reaction to
problems) to guarantee adequate
and constant levels of services; and

® reporting, which describes the
scope and format of data to be
recorded and made available.

To enable SLM an appropriate
staff of people has to be assembled,
defining who is responsible for doing
what and identifying a work flow
that minimises possible arbitrary
choices. Organising a proper staffis a
hard job and can impact significantly
on traditional structures, introducing
new interactions and responsibilities.

A service level agreement (SLA) is
a sort of contract that formally
defines what the service provider
commits to ensure to the customer in
terms of SLM objects and related
parameters. An SLA usually com-
prises some major SLM objects and
related parameters that represent
the service being provided. Consider-
ing the same example mentioned
above, if a workstation is an identi-
fied SLM object, an SLA could be
defined comprising that object and,
as related parameters, system
availability and file system status:
such parameters can be measured
and the following thresholds can be
agreed upon:

® system availability > 99-8%
® file system occupancy < 90%

SLAs are usually associated with
penalties that apply when agreed
thresholds on service levels are
exceeded.

Identifying clear SLA thresholds
on well-defined objects and signifi-
cant parameters enables a better
relationship between a service
provider and a customer:

® the service provider has to check
continuously that thresholds are
not exceeded (aiming if possible to
keep some conservative distance
from the thresholds); and

® the customer is aware of which
level of services can be expected
and is allowed to claim only if
thresholds are exceeded.

To establish effective SLM, the
adoption of an operations support
system (OSS) can be very helpful.
This becomes fundamental if SLAs
are defined. Only the adoption of a
proper OSS permits the service
provider to monitor the service levels
and adopt preventive and quick
corrective actions to avoid penalties.
Furthermore, use of SLA manage-
ment OSSs enables the performance
of the resources that are involved in
the service provision to be studied,
resources to be tuned to get maxi-
mum performances and differenti-
ated levels of services for different
customers to be dynamically defined.

Details about OSSs performing
SLA management on telecommunica-
tions networks are given in a later
section.

Service Level Management
Scenarios in a
Telecommunications
Environment

All the SLM concepts illustrate
above, including the definition of
policies and the identification of a
proper personnel structure, can be
applied to a telecommunications
environment. This paper, however,
aims at focusing on the definition of
SLAs and the architectural descrip-
tion of SLA management systems.
Such aspects are becoming more and
more important in the field of data
networks because of the specific
nature of those networks.

Basically, two main scenarios can
be mentioned here that occur in the
field of telecommunications networks:

(@) interactions occurring between an
operator and the end customer;
and

(b) interactions occurring between
two operators (either network
operators or service operators).

In case (@) the operator and the
customer agree to define a formal
contract referred to an SLA which
clearly states all objects involved and
expected levels of their parameters.

In case (b) the two operators
interact in such a way that, at least
for any specific exchange of data, one
is acting as the service provider and
the other as the customer. In this
case the agreements that can be
defined are referred to as operational
level agreeemenis (OLAs). From a
conceptual viewpoint an OLA is not
so different from an SLA, but from a
practical viewpoint some relevant
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differences may apply. Firstly an
OLA is often tied to some extent to
existing regulations and laws, while
in the definition of an SLA a major
role is played by commercial and
marketing aspects. Furthermore, in
several cases (for instance when an
incumbent and a newcomer interact)
service level objectives for the SLAs
can be deeply affected by the service
level objectives defined in OLAs.

For the sake of simplicity only
case (a) will be considered in the
following, focusing on an operator
which plays the role of service
provider (SP) providing services to
end customers.

The adoption of SLAs has become
consolidated when transmission
services (for example, leased lines)
are involved. In this case a few
metrics can be taken into account—
provisioning time, recovery time,
availability time—and the models to
define an SLA can be simple enough.
More complex scenarios will occur
when availability parameters
calculated according to sophisticated
algorithms (based on ITU M.2100 for
transmission lines) are adopted.
Similarly, when basic voice services
are provided (for example, intercon-
nection of new operators to the access
network of an incumbent) some
standard metrics can be defined that
can easily be monitored by using
capabilities available in voice
switches of central offices.

Scenarios including the provision
of data services are usually much
more complicated. In this case the
definition of SLM objects and the
handling of related parameters can
become difficult tasks.

A key issue is the collection and
accounting of measures related to the
objects’ parameters. This can be
accomplished in several ways:

® recording of rough data in major
network components and batch
transfer;

® collection of more sophisticated
and aggregated data through
intelligent devices; and

® use of distributed probes dissemi-
nated in strategic sites of the
network

Such data can be collected taking
into account that real time is not
required but a reasonable time
interval should be adopted if proper
reactions to failures and degradation
are addressed. Collection and account-
ing of measures data is a particularly
complicated issue when IP services
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are involved. A specific analysis can
be developed describing topics such as
the identification of IP flows across a
network and the implementation of
application aware devices.

The need for deploying OSSs
arises for data networks, as the
complexity of interactions involved
cannot be handled without such
systems.

Modelling Service Levels
Agreements
Defining an SLA involves a mixture
of administrative and technical
issues. Administrative issues refer to
the definition of all terms and
conditions that make the SLA
contract applicable and enforceable
including identification of validity
times, responsibilities, exceptions,
auditing policies, penalties, etc.

As far as technical aspects are
concerned, a major issue is to define
the right objects to represent a
service for the purposes of the SLA.
Such objects are also called service
access points (SAPs). For instance, in
the provision of frame relay or ATM
services, permanent virtual circuits
(PVCs) can be identified as the SAPs.
Logical and/or physical local area
network (LAN) interfaces can be
considered when IP services are
involved.

Two approaches are possible for
defining and handling SAPs:

@ identifying SAPs as logical
entities only, related to the
provision of a service; and

® identifying the mapping between
a SAP as a logical entity and the
underlying physical components
that are involved in the provision
of a service.

The approach adopted has
relevant consequences on techniques
that have to be adopted to collect and
manage SLA data and on the general
SLM policy that can be implemented.

Considering all the above aspects
described above a typical SLA can be
summarised as including:

@ customer identification and
related data,

@ contract details,

@ services profile and related data,

@® SAPs involved and related
parameters (for example, SAP
weight),

@ services instances involved,

® time intervals applicable and
exceptions handled,
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Figure 1—Architecture for data service provisioning

@ levels of service and penalties
defined depending on SAPs and
service profiles adopted, and

® reports to be made available to
the customer.

Focusing on data services, the
following architecture can be defined
to represent the provision of a service
to a customer located in sites A and B
(see Figure 1).

A point of presence (POP) is
defined as the interface between the
local loop and service provider’s
network. In the case of IP services a
POP can be an edge router for
permanent services and a network
access server for switched services.

Two different situations can be
envisaged to define SLA in the above
scenario:

® the service provider (SP) is in
charge of service support POP to
POP; or

@ the service provider is in charge of
service support end-to-end.

The second case applies when the
local loop and customer premises
equipment (CPE) are under the
responsibility of the SP. This usually
happens when the CPE is provided

and managed by the SP itself. SLA
thresholds can vary remarkably from
the first case.

In order to manage complex
contracts, SLA management systems
can be implemented, as described
below.

SLA management systems
Systems to carry out SLA manage-
ment are now becoming more com-
mon. Such systems implement the
modelling concepts described above,
adopting different solutions. A general
architecture of an SLA management
system is given in Figure 2.

The following considerations can
be applied when choosing a SLA
management product:

® models implemented in the
system (availability of a well-
defined object model, mapping
between logical entities and
physical entities);

@ scope of the systems in terms of
networks technologies that are
supported (synchronous digital
hierarchy (SDH), frame relay,
ATM, IP...);

@ availability of a database (exter-
nal versus internal, standard
versus proprietary, etc.);

Figure 2—Architecture of an SLA management system
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@ configuration capabilities avail-
able (dynamic definition of SLAS’
parameters, etc..);

® reporting capabilities available
(easy definition of forms and
reports, Web interface, etc.); and

@ interfaces available to other OSSs
(trouble ticket management,
network inventory, service
delivery, network performance
management).

Effective interfaces with other
0OSSs like network inventory and
service delivery are particularly
important for IP services as in this
case detailed information is to be
exchanged concerning service/
customer features and SLA activa-
tion procedures.

If the system adopted is well
focused on the services provided,
significant advantages may occur
including:

@ automation of SLA administration
activities;

® centralised control of the status of
services being provided;

@ full support for preventive and
corrective maintenance with semi-
real time monitoring;

@ the possibility of defining SLAs
differentiated for customers’
location, time of day, etc.;

® recording of data on a dedicated
repository and availability of
sophisticated reporting; and

@ the possibility of carrying out
detailed analysis to tune network
performances (capacity planning)
and marketing strategies.

As far as IP networks, the adop-
tion of a proper SLA management
system, using the right models and
sophisticated functions must be
combined with appropriate data
collection/accounting mechanisms.
Implementing SLA management of
IP VPNs and IP-based applications
means managing high volumes of
complex data.

SLA of IP Networks

The development of datacom-
munications networks is enabling the
definition of sophisticated services for
customers. Service have evolved from
time-division multiplex (TDM)
services through frame relay to ATM
and IP services. Such technologies are
much more complicated and require
huge investments to ensure that
networks are robust, flexible and
manageable. Huge investments are

however needed to competein a
liberalised market where customers
can be captured only by a sound
mixture of technological choices and
marketing strategies.

As a result of the considerations
developed in this paper investments
must be applied not only to the
network infrastructure but also to the
definition of a proper service level
management framework with a related
SLA management system. This is the
only approach that can guarantee a
strategic advantage and a satisfactory
control of cost to benefit trade-offs.

To give a flavour of the complex
scenarios that have to be managed in
providing IP services, a list of basic
SLA parameters specific to I[P
services is given below (considering
both permanent and switched
services). Such parameters should be
used in conjunction with the general
parameters given in the section on
‘Modelling Service Level Agree-
ments’. Thus for instance proper
measurement intervals should be
identified as well as proper weights
should be given to SAPs.

Parameters for permanent services:
global availability of SAPs,

SAP unitary availability,

access guaranteed bandwidth,

@ end-to-end guaranteed bandwidth,
@ transfer delay, and

® [P packets loss/duplication rate.

Parameters for switched services:
® global availability of SAPs,

@ SAP unitary availability,

@ successful call rate,

@ transfer delay, and

® [P packets loss/duplication rate.

In both cases, parameters related
to maximum response time and
maximum recovery time are usually
considered as well.

Conclusions

Service level management is becoming

more and more common as service
providers are competing in the growing
European data services market. A good
approach to SLM implies the definition
of an appropriate SLA and the
implementation of a SLA management
system. This is particularly important
in the field of TP networks. However,
the high level of complexity of such
networks and the low operational
expertise available to most service
providers represent significant hurdles.
Large effort is now devoted to clarify-
ing the enabling technologies and the

IP TECHNOLOGY

service scenarios that will rule the real
advent of IP.

Having achieved a better under-
standing of the TP world’, service
providers will very soon need to
differentiate from competitors and to
pursue best control of their resources.
At that stage definition of sound
SLAs will become a must to attract
customers. Implementation of SLA
management systems will be neces-
sary to manage a comprehensive
portfolio of IP services.
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PLANNING THE NETWORK

Johan Kardol and Paul Kallenberg

Benefits of Network Planning

and Design and Advantages

of Voice Telephony over ATM
in a Public Network

This paper describes the need for
a business-driven network
planning process and the
network vision of Lucent
Technologies in a fast-changing,
almost exploding, world of
telecommunications. At the
moment operators cannot predict
what the cost and profitability of
new service investments will be.
An integrated method has to be
used to link business objectives
and network investments in a
continuing way. An example of
the network planning process in
an application of voice telephony
over ATM (VToA) in the
infrastructure of an incumbent
operator is given.

Business Driven Network
Planning Process
eSS e e o)
Investment decision-making in the
dynamic revolutionised telecommuni-
cation industry environment must
take into consideration the strategic
value and implications of the three
fundamental external forces that
drive telecommunications change,
namely technology, user demands,
and industry structure. The selection
of basic technology options is expand-
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ing and for each option there is a
growing array of products from an
increasing number of suppliers.
Technology advances are producing
continuing price/performance
improvements in microelectronics,
increase performance in computing
and software technology and have
lead to a dramatic emergence of
photonics and lightwave communica-
tions.

The considerable decrease in
technology cost and the associated
increase in bandwidth/capacity
present opportunities for the creation
and delivery of high-value-added
services and applications, along with
opportunities for substantial increase
in business volume. The growth in
the on-line and Internet-based
services is one (important) example
of this effect. The result is a major
shift of the telecommunications
industry focus, from provisioning of
the basic resource (that is, band-
width) to competing in delivering
high value-added services to users.

Network planning and design are
key activities that have to be done
before a network can be imple-
mented. Results of the network
planning and design process deter-
mine the technology and type of
equipment to be used. This in turn
determines the cost of the network
itself and the cost of its implementa-
tion and operation.

The benefits of a well-planned
network are paramount in the daily
operations of a telecommunications
service provider. An effective design
maximises the revenue potential
from the telecommunications compa-
ny’s network, and allows it to satisfy

the demand of all its customers while
minimising the required capital and
operational investment.

The network planning process
enables the following:

@ identification of the network
implications of business direc-
tions, and other driving forces
such as competitive pressures and
environmental effects;

@ identification, analysis and
justification of investment
decisions in the emerging dynamic
telecommunications environment,
using a variety of engineering
economic methods and tools to
evaluate alternatives;

@ identification and analysis of the
implications of technology advances
and timelines in terms of time of
introduction, maturity, acceptabil-
ity, and standards, on business
processes, functions, applications,
and services; and

@ development of network
architectures that take advantage
of technology capabilities to
efficiently support business
application requirements.

Winning in the competitive
environment of today requires an
integrated network planning busi-
ness model that focuses (in a continu-
ing way) on giving feedback on the
performance of the network com-
pared with the requirements (see
Figure 1). At the moment operators
quite often do not know what the cost
of their operations are and cannot
predict what the cost and profitabil-
ity of new service investments will
be. Therefore an integrated method



has to be used to link business
objectives and network investments
in a continuing way.
Some aspects of this model are:
@ scenario planning,
@ economic valuation techniques,
and
@ risk analysis.

Scenario planning

The above mentioned modelling
methodology is based on a fre-
quently repeated study of scenarios
narrowing down from a wide view in
the early phases of a project (or
network operation for say new
entrants) towards minor differences
in later phases of a project (or in a
mature network of an incumbent
operator).

It is essential to consider a number
of possibilities and study all of them
in some detail, and compare the
scenarios with respect to strengths,
weaknesses, opportunities and
threats. A situation analysis has to be
done for: business mission, markets
attractiveness, existing competencies
and challenges, service opportunities,
competition situation and regulation.

To give an example for a new
entrant the following considerations
can be the starting point for scenario
planning.

In such a case there could be great
uncertainty (for example, about
customers or services); solutions are
chosen which are easy to change (like
the use of leased lines from the
incumbent)—these solutions tend to
be costly for starters, but flexible.

One important aspect is coverage
and hit rate, which could force
starters to invest heavily without
much return in the first phases; in
these situations (fixed) wireless
solutions can be an excellent and
flexible vehicle.

When, after a while, the situation
stabilises, then more cost-effective
solutions can also be chosen, like the
use of own fibre or exchanges.

Of importance for the scenarios is
that data transmission in the early
phases is the most costly part
(estimated 50-70%) of the network,
much more than switching. This is
different from the situation in
incumbent networks. Less costly
(estimated 20-30%) are the intercon-
nection bills from the incumbent for
the termination of calls. Even less
costly are the equipment costs
(estimated 10-15%).

A main theme in all scenarios
should be to find the right balance
between (un)certainty and costs.
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Figure 1—Integrated approach to network and business planning

Economic valuation

An economic valuation technique
always used in this respect is the net
present value technique and cumula-
tive discounted cash flows. As a
simple example, in Figure 2 invest-
ments of $100 M are made in year
one and returns are valued as high in
year 2-5. The free cash flows can be
higher, but the net present value is
less then $100 M taking into account
depreciation, capital expenditures
etc. In the example, the investment

becomes profitable after about 1:5
years.

Risk analysis

The Tornado diagram (Figure 3) is a
means to see very quickly what are
the most important factors influenc-
ing revenues in a particular scenario.
Dependant on the likeliness of
change choices can be made for one
scenario above the other. Tornado
diagrams take into account several
parameters and calculate for extreme

Figure 2—Example of cumulative discounted cash flows
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Figure 3—Typical Tornado diagram
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values of these parameters the result
on the net present value of the
operation. Furthermore, the results
are ranked according to size. Most
important is to do studies like this in
a continuing and systematic way.
Following these guidelines (only a
few of which are described here) will
give an important strategic advan-
tage and will link network technology
to business objectives.

Network Vision of Lucent
Technologies

EEm——— ===0u

Three basic technologies—microelec-
tronics, photonics, and wireless—are
disrupting the communications
marketplace.

== =1

® Microelectronics—or chips—are
continuing to follow the famous
Moore’s curve and are doubling in
capacity roughly every 18 months.

® Optical transmission capacity is
doubling every 12 months—by
increasing the capacity of a single
wavelength of light and by putting
multiple wavelengths of light on a
single fibre. Presently a
1 Terabit/s system running
400 km—the typical long distance
span—is possible. 1 Terabit/s is
enough capacity for all the voice
calls that take place around the
world at any point in time.

® Wireless capacity—the number of
calls in a given volume of air—is
doubling every 9 months as smart
antennas and ever cleverer signal
processing algorithms are intro-
duced.

These technology changes, along
with the introduction of packet
networks—either Internet protocol
(IP) or asynchronous transfer mode
(ATM)—are driving the march to
next-generation networks.

Two areas, technology and
regulation are shaping the equip-
ment supply environment. Regula-
tion has maintained a modestly
pro-competitive stance but on the
whole has not caused the level or rate
of industry change that was expected.
Regulation made it easier for new
entrants but is not the dominant
force in shaping the industry.

On the other hand, the rate of
technology change has surprised
everyone with the result that
relatively stable public network
architectures are now subject to
rapid innovation at all levels. The
combination of these effects has been
to create a significantly more
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complex supply environment. The
rate of innovation is dramatically
increased enabling many new
applications to be deployed (good
news), but at the same time increas-
ing the rate of obsolescence.

There are two reasons why the
explosion of data is happening now;
business demand and the supply of
innovative technology. This demand-
and-supply spiral has created the
Internet phenomena.

First, businesses have discovered
the potential to unlock dramatic
value in their core operations by
using data communications. An
example is the overnight emergence
of intranets as a knowledge-sharing
tool.

Second, on the supply side, it is
now possible to build applications
(intranets) using modular standard-
ised technology popularised by the
Internet.

An important implication for

service providers is that the business

of serving this demand will operate
under new competitive rules. It will
lead to a new industry structure
offering aggressive prices, new

network architectures, and finally an
unprecedented drive to offer services

across national and service provider
boundaries.

Three major technological devel-
opments can be recognised, looking

at the history of telecommunications

since the introduction of automatic
telephony:

® digitisation, first of transmission,
later of switching systems;

® computerisation of switching
control functions; and

® packet technology—in the telecom-

munication world, first in the

signalling systems and now as the

alternative to circuit switching,
while the Internet was designed

for packet switching from the very

beginning.

The three technological develop-

ments (digitisation, computerisation,

and packet switching) have had

major impact on the architecture of
telecommunication networks. While

the electromechanical switching
technology led to hierarchical
network structures (the tree struc-
ture of the numbering plan is

reflected in the switching hierarchy
of the network), modern telecommu-

nication networks seem to ‘flatten’,
to develop as an organic entity.
However, in our vision a more
functional structuring can be

recognised in modern network
architectures.

First we will take a closer look at
how the three technological develop-
ments have changed, and are
changing, the structure of networks.

® Digital transmission technology
brought high-bandwidth trans-
mission. The transmission price
per circuit is falling and the
bottom price will not be reached
within the coming years owing to
the progress that is being made
with optical transmission.

® The introduction of software
program control (SPC) created the
possibility for address translation.
While the classical telephone
network encompasses a number of
functions inside the network in a
distributed way (routing, charg-
ing, user identification, etc.), with
SPC call control functions were
split off and separated. The new
network consists of a number of
separated functions realised by
separate units in a flexible way
(call control; transport, access,
signalling). A strong example of
this phenomenon is the function-
ing of the Internet. A user can be
reached on a domain name
address. The domain name system
(DNS) translates the given
domain name into an IP number,
that is used by the network for
routing purposes. Thus, the
computer (the DNS server)
facilitates unbundled network
functions by translating the user
addresses (domain name) into a
technical number (the IP number).
In fact, this possibility can be
recognised too in the concept of
intelligent networks.

® Packet technology was initially
applied to achieve reliable non-
real-time transport over a net-
work, where data integrity was far
more important than the speed of
conveyance. Efficiency, since
transmission capacity is only used
when needed, played an important
role as well. There was a clear
trade-off between reliability and
speed of network transport:
packet switching stands for
reliable but slow (store and
forward); circuit switching is fast
but prone to bit faults. All this has
changed dramatically. With the
developments in optical technol-
ogy and with ATM and the new
developments in IP, the technology
of real-time transport with packet
(cell) switching is mastered, thus



combining the advantages of both
techniques: real-time transport,
efficiency in voice and data
networking and flexibility for
wider bandwidth applications. So
the principle of packet switching
may become superior to circuit
switching when it comes to
combining speed and reliability.

It is without any doubt that the
technological innovations described
above have greatly influenced the
architecture, planning and design of

modern telecommunication networks.

Below, the vision of Lucent
Technologies on the structure of the
near future structure of networks
will be explained.

Rather than a hierarchical
switching structure, a functional
architecture will be seen. In the
Lucent Technologies view on net-
works, a grouping in three functional
levels will occur (see Figure 4):

® the user services network and
service management level,

@ the core network level, and

® the access network(s) level.

The influence of the technology
drivers can be clearly pointed out in
this vision.

Servers provide for address
translation functions and network
management (upper network level).
On this level services applications
are handled: voice traffic, data
traffic, intelligent network (IN), IP
routers etc. These servers use the
underlying transport layer and the
access layer for connection with the
end users.

The availability of very high
bandwidths based on synchronous
digital hierarchy (SDH) and optical
transmission technology (dense
wave-division multiplexing
(DWDM)), combined with the notion
of packet switching being superior to
circuit switching, points to the
occurrence of wideband, data
switched transport networks: the
core network. This network has
become a unified transport for
different services: voice, data, video
and leased lines. The question
whether the concept of a unified core
network will ever enclose broadcast
services (for example, television),

remains unanswered for the moment.

Another question is what is the
nature of the future access technol-
ogy. Ongoing is the process of ‘fibre
closer to the user’: with optical access
rings, fibre-to-the-business and
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Figure 4— Network vision

passive optical networks (PONSs).
Without doubt user mobility will be
of paramount importance. If, as a
result, wireline access will become
less important over time is to be
seen. With technologies like asyn-
chronous digital subscriber loop
(ADSL), commercial exploitation of
copper wireline may be promising for
the future.

Example of the Network
Planning Process in an
Application of VtoA

Changing traffic mix is driving new
networks. Today, data traffic is
generally carried over circuit
networks that were designed for
voice traffic. In the future, as the
data traffic exceeds the voice traffic,
voice traffic will be converted to
packets and carried over packet or
cell networks. This will take place
because packet networks will be
more cost effective and because the
packet networks can more effec-
tively carry—and combine—a
variety of different multimedia
services.

Data and voice traffic have
different characteristics. Data traffic
has different holding times, bit rate
per call and revenue to the service
provider per bit transmitted, which is
another force driving new networks
designed for the traffic specifics.

Different types of operators will
have different network strategies as
a function of whether they are
starting from a ‘voice’ network or a
‘data’ network and as a function of
the market segments they wish to
serve.

At some point in the future,
however, these differing networks
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will converge around the packet-
optical core. The real trick will be
transitioning today’s networks
around that core in a way that rich
services—both existing and new—
can be provided to customers.

As a consequence of the above,
many incumbent operators face the
question of how to extend the
capacity of the circuit switched
network. Increase in traffic demand
caused by Internet traffic, IN
services and interfacing with other
licenced operator (OLO) networks
leads to capacity constraints in the
current circuit switched network.

One step towards a fully
packetised network can be to con-
sider planning for a packet core
backbone network. Some of the
advantages of such a plan will be
highlighted in the following. Voice-
over-packet technology offers new
network architecture capabilities.
This holds both for IP- and ATM-
based networks. Currently, ATM
offers better quality of service
guarantees than IP. Therefore, in this
context of the future evolution of
voice networks, we focus the discus-
sion on VToA.

Current circuit switched toll
networks usually consist of a full
mesh of toll switches (see Figure 5),
typically in the order of 40-70. This
leads to a number of logical routes of
the order of 1000. In the voice-over-
packet architecture, devices consist-
ing of three components will provide
the toll switch functionality:

® wvoice gateway, for circuit/packet
termination, packetising digit
collection;

® signalling gateway, for signalling
interworking; and
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Figure 5— Fully meshed circuit switched network

® feature server, for call processing
in cooperation with network
databases.

The switching function between
the voice gateways is done by a
limited number of ATM backbone
switches (see Figure 6). The number
of ATM backbone switches is consid-
erably less than the number of
gateways. The reason is that the core
switches are designed for large traffic
streams, optimised for STM-4
interfaces. Having one ATM switch
per voice gateway location, connected
in a full mesh, would result in a poor
link efficiency, and thus in high cost,
both of the ATM switches and of the
transport network.

Therefore, the number of ATM
switches should be minimal, taking
into account their maximal capacity,
and sufficient network and routing
redundancy in case of a failure of one
of the ATM switches. Typically, there
will be 5-10 ATM switches.

The architectural differences lead
to a difference in cost of the time-
division multiplex (TDM) and voice-
over-packet network, both from a
one-time investment and from a
yearly operational point of view. The
main characteristics are as follows:

® Cost per port of the equipment In
the TDM network, a call going
through a switch requires two
trunk terminations. In the voice-
over-packet case, the voice
galeway interfaces to the circuit-
based side of the network via a
traditional trunk termination. At
the other side, the voice gateway
has an ATM or IP interface. This
interface has lower cost per
circuit-equivalent than a TDM
interface. This even compensates
for the extra, but relatively very
small, costs of the core ATM
switches.

® Trunk efficiency The TDM
network consists of a full mesh
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between the circuit switches.
Therefore, there are many,
relatively small entries in the
traffic matrix, leading to a low
trunk efficiency on these direct
logical trunk groups. In the ATM
case, there are a limited number
of trunk groups between the voice
gateways and the ATM backbone
switches. Each has a quite high
traffic load, thus leading to a
high efficiency. The trunks
mentioned so far, are E0s.
Rounding these up to Els, again
gives difference in efficiency
between the two architectures,
for similar reasons. The differ-
ence may even grow further if
higher granularity (E3 or STM-1)
exists in the transmission
network. The difference in
capacity is reflected in the cost of
transmission. Its relative impact
on the total price depends on the
cost structure, in particular
whether or not leased lines are
used.

Silence suppression and voice
compression  ATM and IP allow
application of silence suppression
and voice compression techniques.
These will result in further
reduction of the required band-
width, and thus in savings in the
transmission network. However,
this has to be applied with
caution. In particular, these
techniques are not suited to fax
and modem traffic, and may even
lead to extra capacity require-
ments because of the additional
overhead.

Operational savings As men-
tioned before, the TDM architec-
ture has a much larger number of
trunk groups than the voice-over-
packet architecture. From an
operational perspective, there is a
close relation between the
provisioning costs and the
number of trunk groups. First of
all, the size of the trunk groups

Figure 6—Voice-over-packet architecture
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Figure 7— Life cycle cost comparison
of voice over TDM and voice over
packet

has to be determined, based on
traffic figures obtained from
measurements and forecasts.
Secondly, the actual provisioning
requires operations on each trunk
group. This means that the costs
of the provisioning will be
substantially lower in a voice-
over-packet network than in a
TDM network.

Cost resuits

As an illustration of the effects
mentioned above, an example life
cycle cost (10 year) comparison is
shown in Figure 7.1t is based on a
network with 50 nodes. The traffic
offered to this network is 375 000
Erlang. No silence suppression or
voice compression is applied.

Acknowledgements

E.Drakopoulos, Lucent Technolo-
gies; Regional Director Network
Planning EMEA; R.Cornejo, Lucent
Technologies; Manager Network
Planning; and H.Fischer; Lucent
Technologies; Manager Network
Planning EMEA.



Biographies

Johan Kardol
Lucent Technologies

'+ A
¢
Johan Kardol is regional Director
Network Planning and Design with
Lucent Technologies and is responsi-
ble for the design of public voice and
data network infrastructures for
customers of Lucent Technologies in
the European region. Customers are
incumbents and new entrants. Since
1970 he has worked at Philips
Telecommunication Industry, AT&T
and Lucent Technologies. He has
experience in telecommunications in
a number of assignments: responsi-
bility for development of telecommu-
nications equipment, project
management of telecommunication
projects, operational responsibility
for business networks and consult-
ant. Johan received a master’s degree
in electrical engineering at the TU
Delft.

Paul Kallenberg
Lucent Technologies

Paul Kallenberg received his mas-
ter’s degree in mathematics in 1975
at the University of Leiden, the
Netherlands. In 1979 he received his
Ph.D. in mathematics, also at the
University of Leaden. From 1979 to
1980, he was member of the depart-
ment of Statistics of the Centre of
Mathematics and Computer Science
in Amsterdam. Since 1980, he has
worked at Philips Telecommunication
Industry, AT&T and Lucent Tech-
nologies. He was involved there in
teletraffic engineering, in particular
on overload control, network
dimensioning, congestion control and
queuing problems. Since 1990, he has
worked on network planning. He has
experience in modernisation plans for
switching and transmission networks
in many countries in Europe and the
Middle East, cost comparison studies
for TDM and voice-over-packet
(ATM/IP) networks, in access
network planning projects and
planning of SDH and ATM networks.

PLANNING THE NETWORK

115



PLANNING THE NETWORK

Andy Pelling, Steve McNickle and John Hooper

Network Management in the
21st Century

The story so far....

Chapter 1—The Quest.
On a small blue planet in the outer
reaches of the Milky Way a rapidly
developing civilisation is becoming
increasingly hungry for information.
The dawn of the age has arrived
where it’s people have recognised
that ‘Knowledge is Power’ and
global telecommunications is the
key to unlocking that power:

Back on Earth, most of the leading
telcos have now embraced the
concept that superior operational
support systems (OSS) help to keep
them ahead of the pack by permitting
optimal network utilisation, reduced
cost, improved lead times, greater
efficiency and flexibility. Many
operators now have state of the art
20™ century systems in place such as
network infrastructure management
and process automation tools, others
are in the process of developing or
deploying them now.

Challenges addressed to date have
included:

@ reducing the need for detailed
equipment configuration knowl-
edge in the planning community,
and

@ automating the planning processes.

The combination of these can
dramatically increase productivity
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and asset utilisation, facilitate multi-
skilling and planning transportabil-
ity as well as enforcing best practice
and ensuring the adherence to
minimum standards.

This paper now poses the intrigu-
ing questions of what are the next
giant steps for mankind in the
telecommunications industry; where
do we boldly go beyond the OSS of
this century? As we all know, standing
still means the competition will draw
ahead and the race will quickly be
lost. It is therefore not an option.
Axarté is working with customers to
try and anticipate the operational
support systems requirements for the
next millennium. In such a rapidly
developing industry it is not practical
to plan too far ahead as technology
advances and changing customer
expectations are likely to revolutionise
many sectors of the market beyond
recognition in just a few years. For
example it was not so long ago that
many access providers believed that
they would have to bear the incredible
cost of replacing their copper net-
works with fibre. This strategy has
now been radically changed by the
development of technologies such as
asynchronous digital subscriber line

Figure 1— Over capacity, too early

(ADSL), which will give many access
networks a new lease of life, enabling
them to support the products of the
next few years.

One area worthy of significant
development is capacity management.
This in essence means a move from
reactive to proactive planning. Some
operators have networks with inher-
ent values in billions of pounds and
annual investments of hundreds of
millions. If these are not optimally
managed then the increased cost can
be huge. A saving of 1% may seem
small but in this context can be worth
several millions and is likely to pay
for the OSS many times over. Good
capacity management, in simple
terms, means having the right
amount of capacity in the right place
and at the right time. Put too much in
too early and return on investment
(ROI) is low. Provide too little, too late
and potentially huge costs are
incurred in reactive provision (fire
fighting) of short-term, poorly planned
network growth. In the worst cases of
course, customer orders are lost and
thus revenue reduces.

Figure 1 shows the first of these
shortcomings (that is, over capacity,
too early).
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How Do We Get There?

To be able to manage a network
efficiently, the starting point is
accurate records. Many have trodden
the expensive path of data cleanse
and the list is long and distinguished
of those that have spent vast sums
cleansing data but have failed to put
the systems and processes in place to
maintain that accuracy.

Emerging operators are faced
with the pressures of quickly estab-
lishing new networks and being able
to meet large volumes of customer
orders, Starting with a ‘clean sheet’
of records, they often believe that
data accuracy is only a problem for
the incumbents, it will however, soon
become their problem too and of
course the sooner it is tackled the
less the cost of data cleanse. Their
options are:

1 Incorporate systems/processes to
maintain data accuracy from day 1.

2 Wait until it becomes a significant
problem then undertake data
cleanse and option 1.

3 Undertake data cleanse every
couple of years or so.

4 Ignore the problem and reap the
consequences later.

To maintain accurate records,
network operators and equipment
suppliers require a process automa-
tion tool which can add to and make
changes upon the record data
automatically, removing the possibil-
ity of human error and not allowing
the process to be completed without
full databuild to predetermined
standards; and which updates, and
checks the integrity between,
dependent systems via synchronisa-
tion. Figure 2 shows the key ele-
ments and operations.

Assuming that an operator has
accurate records of all network assets
and the varying status of each

Figure 2— Process automation tool

BILL OF MATERIALS, WORK

INSTRUCTIONS, PLANNING

STATUS T0 PROCUREMENT/
FIELD FORCE/PROCESS

USER OR APPLICATION

WORK FLOW

| PROGESS ENGINE | SCENARIO HANDLER
: EQUIPMENT KNOWLEDGE BASE |

ENHANCED

OPERATIONAL
SUPPORT
SYSTEM e :
THIRD-PARTY
SERVER DATABASE DATA SOURCES

component, there are three main
considerations for using that data.

@ Firstly, the investment needs to be
exploited to the maximum; as
much available capacity as
possible must be utilised for
revenue earning products, or
leased to other operators or moved
to a location where it can be better
utilised.

@ Secondly, the operator must be
able to maintain the network at
minimum cost, by being able to
anticipate potential areas of
deterioration in terms of loss of
service or lower operational
parameters. When components do
fail they need to be located rapidly
and alternative network solutions
need presenting on-line.

@ Thirdly, consideration needs to be
given as to how this network will
evolve. In many cases this will be
growth although it must be
recognised that some platforms
are supporting dying or migrating
product streams and planned
downsizing can give gains in
reduced operating cost. Alterna-
tively networks may need to be
enhanced to support future
services. Individual platforms can
no longer be looked at in isolation
as most are linked by the service
streams they support. A new
generation switch network for
instance will have significant
impact upon the transmission
network.

Within the third point above the
current focus has tended to be on
monitoring for exhaustion. Simply
identifying redundant equipment
and turning off the power (which in
turn is loading vent plant) can reduce
operating and maintenance costs.

If we look at network growth,
which will account for a significant
proportion of a telco’s capital invest-
ment, the following factors need to be
considered.

Initially there are some key
business decisions to make, such as:

@® What will be the ROI for this
expenditure over its useful
lifetime?

@ Should I buy or should I lease?

@® What are the trade-offs between
incremental build (just-in-time)
and the economies of scale from
bulk build?

A good OSS will give vital infor-
mation, on demand, to support these

PLANNING THE NETWORK

types of decisions. Various scenarios
should be easily entered into the
system, which will be able to return
costs and resource requirements for
each scenario along with the capacity
profile that such a solution will
deliver.

If the decision is made to add to a
network for increased capacity,
trending and projections based upon
forecasts and weighting factors
should be available to the OSS user.
Armed with this information an
optimum build can be planned in
terms of topology and quantity.
Where a scenario for incremental
build or relatively small-scale bulk
build is identified as a suitable option
that will support projected demand,
this allows deferment of the capital
spend or redirection of it to other
requirements. Alternatively, for
certain types of networks where
intrusion can be costlyt and compo-
nents are not; bulk capacity build
may be desirable.

The enhanced operational support
system (EOSS) developed by Axarté
allows multiple scenarios to be built,
tested against and costed. One
scenario can have associated sub-
scenarios. Once a scenario is pro-
moted to the chosen option, a full
history trail is maintained of what
went before, and this history provides
a very important source of actual
time-based network changes.

Axarté is developing ways to
manipulate the network data to give
projections of capacity exhaustion,
over-provision, under-utilisation,
non-optimal topologies and opportu-
nities for directing sales to areas of
potential capacity exploitation. A
user will be able to display the
results of such network queries in a
multiplicity of formats. Automated
warnings can be applied or reports
can be initiated and then represented
as anything from a model of the
network at some pre-determined
future time to simple graphical
displays, such as pie charts and line
graphs or tables.

Thresholding, But Not As
We Know It!

P ===}

The ultimate step would be to trigger
a build at defined thresholds using
an automated plan-and-build process

1 Intrusion is manual work within the
network infrastructure with costs possibly
due to faults caused by these interven-
tions, or out-of-hours working to minimise
disruptions, etc.
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which also happens to be linear, does
the trigger point lead to the optimum
network build time. Figure 3(b)
shows that a higher demand will lead
to exhaustion in advance of the
delivered capacity; a lower or tailing
off demand means that capital has
been invested far too early and in
some cases there may never be a
return on part of that investment.

The two graphs show four possible
rates of growing assignments to a
network segment, which in simple
thresholding would not be trended.
New build would simply be triggered
when the set percentage utilisation
was reached. Taking the lead time
between planning/ordering and
installed capacity being available for
use as the green rectangles it can be
seen that the optimum point for
re-ordering will vary depending upon
the demand profile.

Capacity planning tools need to be
much smarter than just employing
simple thresholding. An application
must consider historic trending at an
appropriate level of granularity, and
take account of non-linear demand
(that is, seasonal variances, market
driven peaks, etc.). They must also
allow the input of forecast data and
weighting factors. Lead times and
safety margins can be built in to
remove the over-ordering of cautious
planners. Where rules are breached
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Figure 4—21st century thresholding

or overridden, flags or exception
reports can be raised. Another
requirement will be the ability to
consider both the physical and
logical/virtual components with
regard to capacity management.

Such a tool is effectively giving
the user a glimpse of the predicted
future based on the best information
to hand and calculations using pre-
determined logic rather than ‘intui-
tion’,

Figure 4 depicts both a simple
averaged projection (which is better
than percentage thresholding), based
on actual time-based information,
and a more sophisticated version
where other factors are taken into
account.

We Have the Power

Another key requirement for the OSS
of the future must be to empower the
customers to perform an appropriate
amount of system configuration. It is
not reasonable to expect that the
users, or even in some cases the
support/administrators, will have
software programming skills for the

application. They could however, be
guided through reconfigurations by
intuitive ‘wizards’.

This is true today for many off-
the-shelf home and office type
products. Not many users would
attempt to re-write their Internet
software but to reconfigure a new
modem for instance is a relatively
simple task using a step-by-step
wizard. Future systems will have
such tools available to the user
although full support will still be
available for those that prefer to
devolve such work to the experts.

Typical user or client configurable
applications may be to facilitate
process change, the introduction of
new equipment types or redefining
planning rules.

Management of the Fifth
Dimension?

One of the limiting factors of some
OSS products of the 1990s is their
limitation of working with either the
physical network components or at
the logical circuit level; few are
designed to manage both. Capacity



management tools and configuration
systems usually operate at the logical
level. Most planning systems can
only consider equipment components
and the connection between them, in
other words, three-dimensional
entities. We have already seen
previously that EOSS will allow
scenario planning and capacity
projections which are effectively the
fourth dimension (time). Beyond this
there is the concept of virtual paths
and virtual circuits which are
common with today’s technologies.
These logical entities (the fifth
dimension?) need to be managed in
an entirely new way from their
physically constrained bearers. If all
of these ‘dimensions’ can be handled
within one tool...........

Open Interfaces and
Intelligent Message
Handling

It is already the case that no one
system can provide a complete
solution for the many and complex
requirements of the telecommunica-
tions industry. This requires a range
of interface technologies being
supported by the OSS applications
and intelligence within the
messaging sub-system.

In today’s global market place
these applications could be geo-
graphically remote and in countries
of differing native languages. As
telcos expand they may take on new
partners around the globe, who must
also be incorporated into the overall
0SS environment.

Ideally a platform independent
messaging centre will handle this—
the Babel messaging centre (Figure 5).

This message centre will auto-
matically interrogate and direct
messages between applications and
guarantee delivery. But, what if this
system actually translated in real

Figure 5 —Babel messaging centre
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time the appropriate data within a
message to the native language of
the receiving system (or indeed
native languages of multiple receiv-
ing systems). How much more useful
any instructions and information
would become to the receiving party.
As an interim, applications
comprising an OSS need to be
capable of handling language issues,
such as menus, tool tips, icons, but
also including value translation.
Axarté is addressing these
international issues today.

Conclusion

Limited automatic planning is here
today. The next millenium will bring
automated proactive planning to
achieve maximum ROI and efficiency,
and integrated globalisation of telco
0SS:s.

For the 21 century, it looks as
though there will be life out there,
beyond the millennium, at least for
those telcos that have been planning
ahead and boldly going where no
system has gone before.

Now as for the 22% century, we
can percieve networks on chips that
intuitively plan and automatically
reconfigure themselves in anticipa-
tion of the next second’s capacity
requirements in direct communica-
tion with satellites. These will
provide access to a virtual datastore
the size of a peanut containing all
known data in the universe. The
location of the end user chip—a
cranial implant! Management of that
we will discuss next millennium!
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Jos Gerrese

Managing Quality of Service
in an IP Infrastructure
Environment

This article explains that quality
of service (QoS) depends on the
type of services, the construction
of networks and the requirements
of different customer groups. A
brief historical overview is given
on the developments and transi-
tions happening in transporting
electronic information over cable
systems, with major changes in
the areas of transmission
protocols and analogueldigital
conversion. An explanation is
given on the new converged
networks concept, highlighting
some consequences, an important
one being the fact that converg-
ing means compromising and
possible sub-optimisation.

The actors, the network, the
services and the customers are
each further analysed. The
consequences of increased QoS
requirements are investigated.
The conclusions indicate that
costs will increase compared to
today’s IP pricing level and that
a lot more attention needs to be
paid to QoS supporting technical
and administrative facilities.
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Introduction

Moving from the well-organised
world of the public switched tele-
phone network (PSTN), integrated
services digital network (ISDN), X.25
and private leased lines into the
wilderness of Internet protocol (IP)
networking creates a number of
issues. This together with the fast-
increasing demand for applications
based upon Internet/browser technol-
ogy makes quality management in IP
networks a real challenge.

This article describes some of the
background, some of the major issues
and ways in which they can be
brought to a solution.

Brief Historic Overview

Looking from the early days of
telecommunications to current
practice we see a development
starting a long time ago with ana-
logue voice networks; telex and
telegraph entered the world as the
first digital forms of data, running
over analogue circuit-switched voice
networks; and about 30 years ago we
saw the first data modem traffic,
running on the analogue voice
network. Later on we saw data using
its own infrastructure facilities like
X.25 packet-switched networks,
evolving into frame relay, some
asynchronous transfer mode (ATM)
and now transmission control
protocol/Interet protocol (TCP/IP).

In the meantime, voice has
transformed largely into a digital
format. The growth in volume of data
networks and the totally different
cost structure of those networks
make it feasible and attractive to run
digital voice on the back of digital
data networks. This is called conver-
gence in modern jargon.

Over time we have seen a com-
plete turn-around from all traffic
over a circuit-switched network to all
traffic over packet-switched net-
works. Will this be the end?

Present Situation
The developments as we see them
over the last few years show an
incredible growth of data traffic with
recently a strong focus on IP, mainly
supporting public Internet usage.
The main suppliers state that
network facilities are doubling every
3-6 months. This has resulted in a
frenzy of contruction of new transat-
lantic cable facilities.

Another important effect of the
Internet explosion is that huge
numbers of people are familiar with
browser-based applications, fast
access to all sorts of information and
global networking. It is no wonder
that the business community wants
to benefit from those developments
and opportunities, to carry out their
existing business better and create
new ways to perform new business.

However, rightfully they require
the same sorts of service and quality
assurances as they are used to with
the traditional communication
networks, like voice, telex, X.25,
frame relay etc. Furthermore, we see
that, because of new types of applica-
tions and business, demands for
various types and levels of security
services are emerging. Also we see an
increasing need to integrate services
at the desktop level, resulting in a
flow of digital data originating from
voice, data, and multimedia applica-
tions. The problem, however, is that
although it is all digital data, the
characteristics and therefore the
quality requirements from the
various applications and sources are




very different. Real-time and on-line
services like voice and video have
different critical quality parameters
than X.25 or TCP/IP data.

The Challenge

The challenge is how to bring law
and order into a network so that
individuals and corporations can
perform their businesses in a way
that is reliable and sustainable,
supported by service level agree-
ments, while keeping the flexibility
which makes the IP so attractive to
an increasingly large part of the
world population.

Directions of Solutions

E = E: = ==

A number of various service, network
and customer characteristics need to
be addressed to reach a situation as
described above.

The Network
IP networks and the TCP/IP protocol
are of the ‘send and pray’ type.
Packets will find their way through
the network up to their address
destination. This may go fast but it
could also take a very long time
before a packet arrives at the
destination and the response back is
received.

Basic QoS has three key param-
eters:

® network availability—up-time of
the facilities;

® round-trip delay—how long does it
take for a package to arrive and to
receive a response; and

® packet loss—if no transmission
path is available the service will
drop packets, which is registered
as such, but they do not reach
their destination.

Figure 1—Basic quality through non-
overbooking
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Figure 2—Quality reach extension through peering and interconnects

As long as traffic flows in a
network which, up to its boundaries,
is controlled by one network pro-
vider or IP service provider it is
possible to have strong controls in
place through network design,
network management and traffic
observations. As soon as packets
start hitting other network domains
which are beyond controlled reach,
QoS can no longer be managed. One
fully depends on management levels
applied by the other network
supplier(s).

Even when the other networks are
managed with the same QoS across
all connected networks, then still the
final quality is determined at the end
address by the design and perform-
ance of information servers, home
pages etc. There is very little oppor-
tunity to enforce quality at the very
end of the service.

The optimum quality arrange-
ments can be obtained by building
QoS agreements across networks.
This can be achieved:

@ first and foremost by expanding
the reach of the direct controlled
network as far as possible through
IP backbone structures; and

® secondly, through peering and
interconnect negotiations it is
possible to expand the QoS reach
in an indirect manner by agreeing
QoS parameters and values to be
respected by the interconnect
partners (Figure 2).

Interconnection of IP networks
takes place on three layers:

1 Peeringt in public Internet
exchanges Peering in public
Internet exchanges like in

1 Peering is a form of interconnect
based on the peer principle. There is no
accounting and no exchange of money
(‘peer’ = equal ).

Amsterdam, Stockholm, Paris,
Geneva and London is the most
simple way to connect IP domains.
In generally there are no QoS
objectives or guarantees.

2 Peering in commercial Internet
exchanges Commercial intercon-
nect exchanges like Telehouse in
London can apply at least a
certain level of quality require-
ments for those participating.

3 Bilateral interconnect
arrangements These are by far
the best instrument to get QoS
across IP networks.

The Services
A most common split in IP services is
based on the level of accessibility:

® Internet World Wide Web (WWW)
traffic, which is fully open and
public. No special quality meas-
ures are in place and quality is
largely determined by the various
Internet service providers (ISPs).

® Intranet traffic, which is fully IP/
browser based but access is
limited to a defined closed user
group through firewalls, filters
and passwords. This is mostly
used by corporations to run their
internal workflow and reporting
processes.

® Extranets, which are intranets
with wider access facilities,
creating a virtual business
community to exchange informa-
tion, to run critical processes and
especially to support logistic
processes: the order to delivery
chain.

From a different angle we see for
all those types the rise of electronic
commerce in various stages of
sophistication. Securityis the key
issue for this type of applications.

Services can further be divided
into: network services, communica-
tion services, information services,
transaction services (Figure 3). They
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ELECTRONIC DATAINTERCHANGE (EDI)/WEB EDI, ELECTRONIC PAYMENT SERVICES,

TRANSACTION TRUSTED THIRD PARTY/CERTIFIED AUTHORITY,

SERVICES CALL CENTRE PLATFORM
INFORMATION

SERVIGES WEB HOSTING, DIRECTORY SERVICES

COMMUNICATION 400NET, IP MAIL, IP FAX, MANAGED VOICE,

SERVICES UNIFIED MESSAGING, GROUPWARE

NETWORK MANAGED INTERNET SERVICES, IP-VIRTUAL PRIVATE NETWORK, IP-DIAL,

SERVICES MANAGED FIREWALL SERVICES

TRANSPORT WHOLESALE ACCESS/INTERNET TRANSIT SERVICES
SERVICES TRADITIONAL: FRAME RELAY, MANAGED BANDWIDTH SERVICES, X.25

Figure 3—The IP services value stack

each have their different quality
requirements.

The Customers
The users of IP facilities can be split
roughly into three categories:

1 private and residential users;

2 business-oriented users, small
businesses and corporations; and

3 professional Internet companies
like ISPs, application builders,
and information providers.

The main difference between
categories 1-2 and 3 is that 1 and 2
are users of the IP facilities but it is
not their core business. They use it as
a support facility to run their
business. Businesses in category 3
depend on IP for their core business.

It is clear that these categories
have different requirements with
respect to IP quality. Cost is the most
important issue for some customers,
with not too much emphasis on
quality, while for corporations that
run mission-critical applications
reliability and security are the most
vital points.

Consequences of Increased
and Differentiated Quality

SLAs without the proper measuring,
reporting and management facilities
in place. These are in fact new to the
IP environment and will therefore
have related effects on costs, opera-
tional staff, customer care, etc.

It can safely be stated that the
cheap IP Internet has to become
more expensive when all sorts of
quality measures and management
are added. At this point in time it is
still hard to quantify those increased
cost effects but they will be there for
sure.

As an example we can look at the
requirements from a voice-over-IP
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It is not possible to discuss QoS and

perspective, if we require a quality
level that matches with today’s voice
virtual private network (VPN)
facilities:

® We need to implement guaranteed
and delay-less throughput. In IP
this can be done fundamentally in
two ways:

—make sure there is always and
everywhere an abundance of
bandwidth capacity so that
congestion never occurs; and
—create special pre-reserved (like
circuit switching) facilities in the
network like RSVP, MPLS etc.

® We need to implement the
necessary operations and manage-
ment tools.

® We need to implement the
required administrative facilities
that can measure and invoice the
usage of special quality services
within the network and across its
boundaries.

@® It may be necessary to build more
resilience in the network itself

It may be clear that each of those
four mentioned points will increase
costs.

Conclusions

Because of the increasing need for

functionality and QoS it is most
likely that IP will not be the final
network stage and some new con-
verging structure with a mix of
packet- and circuit-switched ele-
ments will be developed.

As soon as QoS needs to be
delivered the costs of service provi-
sion will rise sharply above the
current prices as now applied for the
public IP Internet environment.

Through the fundamentally
different cost structure and more

efficient usage of the IP type networks

the total costs of converged services
networks may still be lower than in
the traditional network environment.

QoS depends on the requirements
of the various user groups and at the
same time on the functional require-
ments of the various service types
that run over the network. It is
therefore a complex mix of influences
which all need to be valued and
priced to reach and maintain a
profitable business.
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Alcibiade Zaganiaris and Achilleas Kemos

Economic Viability of

Advanced

Telecommunications Services

This paper presents a
methodology for the assessment of
the access network for the
residential and small business
user. This enables a global system
assessment and the identification
of minimum-risk introduction
strategies. The various network
alternatives are further assessed
using risk methodology. The
impact of critical variables such
as key component costs, civil
works, operation, administration
and maintenance (OAM) costs,
competition and demand
forecasts is modelled through
probability distributions.

Introduction
The world economy has experienced a
significant proportional shift of the
major sectors over the past 30 years—
agriculture, industry, services—in the
gross domestic product. The main
thrust of this movement has been a
steady decline in the shares of manu-
factured and agricultural products on
the one hand and an expansion of both
market and non-market services on the
other: finance, transport, tourism,
distribution consultancy, education, etc.
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While employment in industry has
declined over the past decade, services
have been the major job creator,
compensating for losses from industry,
though unable in Europe to create
enough jobs to prevent an overall
decrease in employment. Advanced
communications is a key factor in the
service sector’s role as a job creator.
The share of information-based jobs is
rising fast. Two basic elements are
needed for such services: unambiguous
standards and critical mass. The
attraction of a telecommunications
service depends directly on the number
of compatible users. Thus a new service
cannot really take off until a certain
number of users is reached. Once this
critical mass has been achieved,
growth rates can increase dramatically,
as in the case of Internet.

A virtuous circle of supply and
demand can be created only if a
significant number of market testing
applications, based on information
networks and services, is launched
Europe-wide, to create a critical
mass. The issue of critical mass is
even more crucial for peripheral
regions, where economic, social,
cultural and technical barriers are a
hindrance to the diffusion of such
services. Also, the business opportu-
nities for small and medium enter-
prises (SMEs) are limited by a
variety of factors such as human
resources and finance and the
difficulties they encounter accessing
appropriate information and being
integrated in the global industrial
fabric. The rapid growth of the
Internet illustrates the enormous
potential of new global networking
possibilities. However, specific
services adapted to SMEs’ needs are
poorly defined or missing.

Innovative use develops best when
driven by user communities together

with manufacturers and network
providers. Such uses assume the
availability of service-oriented
networks and open access for service
providers. Moreover, in a competitive
environment, new network infrastruc-
tures have to be viable in the usual
economic sense; that is, by minimising
the present worth of the annual
charges. Furthermore, the investment
must generate positive returns,
consistent with investors’ typically
short-term expectations. The decision
to invest in new technology is subject
to the risks and uncertainties inher-
ent in the competitive marketplace.
Technology-driven innovation is the
most costly route to a new product.
Diminishing the profitability of a
product limits a key source to new
investment. In the former monopoly
environment, network deployment
was implemented by a single regu-
lated firm. Product life times as well
as user numbers over time were then
predictable and the risks associated
with the investment were readily
known and manageable.

A number of studies have been
carried out in order to provide a sound
support to the strategic decisions of
the main actors in the field of access
network techno-economics. As a main
result, guidelines are provided to the
network operators for both the
selection of the candidate set of
services and the deployment of the
appropriate network architecture in
different operating conditions.
Additionally, considerable information
has been made available to the
manufacturers to make them aware of
the risks and opportunities of develop-
ing broadband equipment. Finally,
cost/benefit analyses highlight the
user’s point of view regarding the
opportunities of the various telecom-
munications services.
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Overview of the Techno-
Economic Methodology

The methodology is being used for the
evaluation of advanced multimedia
services and networks in a competi-
tive, deregulated environment. Fast
improving technology gives birth to
new alternatives, yet society’s ability
to fully exploit them still lags by
years, The scenarios studied include
gradual provisioning of services like
plain old telephony service (POTS),
narrowband integrated services
digital network (N-ISDN), asymmetric
switched broadband, symmetric
switched broadband and broadcast
broadband. The quality of the existing
infrastructure, the average subscriber
capacity demand and demography are
among the key elements likely to
affect the economic viability of access
network upgrade strategies.

The importance of key engineer-
ing parameters such as subscriber
density and civil works are high-
lighted through various sensitivity
analyses. The various network
alternatives are further assessed
using risk methodology. The impact
of critical variables like key compo-
nent costs, civil works, operations,
administration and maintenance
(OAM) costs, competition and
demand forecasts are modelled
through probability distributions.
The effect of a set of values of the
critical variables is calculated by one
program run. The risk is then
assessed by generating many values
from the probability distributions
and subsequently performing a large
number of program runs. The
parameters relevant to the engineer-
ing of the network, such as sub-
scriber density and type of civil
works are then defined. These are the
inputs to a geometric model which
calculates the overall cable length of
the various sections of the network.
The costs of the network components
are calculated using an integrated
cost database, containing data
gathered from many European
sources. The resulting discounted
system cost can then be derived.
Finally the overall financial budget is
calculated for the various architec-
tures by integrating demand and
tariff data with the life-cycle cost.
The database includes costs at a
given reference year for components,
installation, civil works, operations
and maintenance. Learning curve
data together with demand estimates
classified in relevant groups, are
included in the database. The
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demand for the services, which can
be provided over different network
architectures, is estimated through a
Delphi survey carried out in the
countries participating in the project.
The potential market and demands
are derived for each service. The
revenues, determined from tariff and
demand estimates, together with the
life-cycle cost, lead to the overall
financial budget of the system
considered. The impact of key
engineering parameters is high-
lighted through various sensitivity
analyses.

Different architectures which can
provide a selected group of services
are considered. Some key model
outputs are time series over the
study period, others are constant
values:

Investments are usually spread over
the study period. To get a single figure
of merit for the total investment, the
future investments are discounted to
the start of the study period using the

Component Price Versus Time

conventional discounting formula. The
total discounted investment cost is
usually called First Installed Cost.

Most often, the calculation
includes the revenue from the
services. This is derived from a
service connection tariff and by
estimating an annual tariff for each
service per connected customer.

Profits are calculated from the
revenues, investments, depreciations
and taxes.

Cash Flows are derived from the
other relevant economic parameters
in a standard manner.

Life Cycle Cost is defined as the
sum of global discounted investments
and global discounted running (OAM
inclusive) costs. This value repre-
sents the total cost for constructing
and running the network over the
study period.

Cash-flow is the difference between
the cash to be paid (negative cash-flow)
and the one to be received (positive
cash-flow) during a certain period.

The cost trends are described using the learning curve relation according to

Wright’s law:

P2n = K XPn

where P, and P are the prices for the completion of the 2n* and n'* units

2

respectively. Network components have been clustered according to the K

factor, subsequently used in the tool.

By combining a standard demand logistic curve for the growth over time of
the accumulated component volume with a learning curve, every component
can be classified by four parameters. These are the component price today
P(0), the learning curve coefficient K, the time it takes for the accumulated
volume curve to go from 10% to 90% of the saturation value AT and the value
of the accumulated volume today n(0), normalised to the saturation value.
The last parameter is the inverse of the assumed market potential. The AT
and n(0) are the only two parameters that need to be estimated by forecast
methods. The forecast function for the evolution of the relative accumulated

volume n(?) is given by

n(@®) = [1 + exp{In(n(0)*-1)-(2InYAT)x £}]*

where the only inputs are n(0) and AT The previous relation is now inserted

into a learning curve:

P(t) = P(O)X[ n(t)/n(0)]ee2k

This yields the final expression of the price of the component versus time:

P(t) = P(O)X[n(0)x{1 + explln (n(0)'-1)-(2InY/AT)x t]1}]e;K

which contains all the four parameters involved in the component price versus
time evolution. The asymptotic price level for long times only depends on n(0)

and is given by:

P(eo)= P(0)x [n(0)'Joe¥

and the slope of the price curve for small ¢ is proportional to AT .



Cash Balance is the cumulative
cash flow. A typical cash balance
curve for a network scenario goes
first deeply down to the negative side
because of the high initial invest-
ments. If the scenario is profitable,
the cash flow turns positive fairly
soon and the curve starts to rise. The
point in time when cash balance
turns positive gives the Payback
Period for the project.

Net Present Value (NPV) gives a
single figure of merit for a project. Its
definition is the sum of Discounted
Cash Flows plus Discounted Rest
Value of the project. NPV is a good
indicator for the profitability of the
scenario especially in these cases
where the Payback Period cannot be
used because major investments are
spread out in time. The weakest
point in this figure of merit is the
definition or calculation of the rest
value of the network.

Internal Rate of Return (IRR) is
the discountrate at which the NPV
is zero. If the IRR is higher than the
opportunity cost of money (that is,
interest of an average long-term
investment), the project is viable.

Cost/Benefit Analysis

Cost/benefit analysis is a prerequisite
to the ‘before’ phase of an investment
project. This is a process of making
shared assessments of investment
projects which identifies, measures
and compares actual and potential
costs and benefits of an application
over the entire application life cycle. It
incorporates all costs and benefits
incurred during the entire life cycle
and includes operating costs as well.
Cost/benefit analysis in TERAT
focuses on the end-user point-of-view.
The goal of cost/benefit analysis is to
assess the costs and benefits of new
telecommunications services to a
specific group of users compared to
the costs and benefits of traditional
solutions for this user group. This is a
critical step for decision makers, since
it helps to identify and manage costs,
run the project in a more business-like
manner, optimise return on invest-
ment and compare the financial and
non-financial impact of a project.

In TERA a number of appropriate
business cases have been chosen in
which the cost/benefit analysis is
applied.

1 Techno-Economic Results for Acts,
project No. 364 of ACTS programme of the
European Commission.

The framework for the cost benefit
analysis consists of six steps:

@ identification of key user groups,
life span of the application and
discount rate;

@ identification of benefits (by
business owner) and costs (by cost/
benefit project manager), both
direct and indirect over the life
span of the application;

@ calculation of net present value;

@ definition of key parameters and
performance indicators;

@ sensitivity and impact analyses;
and

@ assessment of the worthiness of
the project, evaluation of options
and go/no go decision.

The above framework has first
been applied to two selected cases, for
which reliable cost inputs were
available: tele-medicine and tele-
learning. The first results quantify
the relative savings due to new
multimedia services.

A cost/benefit analysis must be
completed before the final decision.
As the project goes along, the busi-
ness owner and project manager
track the costs and benefits to see if
the promises of the cost/benefit
analysis are fulfilled. If the scope of
the project is changed, the cost/
benefit analysis needs to be revisited
and readjusted to the new scope.

Cost/benefit studies are closely
linked to externalities. In models for
market demand in the case of network
externalities it is important to estimate
the willingness of customers and
potential users to pay for the services.
Cost/benefit analyses can help in
quantifying the willingness to pay for
different services and also in different
markets. Therefore the two analyses
should be combined when applying
them in business cases. Cost/benefit
studies require considerable resources,
especially for gathering the necessary
data. Therefore, a simplified cost/
benefit model will be derived and
inputs from other projects will be
possibly used to determine the costs
and benefits for the user. The objectives
of the cost/benefit studies are the:

@ identification of the costs and
benefits of a telecommunications
project;

@ use of the discounted cash flow
technique;

® calculation of the net present
value for after-tax cash flows and
comparison with the conventional
alternative;
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® calculation of the user’s willing-
ness to pay; and

@ cost/benefit analysis as a compari-
son of alternatives over a study
period.

Cost/benefit studies are likely to
estimate the impact of costs and
benefits of an advanced multimedia
service upon the user’s activity as
compared to the old conventional
alternative. In today’s competitive
environment, the end user increas-
ingly needs tools for measuring the
relative impact of various alternatives
in order to determine his/her strategy.
The final choice is not always
straightforward and a combination of
alternatives might be an acceptable
approach; for example, a short-term
option chosen as a stop-gap measure
and a long-term option also chosen to
maximise benefits over time.

Commonly, the time period
considered for economic evaluation
ranges from 5-10 years. For tele-
medicine and tele-learning, a time
period of five years was considered
appropriate, since new emerging
technologies may thoroughly alter a
scenario over a longer period.

Conclusions

Demand and tariffs have a major
impact on the viability of a particular
service, whereas the cost of technol-
ogy turns out to be of secondary
importance. The number of techno-
logical options is significant smaller,
if an adequate infrastructure exists
and the main geographic characteris-
tics are known. The uncertainties
associated with revenues are much
higher than the uncertainty on the
cost of technology.

The broadband upgrade of the
access network is of paramount
importance for the incumbent
operator. The costs associated with
such an upgrade are equivalent to
the overall costs of building a new
access network. Hence the existing
infrastructure has to be utilised in an
effective way.

The results achieved reveal strong
indications for high-tech teleservices
such as telelearning, for which the
most important costs are for labour.
Therefore, telelearning allows
substantial savings by sparing labour
cost during transportation time.
However, the labour costs of the
remote learning centre (help desk
essentially) may be key for the
economic success of the operation.
Thus, depending on the quality of
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service required, the degree of
interactivity wanted by trainees can
strongly increase the cost of
telelearning operations, if the time of
individual support greatly increases.
The transportation and accommoda-
tion expenses appear to be the second
important item, especially for long
distances. In comparison, the tele-
communications costs turn out to be
fairly low, even in the case of a high-
price connection time policy. The
same observation can be made for the
telelearning software tools.

Teleworking, information
services, and teleentertainment
stand out as the most promising
services for broadband applications
in the future. There will be a
substantial demand for broadband
services in the residential and the
small office/home office (SOHO)
market during the next 10 years.
However, households are not willing
to pay too much more for additional
broadband applications and addi-
tional capacity.

There is a wide range of tele-
medicine applications already
available but before any real market
implementation, deontological and
regulatory problems must be
addressed. There are two main
attributes of telemedicine: bringing
the patient closer to the health centre
and retrieving the appropriate pieces
of medical expertise. Their objective
is to favour the right diagnosis and
therefore to help take the correct
decision. Telemedicine implies an
improvement of communication
within the health world and a wider
dissemination of medical expertise.
Both telemedicine and telelearning
are of great social importance.
However, technologically advanced
network infrastructure is a prerequi-
site for an efficient take-up.

In conclusion, from a strict and
limited financial point of view,
telelearning is always profitable
when there are several hours of
transportation between the trainee
and the learning centre. However,
on-line telelearning also brings
additional benefits, in particular a
better reactivity for high-tech
companies needing to be on top of
available technology. Combined
with information available from the
Internet and specialised media, it
provides a tool of efficiency ena-
bling companies to be more com-
petitive.
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Mark Hoogenboom, Patrick Steemers and Albert Kuiper

Quantifying the Market
Demand for In-Vehicle
Telematics Internet Services

Three consultants give their views
on in-vehicle telematics Internet
services. They explain the
approach for creating a suitable
business case, in particular the
way to look at customer needs and
the playing field of the service
provider. Service pricing and
market size are estimated and the
business case issue is concluded
with a description on how to
structure in-vehicle telematics
Internet service development
projects, using the Web-enabled
Enterprise Framework. There
follows a description of the
technology required and what is
available today. Specifically
global system for mobile
communications (GSM) operators
are mentioned as they clearly are
moving towards services beyond
speech. The article concludes with
a business example of a company
using in-vehicle telematics.

Business Case

When looking at the business case for

in-vehicle telematics Internet services
one must focus on the perspective of
the occupant. This focus on an actual
user of the in-vehicle Internet service
is the same as the focus one needs to
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develop services on the ‘fixed’ Inter-
net. An individual (rather than a
company or government etc.) should
be the focal point as an individual will
generate the high-volume services
demand that can generate revenue.

The Driver and The
Passenger
For a driver who is a potential user of
thein-vehicle Internet services, the
journey is fundamental: it starts at
some moment and place, it ends at
some future moment at the destina-
tion. In between the driver and the
vehicle are en route for some time.

The geographical elements are: the
starting point, route and destination.
(Note that in this setting the driver
and optional passengers are taken as
the point of view. Someone will be the
owner of the vehicle, possibly the
same person as the driver, but owning
a vehicle is a completely different
setting, only touched upon here.)

For any person in a vehicle, three
aspects of the journey will be of
interest:

® the duration of the drive,

@ the route, and

® the current location and its vicinity
(a sphere around the vehicle).

For each aspect of the drive, the
driver or passenger will have a
different set of desires for in-vehicle
telematics Internet services. For
example, if the duration of the drive is
important because a meeting is
scheduled at the destination, the
driver will have a keen interest in
route information to ensure the
journey is completed within the
limited time. Another example is
when the driver or passenger(s)

develops a desire for a snack. Then it
is useful to know which shop will be
able to provide the desired snack
within a radius of, say, 2 km from the
current location.

In short, human behaviour during
a drive is important in assessing
which in-vehicle telematics Internet
service will be viable and profitable.

The Service Provider

From the point of view of a service
provider contemplating a business
case for any in-vehicle telematics
Internet service, providing informa-
tion in volume is important. Informa-
tion has a broad definition here which
will be addressed extensively in the
following sections.

Providing information in volume
implies that a service provider will
make a profit from selling a small
amount of information often. Hence,
the service provider should focus on
high-volume low-cost in-vehicle
Internet services.

To ensure that the vehicle is
capable of receiving the in-vehicle
Internet services, some basic hard-
ware must be available but manufac-
turers of in-vehicle telematics
hardware must realise that real profit
will be made in providing the services
through the hardware, not by selling
the hardware.

Now, the customer for any of these
services is only available while
present in the vehicle. This may sound
limiting, but remember that while the
driver and passengers are in the
vehicle, they have virtually no
opportunity to spend money on
anything. However, they do have the
time to select and buy, as they would
when cruising around in a huge
department store. Moreover, as the
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trip becomes boring, they will
undoubtedly develop the desire to use
their time in a more entertaining
way. And that is a perfect moment to
have them spend some money!

The price of a service—a packet of
information —should be low. So low
that one readily decides to purchase
the service, just like making a local
telephone call (who considers the cost
of such a call in advance?). Hence the
need for low-cost and high-volume in-
vehicle Internet services, like the
services on the fixed Internet.

There is one evident distinction
between a fixed Internet user and a
mobile one: being en route at a specific
moment in time with specific unique
requirements for that specific journey
will enable the service provider to
price a service based on these unique
aspects. Take two drivers, Roger and
Gerwin, who both start to drive from
A to B—this does not imply they are
two identical potential customers. If
Roger is on his way to an important
meeting, he will readily spend money
on route information that will ensure
that he arrives in time. If Gerwin is
just driving home, like he does every
day, route information is not a service
he is likely to buy. For Gerwin it
would be nice to know whether he will
be home in time for dinner, but
acquiring this knowledge has little
business value. He would settle for a
rough estimate like between 30 and
45 minutes’, taking into account all
route-related data that is available
from traffic information from the past
(historical extrapolation). Roger, on
the other hand, will readily spend a
Euro or two for exact, on-line, route
information that will guide him
around any obstacles to get to B in
time. Of course, the next day Roger
may be the ordinary commuter,
driving from A to C, while Gerwin
could then be the person pressed for
time on the same route.

Thus the profile of the customer is
not based solely on who the customer
is, but more on the situation the
customer is in. The customer’s
situation will have a huge influence
on the pricing of the service, and
therefore service diversification on the
quality of the information is essential.

The Size of the Market

Simple calculations show the sheer
size of the market. In 1995, people in
The Netherlands drove 138-1 billion
passenger kilometres. Assuming most
of these kilometres were on high-
ways, an average of 100 km/h seems
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a reasonable estimate (it may be less
in practice). This implies about

1-381 billion passenger hours were
spent driving or waiting as a passen-
ger to get from one place to another,
without spending much money. (The
only money they could actually spend
while driving was by using their
mobile telephone.)

If each journey lasts two hours
and two people were in each car, then
345 million journeys were made or
about one million journeys per day.
Every 700 km or so the car needs
refuelling, the only contact the driver
and passengers have with the sale of
goods and services during a drive.

So, in a country with one million
journeys every day, about two million
potential customers are available for
about two hours. Many are on their
way to work or to relatives and a few
are in a hurry and pressed for time.

Drive-In-The-Life-Of-A-
Driver

To understand how someone works or
acts, one should observe the person
for a day or so. This shop-floor
investigation approach, also known
as A-Day-In-The-Life-Of, is very
useful to understand what situations
a person gets into, what moods the
person is in, and what the person
actually does in the time available.
Analysing all the events will provide
a profile of the person’s day.

Let’s take three examples of
A-Drive-In-The-Life-Of-A Driver.

Drive one—short and familiar
The first drive is 10 minutes long, to
get from home to the shopping mall.
The driver is familiar with the route
and there seems very little to
consider in order to provide useful
in-vehicle telematics Internet
services to such a driver. Apart from
providing a parking spot and having
the essential groceries packed and
ready.

Drive two—commuter

The second drive is a commuter trip.
The route is not new, but there are a
number of different routes if the
standard route is really busy. The
journey will take between

30-50 minutes. This driver will be
interested in receiving:

@ timely traffic information about
options in the route, but only
when traffic is busy; and

@ entertainment through news,
music or other content.

The traffic information service must
be available before the route option has
to be chosen. This is obvious, but as the
exact moment of departure and the
estimates of traffic congestion are
dynamic parameters, it will be a
challenge to provide the correct traffic
information in time. The traffic jams at
any given moment are not important,
but the estimated traffic congestion
when the driver will be at the conges-
tion is. This kind of information
requires a huge number of calculations,
on top of the availability of historical
data, to provide a decision about the
optimum route. Moreover, if the
internal decision process of a person is
added to this, the mood the person is in
that particular day will be an influence
as well. The T wish to keep moving’
mood results in a different decision
from the T dont mind about anything
today’ mood.

Furthermore, as soon as a trajec-
tory has been chosen from which no
further deviance is possible, most of
the value of the traffic information
has gone. It can only provide im-
provements to the expected time of
arrival.

In short, the traffic information
must:

@ provide route options decision
support;

@ help determine the estimated time
of arrival; and

@ be tuned to a user profile or actual
user requirements.

Today, traffic information only
tells you where traffic jams are at a
specific moment. This is far from the
service a driver would like to have.

The entertainment service should
not be seen as a broadcast service as
provided by radio stations. For
instance, you may like to hear the news
as you drive off —not exactly on the
hour. For journeys less than 60 min-
utes, you may not be able to catch the
news at all if you are dependent on
radio broadcasts only. A News-On-
Demand service within the first five
minutes of any journey would be
useful. Moreover, the news content can
be based on a listener’s profile.

For the more recreational entertain-
ment, there are two important areas to
consider. Obviously, Music-On-Demand
would be an interesting feature, as it
is practically impossible to take along
all the music the driver would possibly
like to hear in the vehicle. Music that
the driver has a licence for, for instance
because it was purchased on a compact
disc, should be free of charge when



requested, and new tracks could be
bought on the spot.

The other important area is
something that resembles a talking
book. On request a text is read out
loud. This may be an e-mail, a book
or perhaps a lesson on some subject
the driver is studying. The service,
which can best be named Content-
On-Demand, will keep the driver
from getting bored.

Drive three—the Nanny-gator
Now the third drive is more compli-
cated. The journey will take about
two hours. The first hour and a half
is to get from home to the driver’s
parents where the children are
dropped off for the night. Then a

30 minutes drive is required to get to
the theatre to see the Cirque du
Soleil at 20:30 hours. It is Friday
evening, the schedule it tight and
traffic jams are likely.

In this case, the driver is not the
only potential customer of a serv-
ice—the spouse and children are
potential customers as well. What
would you personally pay for a
service to entertain your children in
the back seat for two hours? A
limited survey came up with an
estimate of about five Euro per child
per drivef. For this sum you could
have a Nanny-gator service, which is
the electronic nanny to help a child
navigate through the content it may
select. This children’s version of a
personal digital assistant (PDA) is
the personal digital Nanny-gator
(PDN).

As the schedule is tight and
rather complex because of stops and
the delays these stops bring about,
personalised traffic information is
useful to guarantee timely arrival.
The first leg in the route, from home
to the parents’ house, is familiar but
as time is critical all route options
should be considered to get to the
destination in time. The second leg
in the route is towards a parking
spot as near to the theatre as
possible. The route and destination
are unfamiliar and the driver will
require route information as de-

1 Based on interviews with:
Steven van Battum, Petra van
Krugten, Cobi Vroman, Lilian and
Dagmar Hoogenboom.

t CoEN, BoB; and HoOGENBOOM,
Mark. Web-Enabled Applications
Programmed On the Net (WEAPON)
Framework, How to become a Web-
Enabled Enterprise. McGraw-Hill,
1997, ISBN 0-07-011774-8.

tailed as to which turn to take. Also,
as parking is required, a parking
spot that is guaranteed to be
available would be important. On
top of this, the duration of the
second leg of the route is certainly
restricted, as the show will start on
time.

Allin all, for a drive like this, a total
of about 15 Euro for in-vehicle
telematics services can be considered
reasonable, as it will ensure the
jowrney and the event is a success.

Billing of In-Vehicle
Telematics Internet
Services

As most of the in-vehicle Internet
services will be low-cost (because their
benefit/value for the driver or passen-
ger is relatively small) billing must be
based on small amounts per service
delivered. It must be possible to make
a profit on billing a 10 cents service.

GSM operators, like fixed-line
operators, are able to bill these kinds
of services, as short telephone conver-
sations will result in small amounts to
be billed (such as 1 cent per second).
On the Internet a huge effort is being
made to be able to bill low-cost
transactions and this is expected to be
possible in the very near future.

Billing small amounts for
services has a very interesting
spin-off —the information acquired
about a customer (based on the
services requested) has premium
rate value on which to actively base
customer management. This alone
may be a good reason to provide
services with virtually no margin,
as the analysis of the acquired
services is a product in itself that
can be sold for profit.

Future Trends For
In-Vehicle Telematics
Internet Services

If any provider can bring the Inter-
net infrastructure into a vehicle, with
a bandwidth comparable to ISDN (or
better), a major outlet becomes
available for a plethora of services.

The Content-On-Demand service
will enable you to listen to your
personalised Half Hour News where
the news items are selected to your
specifications on that specific day.

If you get personalised routing
information, the system will know
where you are. This enables those
who you gave access to that informa-
tion to track you and then your
secretary will be able to tell anyone
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calling your latest estimate of your
expected time of arrival.

If you provide the system with
the route you are going to follow, in
order to get route-specific traffic
information, the system could easily
provide you with car-pooling candi-
dates waiting along the route. This
would introduce a just-in-time car-
pooling facility, in which the driver
gets paid a fair amount for taking a
passenger, while the passenger is
able to relax or work.

Develop the hand-held Nanny-
gator and you have the ultimate
learning and relaxation device for
any child.

How To Web-Enable A Car

To get a car on the Internet, to
Web-enable a car, is much more
than installing the hardware in the
car. It takes a whole new look at
system design and system develop-
ment to ensure that a feasible
system is developed. This look at in-
vehicle telematics Internet services
will be very close to the way we
look today at designing and devel-
oping Web-based solutions (Internet
solutions).

Some key features of such solu-
tions are:

® distribution is an issue—the
system is spread over a number of
moving vehicles (clients) and a set
of distributed servers (Internet).

® reliability is not 100%—the
chaotic system architecture on
which thelnternet is based on will
function most of the time, but not
all the time.

® fire-and-forget is a characteris-
tic—a service request result, for
instance a music-on-demand
selection, is sent to the customer,
but only if the network is able to
detect difficulty in delivery will
the sender be notified.

® a dynamic business case is re-
quired—due to the unpredictability
of services emerging, evolving and
maturing, the business case must
cater for quick changes: since
competitors can easily jump in at
any time, a fixed business case is
out of the question.

® long-term initiatives—short-term
benefits (quick wins) are necessary.

In short, it requires a adapted
project approach to be successful.
Cap Gemini developed the WEAPON
framework for Web-enabled applica-
tions for just this situationt.
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Mobile Internet Will Fuel the
Demand For In-Vehicle
Internet Telematic Services

More and more customers will choose
their service providers based on their
offering of personalised, tailored value-
added services. Mobile communication
and technology will increasingly
become commodities. In the battle for
customers, vendors are wondering
what services should be offered. One
way leading to the answer is to look at
what services are used by customers
today in other, non-mobile situations.

The Internet is services galore
Today services offered on the Internet
are being used by millions of users
every day. If one is looking for services
galore, surely the Internet is it.

First of all e-mail services over the
Internet have become a ubiquitous,
convenient way to communicate, both
for business and private goals. Also
1000 new services are launched every
day on the World Wide Web. These
range from news, sports, financial and
commerce to search-engines and
‘portal’ services, which help users find
their way and drastically influence
the way the Web is being used.

Internet technology is used
for intranets

Internet technology is being deployed
by companies to create their intranets.
Corporate intranets offer essential
applications and services (e-mail,
calendar, business process control and
information) to employees. Of course
these services are used in company
offices, but they can be used from a
simple home telephone line.

Taking the Internet mobile
Once the Internet can be used fully
mobile situations, potentially all
Internet applications will stimulate
the demand for in-vehicle telematics
services. It can be expected that the
person already using Internet
services will take the applications
and services he/she likes or needs
into the mobile situation, for reasons
of comfort, efficiency and mobility.

One could formulate the following
rule: People use services when mobile
only when they already use them in a
fixed situation.

Mobile Internet enables easy
service development and
distribution

Upcoming technologies for mobile
Internet will have a high impact on
the way in which new in-vehicle
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telematics services (location
specific, time-critical, sensor data)
will be developed and re-developed
in the next three years. This is
because in-vehicle telematics
services in the next three years can
be developed, based purely on
Internet technology. Internet
technology offers an easy world-
wide and open platform for offering
any kind of application. The
Internet is easy to access. Internet
standards (for example for e-mail
messaging, Web pages, file transfer
and software development (JAVA))
enable the easy development and
deployment of these applications.

Permanent mobile Internet
connectivity
New mobile Internet technology will
be based on a form of connectivity
that is (virtually) permanent, compa-
rable to the way people are connected
to their computer networks (LANSs) in
the office. Ultimately, mobile voice
services will also be offered over the
mobile Internet as voice-over-IP.
Based on the rapid technology
developments and the drastic uptake
of Internet services, it can be
expected that in-vehicle telematics
services and other mobile services
will be offered to individuals who are
permanently connected to the public
mobile Internet as well as to their
office IT facilities (LAN, documents,
services)—all in a mobile manner.

Third-Generation GSM Will
Bring Mobile Internet into
the Vehicle

GSM technology is rapidly evolving
towards its third generation. This
generation GSM is based on the
universal mobile telecommunication
system (UMTS).

Increasing GSM data speeds
UMTS will enable data speeds
ranging from 384 kbit/s to 2 Mbit/s
ideally, over 200 times the 96 kbit/s
available today over GSM circuit
switched data (CSD). The UMTS
data speed will be higher than
available over integrated service
digital network (ISDN) lines.

Data speeds of up to 2 Mbit/s allow
high-quality audio and video commu-
nications. Data access, file downloads,
webbrowsing etc. all work very
smoothly and rapidly at these speeds.

As a stepping stone towards
UMTS, the general packet radio
system (GPRS) has been defined.
GPRS is available today to GSM

operators who are implementing it in
their networks. GPRS allows for data
speeds in the range of 115-384 kbit/s,
enabling data communication and
audio streaming comparable to using
ISDN lines at home.

The mobile Internet protocol
(IP) is being defined

UMTS technology is expected to
enable IP-based communication and
applications. IP is the foundation
layer of the Internet today and is
constantly updated by the Internet
Engineering Task Force (IETF).
Under the latest Request for Change
(RFC2002), IP is currently being
optimised for the specific challenges
of mobile communications. Here one
can think of the challenges that come
with hand-over, roaming etc.

When UMTS is massively adopted
by the GSM network operators and
when mobile IP standards have been
defined, true mobile Internet access
will be a reality. Looking at how fast
the evolutions are taking place, this
will be in three to five years time.

Third-generation handsets

A lot of development is taking place
in GSM handsets. Leading manu-
facturers are currently introducing
handsets that are supporting the
wireless application protocol
(WAP). These WAP-telephones
feature a ‘micro-browser’ that
enables the user to view wireless
markup language (WML) pages.
This simple variant of web brows-
ing allows for such services as
flight schedule information, stock
information, traffic information, all
in a much more attractive and
intuitive presentation than seen on
current GSM handsets.

One advantage of third-generation
handsets is that service applications
eventually can be downloaded to the
handset dynamically. This allows for
updating of services, adding new
services or even completely renewing
the user interface and menu struc-
ture of the handset.

Technologies such as WAP open up
the way for the GSM operators to take
arole as a service broker, selecting
and offering third-party services.

Although currently WAP tele-
phones use the circuit switched data
and SMS facilities of GSM, later WAP
telephones can be fitted with GPRS or
even UMTS capabilities. In this way
the high-data-speed advantages of
third-generation GSM will be com-
bined with the latest user interface
developments. Third-generation



handsets will evolve into powerful,
flexible smart terminals.

Bringing Java to the handset
Evolution goes even further. Java is
entering into the GSM industry. With
its downsized Personal Java version,
Java is positioned to challenge WAP
in the future. A smart terminal that
is fitted with the Java virtual
machine will be capable of executing
any kind of application.

One can imagine that a GSM
handset running Personal Java is
capable of micro-payments, web
browsing, running audio and video
applications, executing spreadsheet
programs, e-mail applications, etc.

It is forecasted (by Yankee Group)
that no less than 600 million smart
terminals will be sold yearly
wordwide by 2005. This is over three
times as many PCs sold yearly today.

Clearly the future systems for
using in-vehicle telematics services
can be developed around third-
generation GSM (smart) terminals
that are fitted in the vehicle or that
can be taken out from the vehicle for
that matter.

Typical In-Vehicle
Telematics Set-Up

Until now three major developments
have influenced what in-vehicle
telematics will look like soon:

@ mobile Internet (mobile IP);
® third-generation GSM; and
® third-generation handsets.

A fourth source of influence can now be
identified—the significant evolution of
palmtop and handheld computers.

The market is divided between:

® palmtops/handhelds that run
Microsoft’s downscaled Windows,
called Windows CE; and

® hardware based on using EPOC
as the operating system, endorsed
by the Symbian Consortium.

Palmtop and handheld computers are
well positioned to take a role as the
device to use for in-vehicle telematics
services.

Microsoft has started the develop-
ment of the Auto-PC. A device that
can be fitted in any car like a car-
radio, running Windows CE, offering
the power of a PC to the driver.

With all these developments taking
place, the in-vehicle telematics
services set up will be very generic, for
example consisting of:

@ third-generation GSM (UMTS)
connection;

@ mobile IP protocols for communi-
cations;

® Auto-PC fitted in vehicles;

@ additional sensor equipment in
the vehicle, connected to the Auto-
PC through the PC bus interface;
and

@ third-generation GSM smart
terminals, running Personal Java,
also for use when out of the vehicle.

Applications will characterise
in-vehicle telematics set-up
The generic example hardware setup
described in the last paragraph could
run a set of applications for the user.
The set of applications that can be
expected to be used in 80% of the
vehicles in the future consists of:

@ a voice-control application;

@ a telephone application using
voice-over-IP technology;

@ a messaging application for
e-mail, using text-to-speech
technology for reading out
messages and speech-to-text for
dictation of e-mail messages;

® an Internet browser for accessing
information and dynamically
downloading new applications and
services;

@ a set of specific JAVA applications,
developed for this particular user
(home-grown);

® a set of industry defined and
developed JAVA applications for
general in-vehicle telematics
services;

@ personal radio, using IP audio
streaming technology (for exam-
ple, MP3); and

® video services, using IP video
streaming technology (for exam-
ple, RealNetworks’ RealAudio)

Mobile E-Mail: An Example
of Current Mobile Internet
Services

The first step being taken by the
GSM industry today is the offering
of mobile e-mail. With this service
the demand for e-mail services
(regardless the user’s location) is
being fulfilled.

Mobile E-Mail challenges and
solutions

With today’s GSM standard there are
basically two options for offering
e-mail:

® CSD is used where the GSM user
sets up a data call at 9-6 kbit/s; or
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@® e-mail messages are delivered as
SMS messages to and from the
handset.

The first option requires the user
to use a PC or laptop to run the
e-mail software. The GSM handset
is connected to the computer with a
GSM modem. Here, the GSM
handset is only used for the data
connection. And here the drawbacks
of dropping connections, slow
download speeds and hand-over
trouble come in.

The SMS option forms a good
alternative to connecting to a PC to the
GSM handset. Firstly SMS allows the
service provider to notify the GSM user
that an e-mail has been received. The
user does not need a computer linked
to the GSM handset. Rather he/she can
read the notification information on
the handset’s display.

The next step is to enable
downloading of the actual e-mail
message text to the GSM handset
through SMS and then to allow the
user to send commands to the e-
mail service, by using SMS mes-
sages; for example, issue a
command such as ‘GET MAIL to
download e-mail.

A step further is to also allow
sending of e-mails by using SMS
messaging.

Example of a Packaged
Service, Combining GSM,
E-Mail and Internet:

The Mobile Internet
Service Provider (ISP)

Several GSM operators have
already launched mobile Internet
and e-mail services—including
Europolitan, Bouygues Telecom and
Itineris. One reason for providing
this is that it makes it harder for
users to churn when their e-mail
address is tied to the GSM tele-
phone service. With the upcoming of
number portability, where users can
switch operators and keep their
GSM number, mobile e-mail gives
operators a new weapon to fight
churn.

GSM operators today invest in
mobile e-mail and Internet platforms
that have been developed by such
companies as Comverse and SendIt
AB. Sendlt offers the comprehensive
Internet cellular smart access (ICSA)
platform that allow GSM operators to
launch mobile Internet services in
months.

In general, mobile Internet and
e-mail service offerings consist of:
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an e-mail box on the GSM opera-
tor’s mobile e-mail and Internet
platform;

SMS notification of incoming
e-mails, with filtering options so
that only notifications are sent for
e-mails that meet certain condi-
tions (for example, sender, subject,
time of day, etc.);

SMS e-mail receiving, sending,
replying by SMS commands, all on
the handset;

a web interface through which the
user can access his/her e-mail box,
regardless of how they access the
Internet; and

a web site for self-care, where
users can set their preferences.

Some operators package this

complex process. It is tightly linked to
service level agreements, to the history of
the equipment and
requests of the customer. The whole
value chain, including the supply
chain to the division’s home locations
and other suppliers, need to be
integrated. The margin for the
division is very dependent on the
timeliness of actions—the move is to
just-in-time service.

Current trends exist that have an
impact:

@ Intranets, with supporting
applications that fit into the
service areas will be a key
element. The trend is to have
dedicated IT platforms and IP-
multimedia databases. An exam-

relevant feedback to product develop-
ment in a shorter cycle.

® Multimedia is a key area, with
videoconferencing. GroupWare
applications with shared user
interfaces will allow group
collaboration. Thin-clients will
facilitate the task of distributing
functionality to the field.

Mobility

The servicing on-location and in the
field with tight integration in (near)
real time with the back-office,
warehouses and schedules implies
that there are ways for mobile data
communication. Repair process
integration is the new way of work-
ing aimed to lower the time spent,
the travel, and be ahead of events.

service with dial-up Internet access.
To enable good-quality Internet
access when the user connects by
using the GSM telephone (using
CSD), the operators set up their own
GSM access point, or GSM point of
presence (GSM PoP).

This gives the operator full control
over the quality of the Internet access,
because:

@ the operator controls the access
point and the backbone network
behind it; and

@ the operator also provides the
actual Internet backbone connec-
tion through which the users
access the Internet.

Also, the operator is in control of
the charges to the user for the GSM
Internet connection. To stimulate
traffic the operator can set this tariff
to a very attractive level, comparable
with a local call charge.

The GSM operators who offer
these services today have created
their stepping stone to offering full
mobile Internet and mobile IP
services in the near future.

Business Example: A Heavy
Duty Construction
Equipment Division

For a heavy-duty construction
equipment division it is essential to
identify important information and
communication technology (ICT)
trends in the short term, aligned to
the business service strategy of the
organisation’s construction equip-
ment operating companies.

Integration of information

Servicing for the heavy-duty con-
struction equipment organisation is a
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ple of this trend is the new
Oracle8i Internet server that
provides low maintenance cost
with high applicability.

The Internet will become a de-
facto standard for business uses.
This will provide a common look
and feel and promote user-
friendliness.

E-commerce is a trend that has an
impact—for a heavy duty con-
struction equipment division it is
probably not deployed in the sense
of web-based selling, but may be
rather in the linking of procure-
ment and authentication of
partiesin the transaction. In
addition, customers can do self-
administration directly through
web access to define the specific
planning of service needs.

Remote integration of the
workforce leads to the question of
identification, authentication and
authorisation of users. SIM cards
will provide a level of security of
the sensitive databases and
transactions.

The sharing of knowledge is key to
servicing. Knowledge systems
allow the field force to have access
to relevant information and
responses to their questions and
queries.

Another key element is the
capability to detect trends and
patterns from the information
that is received from the field. The
trend is to deploy datamining
tools such as Omega that can be
tailored to fit the purpose to
detect patterns of breakdowns or
correlation in service elements.
These tools allow the sales-force to
keep track of trends in sales and
parts supplies and allow them to
be proactive. It will provide

Current capabilities exist in GSM

modems for file access and e-mail
support. But the next few years show
that improved datacommunications
services will appear.

® The GPRS mobile data communi-

cations service will become
available, first of all in the Nordic
countries, in Q3 1999. The GPRS
standard will allow multimedia
support up to 115 kbit/s—allowing
video-stills and videoconferencing
to take place between locations—
for review of instruction material
to the field force and sharing
(static) pictures of the serviced
objects with back offices.

The wireless access protocol
(WAP) will provide the mobile
user direct access to the Internet
and become available before 2001.
Portable PCs will become avail-
able with the direct-to-air inter-
face on GSM standards, improving
reliability—a key element for the
rough environments that the
organisation services.

GSM air interfaces can be inte-
grated to remote sensing appli-
ances.

Mobility and direct access to
computer systems with vital
information means that attention
needs to be given to identification,
authentication and authorisation.
New-generation SIM cards will be
able to be programmed such that
the user can be securely accepted
into corporate systems and
initiate transactions. PCs can be
linked to mobile handsets for
these enhanced datacommun-
ications services.

The fast advances of datacommu-
nication show a trend of a drop of
the cost of transport.



® Where no GSM network is
available, the datacommunication
can be provided through satellite
services such as the Iridium
network (though with a cost
disadvantage). Standards are
being prepared for this access: the
global mobile satellite services
(GMSS).

Telemetrics

A key element in being pro-active is
to have good information on the
current status of the equipment,. If
the service level agreement identifies
a maintenance based on hours of use,
then the availability of this informa-
tion is key to just-in-time servicing.
Telematics applications can provide
this information and provide this
over the air to enable planning.

® In-vehicle telematics is a key
research topic for Volvo. The
information is provided over the
air via GSM SMS messages. Also
Siemens is developing a wide
range of rugged GSM industrial
grade transmitters that can be
embedded in equipment and fitted
with PC interfaces.

@® Sensors are being developed for
special purposes, such as analysis
of wear and tear. Also for analys-
ing acidity of oils, for gauging oil
pressures and temperatures. Their
information can be stored locally
in the vehicles or equipment or
transmitted to base stations for
analysis.

The use of these new develop-
ments will give organisations an edge
in attracting new and keeping
customers, and the capabilities thus
developed will enhance competitive-
ness in other lines of business.
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Alison Brady

Formulating Strategies for a

Competitive

Telecommunications Market

In constructing a market strategy, a telco needs to determine the sizing
of the market it wishes to service. A balance must be achieved between
the level of capacity and the reach of their various networks, maiched to

the predicted market demand for each of these networks. The decision for

the telco to invest either through building its own networks or leasing
from other operators, will depend on how the marketplace is changing.
This in turn will be influenced by customer behaviour and how this will
affect market trends. The investment decision will also be dependent
upon whether the telco is an established operator or a new entrant.
This paper concentrates on the demand for residential services
provided over fixed and mobile networks. In particular, the trend for
some customers to disconnect from fixed networks and use mobile-only
services for their telecommunications requirements will be explored. The
implications for the balance that telcos need to achieve in the provision
of their fixed and mobile networks are examined. An interactive model
using system dynamics has been created to allow policy makers to
explore different ‘what-if’ scenarios. Thus the implications of various
proposed strategies can be investigated before a commitment to invest is

made.

The model allows a holistic view of issues such as how the number of
customers and usage will be affected by different tariffing structures. I't
also provides a method for determining the ‘churn’ of customers created
by a competitor announcing a cut in call costs. A further benefit to a
telco is that revenue per customer for the whole market can be
calculated. Ultimately, a more in-depth understanding of the
markeltplace is developed, enabling the creation of network strategies
that have a greater opportunity for successful revenue and profit
generation, as well as attracting and retaining a large customer base.

Introduction
In today’s fast-moving marketplaces,
all companies need to achieve and
maintain a strong competitive edge.
This is irrespective of the types of
products or services they provide.
With an ever-increasing rate of
change in today’s telecommunica-

Alison Brady:

BT Advanced Communications
Engineering

Adastral Park, Martlesham Heath,
Ipswich, IP5 3RE, England.

Tel: +44 1473 642758

Fax: +44 1473 620455

E-mail: alison.brady@bt.com

134

tions markets, this need is height-
ened. To achieve this, prices should
be keenly priced with a low cost base
and the highest possible return on
investment,

The trend today is for companies
to operate on an international scale.
This means working in an arena
where the working culture could
range from being vastly or mildly
different from that experienced in
the potential incomer’s ‘home’
market. Somehow an incoming
operator, whether telecommunica-
tions or not, needs to be able to
assess the market and decide where
to position itself, its particular
service offering with regard to

demand, competition and availability.
Prices also need to be set with regard
to those of the present local competi-
tors. Expensive mistakes can be
easily made in this environment.

As it is unlikely that all consum-
ers will prove to be equally profitable,
it is important to identify which
sectors are most likely to purchase
the services and which sectors of the
consumer market are likely to be
most profitable. It is important to
identify whether price reductions will
boost the uptake by a particular
customer sector. If so, how small can
this change be and still make a
difference?

In particular, the telecommunica-
tions operator needs to understand
the delicate balance between the
costs incurred by the customer, the
demand for services and churn.
Residential customers are particu-
larly sensitive to price, so varying the
tariff structure is one very strong
way of influencing customer demand.
It can be used to grow or restrict a
particular market according to a
company’s ability to service that
market. However, it can be difficult
to appreciate holistically how the
changes to one market sector would
affect another.

A generic systems dynamics
modelling technique, using the
PowerSim tool has been developed by
BT. It assesses the dynamic effects of
market size, customer propensity to
change, tariffing and revenue
generation in a competitive mar-
ketplace.

Understanding the Problem
Space

The basis of this paper is to consider
a fictional country of 10 million
potential customers. The market has



been split into different types of
telephone user:

® Fixed+mobile: Users with fixed
and mobile telephony are specified
as definitely subscribing to fixed
telephony. They may or may not
also subscribe to mobile services
and mobile telephony.

® Mobile-only: Users definitely
have mobile telephony and do not
have fixed telephony.

Initially, there is only an incumbent
network provider who has an estab-
lished fixed network and an estab-
lished mobile network. The bulk of
these customers use fixed lines for all
communications from home, including
all Internet requirements. This is
partly due to cost and partly due to bad
reception by the mobile receivers. So, it
is altogether a more robust option to
use the fixed line network for these
calls. This is a growing market, with
more and more of these customers
going ‘on-line’ using the net for e-mail
communications, shopping and surfing
the Internet. The incumbent is
satisfied that customers are happy
with this, asit has deliberately made
sure that its tariffing structure means
that fixed calls are much cheaper than
mobile ones. This reduces any demand
to have its mobile network and/or
handsets improved. The incumbent
operator has also made a policy
decision to make minimum invest-
ments in the mobile area. The
fixed+mobile customers also have
mobile telephone communication
ability but this is very much for
convenience when out and about, as
the network and handset capability is
more than ample for the demands of
voice traffic.

Customers who have mobile-only
communications tend to use the
mobile telephone for convenience.
The split of these customers between
fixed+mobile and mobile is as shown
in Figure 1.

This graph shows the tendency of
the telephone population to switch
away from mobile-only usage to using
fixed+mobile for calls as their
average call minutes per month rises.
Consider as an example, if the
population on average uses the
telephone for just five minutes per
month, then it would be forecast that
520 000 customers would use mobile-
only and 480 000 customers would
use fixed+mobile. Above 5 minutes
per month average usage, more
customers will use fixed+mobile
compared to mobile-only. For exam-

ple, at 100 minutes average usage
per month it would be anticipated
that 280 000 customers would have
mobile-only compared to 720 000
customers with fixed+mobile. The
rise in minutes usage may be due to
Internet traffic or voice, but it still
creates a tendency to switch away
from mobile-only. This may be due to
the higher stability of the fixed
network for Internet calls, the level
of the fixed network bills for voice or
a mixture of both. When the call is of
a shorter nature, then the conven-
ience of mobile still ensures it has a
reasonable take-up.

We will consider a new telecom-
munications operator who wishes to
expand its operations internationally
into this country, challenging the
position of the incumbent. We will
assume that this operator can
legitimately operate in this country.

Scenarios

Initial market strategy

The new operator is intending to
build and install only a mobile-only
network rather than incur the larger
costs (in both time and money) from
building and installing a fixed
network. Much of its own commercial
success in its home country has been
due to the time and money spent in
developing its own mobile network
and hand-unit products to improve
reception. It has also noted that the
incumbent is reluctant to invest in
this new technology and is keen to
reuse much of the development that
it has already acquired. The new
operator believes commercial success
here depends on a combination of
being able to acquire some of the

Figure 1—Incumbent operator's
market base
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incumbent’s custom, both fixed and
mobile, and being able to increase
take up of mobile telephony overall.

Initially, the new operator decides
to start up operations matching the
incumbent’s mobile tariff and relies
on innovators moving across to try
something new. It believes this
strategy will allow a chance to gain a
better understanding of the market
with little risk.

Figure 2 shows the split of mobile
customers between the new operator,
(line 2), the incumbent, (line 3), and
the sum of both of these customer
bases, (line 1).

It can be seen that just by virtue
of being a new operator in a previ-
ously stable market, a customer base
of approximately one-fifth of the
customers has been won over to the
new mobile network. Assumptions
made here are that there is a per-
centage of the customer base that is
willing to trial a new product. It may
be that, over time, these consumers
will return to the original network
operator’s services, whether mobile,
fixed or both.

The new network operator is
therefore keen to try strategies to
grow the mobile market and their
share of it.

Active market strategy

The new operator is intending to
compete directly on price. Mobile
tariffs are going to be slashed across
all market segments in an attempt to
woo both mobile and fixed customers
from the incumbent. It is confident
that its strengths with regard to
quality of service will attract and
retain any Internet users who may
be attracted on price rationale. This

Figure 2—Initial market share for the
incumbent and new operator

NUMBER OF
CUSTOMERS
(1000s)

500 v

400

w

200 |- 3\3
S

100 |

0 50 100 150 200
AVERAGE MONTHLY USAGE (CALL MINUTES)

—1— MOBILE_ONLY_CUST
— 2 NEW_OERATOR_MOBILE_CUSTOMERS
— 3 RESIDUAL_INCUMBENT_MOBILE_CUSTOMERS

135



MARKET DYNAMICS

NUMBER OF
CUSTOMERS
(1000s)

500 =

400

w I

300 -\3\3

200 |- R, SR

[ ——2

[

0 50 100 150 200
AVERAGE MONTHLY USAGE (CALL MINUTES)

—1— MOBILE_ONLY_CUST
-2 NEW_OERATOR_MOBILE_CUSTOMERS
—3— RESIOUAL_INCUMBENT_MOBILE_CUSTOMERS

Figure 3—Market share for the
incumbent and new operator during
a price war

strategy is initially very successful as
shown in Figure 3. This indicates the
number of mobile-only customers
that the incumbent and newcomer
might expect to gain as a function of
the average minutes usage for the
population.

The previous overall mobile
market levelled out at just below
300 000 customers (see Figures 1
and 2). These customers can be
considered as mobile ‘die-hards’.
These are people who would use
mobile no matter what the cost,
whether for convenience, need, or
image. Whereas the majority of the
customer base switches to fixed once
the particular average monthly usage
rises above a certain point, these ‘die-
hards’ do not.

Now, Figure 3 shows that in the
price war, this market is levelling out
around 450 000, an increase of 50%.
These are people who have been
influenced by the reduction in tariff
to continue using mobile-only. This is
a significant migration from
fixed+mobile to mobile-only.

For lower call minutes per month,
the incumbent’s mobile network
supports more customers but as the
usage increases, people are attracted
by the new operator’s prices and
move away from the incumbent. If we
look in closer detail at users who use
mobile telephone services for an
average of 100 minutes a month we
can see that the traditional operator
manages to hold 100 000 more
customers than the newcomer. But if
this average monthly usage rises to
200 minutes, the customer bases for
both level out to approximately half
of the ‘die-hard’ figure of 450 000.
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However, this is only an initial
gain. The incumbent will try to
retrieve these customers by a
mixture of tariff reductions and
fixed/mobile packages. The newcomer
will need to exert some effort in
retaining and growing their share of
the market. One way of doing this
would be to start identifying differing
requirements for different sectors of
the market and targeting each
segment with particular packages:
for example, cheap daytime Internet
access for students and senior
citizens.

Network Implications

Once we have gained an understand-
ing of the average minutes usage of
telephony by the customer base, the
division of the market share between
the incumbent’s fixed and mobile
networks and to the newcomer’s
mobile network can be calculated.
Consequently, each operator will
know how much demand will be
placed on its networks. This enables
calculation of network dimensioning,
associated costs, anticipated rev-
enues and ultimately anticipated
profits.

Conclusions

We have demonstrated a technique
that can be used to estimate the
churn of customers created by the
entry of new competitors, price cuts
in the marketplace’s tariff scheme.
The effect of price on the take-up by
particular market segments has also
been examined. This technique can
easily be extended to look at the
particular nature of calls whether
Internet or voice and any changes in
quantities of calls. These and other
‘what-if’ scenarios can be created and
the results interpreted as part of an
overall assessment of strategy
proposals.
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CHARGING INNOVATIONS

Meeting the Challenge of
Charging for ATM

ATM provides a flexibility that is
considerably greater than that to
which users of traditional
telephony services are
accustomed. This paper will
endeavour to establish a
framework within which ATM
charging schemes may be devised
and offered to the customer. We
shall look at some of the many
candidates for charging
parameters and will suggest how
they may be grouped in order to
assist the development of
charging schemes and the
specification of suitable facilities
in ATM switching fabrics. A
charging scheme structure
comprising parameters,
algorithms and price plans will
be suggested. This paper will also
look at how one may assess the
merits of a particular charging
scheme. Some proposed schemes
will be reviewed in the context of
the suggested framework and the
assessment criteria. The
conclusions to the paper will also
provide a brief forward look to
the directions that ATM charging
may be taking.

Introduction

We are now entering an era in which
many trial ATM networks are being
established, and some ATM networks
are starting to come into revenue
earning service. The operational
flexibility offered by ATM networks
provides a challenge of new dimen-
sions to the network operators and
service providers looking for suitable
charging schemes to reflect costs and
to match the wide variety of services

Eric M. Scharf: Department of
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and Westfield College
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that ATM can support. A further
challenge is to create charging
schemes that can accommodate this
new-found flexibility while at the
same time being customer and user-
friendly and easy to implement.

Charging is a customer-oriented
function of communications net-
works. The charging process for a
communications service may be
influenced by at least three factors:
marketing, political and technical.
Marketing decisions will often take
account of the perceived value of a
service to the user or the need to
attract users to new services. Politi-
cal factors are usually associated
with regulatory constraints. The cost
to the service or network provider of
an offered service involves traffic
measurement and is thus intimately
bound up with the particular commu-
nications technology being used; this
aspect is the focus of this paper.

Effective charging algorithms are
required to support the accounting
function within the overlying telecom-
munications management network
(TMN) and the study of such algo-
rithms has thus been supported within
the user-oriented ACTS programme by
projects such as CANCAN! and
CASHMAN?Z,

The Value Chain

The wealth of possibilities for
charging for ATM-based services
calls for a structure within which
such schemes may be developed and
appraised. After a look at the value
chain, we shall then take a closer
look at how an ATM charging scheme
may be structured. This will be
followed by a discussion of some
typical charging parameters and of
how they may be classified.

In the example in Figure 1, we can
consider four groupings: an organisa-
tion, a service provider, a network
operator and an infrastructure
provider. Of particular interest here

is the payment links between the
organisation and its service provider
and between the service provider and
the network operator.

The organisation could be a factory
producing some commodity. Staff (the
users) within the organisation use
telephones and fax machines. The
finance department of the organisa-
tion is the customer of the service
supplier whose operating section it
pays. If the ‘organisation’ is a domestic
consumer, both customer and user
may be the same person, or, the
customers may be the parents, and
the users their children! In this
example, the customer may deal with
the network operator directly, without
going through a service provider.

The service provider gives the
organisation access to the network
operator and the services the operator
provides. The enabler (part of the
service provider) will provide the
access by the user to the service
provider, and may get paid by the
operator party (part of the service
provider) for so doing. The network
operator actually runs the communica-
tions networks and the services hosted
thereon. The infrastructure grouping
provides the hardware and infrastruc-
ture of the network and its access lines.

Figure 1— Example of a value chain
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Figure 2—Charging scheme structure

Thus the enabler party within the
infrastructure grouping will install the
hardware and systems needed by the
operator, including the hardware and
systems needed to access the network.

Charging Schemes:
Structure and Parameters

The subscription part of a charging
scheme® consists of a set-up and a
rental charge (Figure 2). The former is
usually a flat charge and is sometimes
termed the joining fee for a service. The
recurring charge is often termed rental
and is often a function of time. There
may be several sessions* spread over
the rental period. Each session may
consist of several phases, each with its
own set-up and usage charges. In this
context, a phase® is a continuous period
during which none of the following four
parameters associated with an ATM
connection change: quality of service
(QoS), interruption of service (could be
considered as a degraded QoS), time
segment and traffic descriptor.

The usage part of a phase consists
of a charging algorithm, one or more
charging parameters, a price plan
and, possibly, one or more support
parameters. A charging algorithm
consists of one or more charging
functions in each of which the charge
appears as a function of the charging,
tariff and support parameters

described below. The charging
parameters quantify the ‘amount’ of
service used. The price plan consists of
tariff parameters that price the
individual amounts per unit, and of
tariff parameter values. Support
parameters may be needed to com-
plete the description of the charging
scheme. An example, covering the
phase access and usage part of a
duration-based charging scheme is
given in Table 1.

Charging Parameters are associ-
ated with network usage. Examples
include volume, duration, effective
bandwidth and contracted peak or
sustainable cell rates. Charging
parameters can have contracted
values such as mean or peak allow-
able cell rates. These contracted
values are known before a connection
starts to operate and can thus be
regarded as static, since the values
do not change over at least the
lifetime of a given phase of a connec-
tion. Other charging parameters can
be measured and are regarded as
dynamic (see below). Thus while the
number of cells (volume of cells)
actually passed by a connection may
not be known before a connection
starts to operate, this number may
theoretically be measurable.

Support Parameters may be
needed to complete the description of
a charging scheme, but are not

Table 1: Typical sample of duration-based charging scheme

Entity Symbol Typical unit

charging function C=Kxt+S Dollars

charging

parameter t = duration Second

tariff parameters K = constant Dollars/second
S = access charge Dollars
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charged directly. Thus extra volume
above some minimum agreed volume
may be charged; however, the extra
volume requires the measurement of
the total volume which is not charged
directly. Another example is instanta-
neous cell rate or bandwidth. This
may not be charged, provided it does
not exceed some agreed peak cell
rate, itself a charging parameter;
however, the instantaneous cell rate
must be measured.

Tariff Parameters put monetary
value onto service usage. Examples
are Euro/cell, Francs/Mbit, and
Dollars/second. The values of Tariff
Parameters are influenced by market
as well as technical considerations.
As stated earlier, for a particular
instantiation of a charging scheme,
the collection of tariff parameters
together with their values constitutes
the price-plan for that scheme.

A further useful classification is in
terms of static and dynamic param-
eters. Static Parameters are usually
known at the start of phase and may
also be known at the start of a
session. Static parameters may also
be fixed at predetermined times.
Examples are contracted peak or
sustainable cell rates. Static param-
eters are usually some function of:
® the objective ATM parameters as

defined by the ATM Forum (for

example, peak, sustainable and
minimum cell rates, maximum
burst size, cell delay variation,
maximum cell transfer delay and
cell loss ratio®, and

@® QoS classes.

Static parameters are usually
based on assumptions about source
statistics and are used by Connection
Admission Control (CAC) to reach an
accept/reject decision and to set up
the Usage Parameter Control (UPC)
(for example, leaky bucket) param-
eters.

Dynamic parameters are those that
are measured while the connection is
in progress or on the release of a
connection. These parameters are
used to establish the session-usage
charge and examples include volume
and duration. Dynamic parameters
are usually measured at the point at
which a user’s traffic enters the
network, but could also be measured
at the receiving end.

What Makes a Good
Charging Scheme?
How do we assess the merits of a
particular charging scheme? For the
customer, ease of use and profitabil-



ity are important considerations,
while the operator may be concerned,
not just with profitability but with
the effect of a scheme on network
performance and also with the ease
with which a new charging scheme
can be introduced®’.

Operator viewpoints

When introducing a new charging
scheme, simplicity in terms of the
required hardware and software will
be important. How easily can the
charging scheme be integrated into
the existing environment comprising
the host computer and the network
itself? Are the measurement require-
ments complex or constrained by
speed considerations? Does the
implementation of the charging
scheme depend on how it will
interact with the CAC and UPC
functions? Will the charging scheme
entail high customer care and
customer billing costs because of its
complexity and the need to educate
the customer about the basis for
charging? Can the charging scheme
be expanded easily to accommodate
the changing aspirations and
requirements of users, customers,
network operators and service
providers? To which service catego-
ries may the charging scheme be
applied?

The use of a charging scheme
should not adversely influence
network performance. A charging
scheme and its associated on-line
displays require computation and
network bandwidth resources. This
may reduce the bandwidth and
computational resources available to
the other traffic carried by the
network and may also influence
network performance. Computation
in real time may be needed to obtain
usage parameters such as time and
duration of connection, and mean
and peak cell rate; computation may
need to work with the UPC function.
In addition code and data sizes and
dynamic memory requirements
related to the computation may need
to be considered. Bandwidth may be
required to request and obtain
measurement information from, and
to send results to, other locations in
the network. How well does a
charging scheme foster the sharing of
network resources by a multiplicity
of uses? Does the use of the charging
scheme risk causing network traffic
instability or congestion? The
formulation of a charging scheme
should help the operator to predict
the effect a user will have on the

network. Thus a band-limited scheme
based on duration charging (for
example, as used for POTS) gives the
network operator information about
the maximum requirement a user
will make on bandwidth resources.

The ultimate purpose of a charg-
ing scheme is usually to generate
revenue and earn profit for the
supplier or operator. The scheme
should therefore facilitate the
identification and modification of the
relevant parameters. Such mecha-
nisms include peak-load pricing,
discounts for high usage, ability to
recover incremental costs, price
discrimination and ability to
response to elasticity in demand. A
usage-sensitive charging scheme can
help a network operator (NO) or
service provider to relate the price he
charges for a service to the use that
the service makes of network
resources. This can help the NO to
set prices that will ensure he recov-
ers his costs. The NO will usually
appreciate a charging scheme that
enables him to predict effectively the
revenue generated by a customer’s
use of a particular charging scheme.
The advantage to the NO is not only
an accurate revenue forecast, but
also a useful indication as to the
values to apply to the appropriate
tariff parameters. Uncertainty in
establishing appropriate tariff
parameter values could lead to
values being set too high with a
consequent customer rejection, or it
could lead to the opposite extreme
with consequent loss in profit.
Indeed, this uncertainty could also
lead to violent swings in the tariff
parameter values, before a steady
state is reached! Can the scheme be
fooled by the user? How adaptable is
it to changes in traffic conditions?
Additionally, a scheme that depends
on the content of a call can give the
operator flexibility in adjusting
prices.

Customer viewpoints

One customer survey (the CANCAN
User Forum?®), indicated that the
criteria deemed as most important to
the customer are the knowledge
required, predictability, ability to
audit the customer’s bill, and
whether or not the scheme is
resource based.

How much does the user need to
know about the workings of the
charging scheme? Does the user need
to pre-declare detailed traffic statis-
tics, the complexity of which may not
be commensurate with his math-
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ematical knowledge? How much
experience does the user need in
order to maximise his benefit when
employing the particular scheme?

The charging scheme should
represent value to the customer in
terms of quality of service and price.
Knowledge of the nature of (see
above), and experience in using, a
particular charging scheme could
help customers to maximise their
gains when employing the charging
scheme. This experience is fostered
by factors such as: usage sensitivity,
predictability, conformance to
contract and ease of auditing the bill.
Customers and users may like a
scheme that gives them the possibil-
ity of tuning and re-negotiating
prices for network resources accord-
ing to demand. The prices to be paid
for dynamic charging schemes are
additional complexity, bandwidth
requirement and computational
overhead; these can increase the net
costs to the customer. How secure is
the scheme? For example, consider a
charging scheme that samples
bandwidth at regular intervals; an
unscrupulous operator could ensure
that traffic is only measured when
traffic bursts occur. To what extent
can the charge be estimated before
start of the call? Is the tariff known
before a call?

Some Candidate ATM
Charging Schemes

We shall now turn our attention to
some possible charging schemes for
ATM. They all involve a need to
measure charging parameters
related to either time, cell volume, or
both.

Three term charging

In this scheme we have a charge C
composed of a flat rate term D, a
duration-dependent term and a
volume dependent term. In the
duration dependent term E is the
charge per unit time and t is the
duration or lifetime of the connection.
In the volume dependent term F' is
the charge per cell, and v is the total
number of cells passed by the
connection. The equation for this
scheme is as follows:

C=D +Ext+Fxv

While the tariff parameters D, E
and F are likely to be contractual, the
scheme, as presented, contains no
contractual obligation regarding
either the total number of cells to be
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passed by the connection or the
maximum rate at which these may
be passed. Hence the charging
scheme, as it stands, can offer the
customer surprises in the bill
regarding the resultant total charge
for the connection. In practice, the
operator has to rely on mechanisms
such as usage parameter control to
limit a user’s bandwidth. Such action
provides a means of predicting the
worse case effect a user might have
on the network and can help to
prevent network congestion and
instability

Flat-rate charging

The flat-rate charging (parameter D)
is very simple and has negligible
computational and bandwidth
overhead. It can thus easily be
integrated into a computing environ-
ment and into the network. However,
since it is not usage sensitive, there
are no inducements in the scheme
itself for the user to control his traffic
volume. However, flat-rate charging
is easy to explain to a customer who
might find a flat rate charge—if is
not excessive—quite attractive on
account of its simplicity and potential
to be profitable. It is a trivial task to
audit the bill that the customer
receives.

Duration charging

Duration charging, the second term,
is familiar to customers since it is
widely used in traditional telephone
networks, albeit with bandwidth
limiting. From the operator view-
point, duration charging is very
simple to set up and to explain to
customers. It is best suited to CBR
traffic. The bandwidth and computa-
tional overheads for running the
scheme are low. Nothing is said in
the contract about the traffic other
than its duration and the bandwidth
limiting imposed by the network. The
customer gets charged for a maxi-
mum bandwidth, even if he or she
does not use all of it. Hence the
scheme can be profitable to the
operator and it may also give the
operator some flexibility in determin-
ing E, the price per duration unit. E
could be based on some bandwidth
other than the peak value.

Volume-based charging

In communications systems the
commodity is information. One can
try and quantify this by relating the
amount of information conveyed by
a connection to some function
derived from counting the number of

140

cells or bits actually sent in that
connection. Volume-based charging
may be attractive to customers since
they are charged according to what
they use. This is akin to the way
customers are charged for mains
electricity. It has been suggested®
that volume-based charging could
especially suit users of available bit
rate (ABR) category services (for
example, those transferring files or
library information overnight)
where access and transfer times are
not important but space priority (no
cell loss) is very important. Versions
of volume-based charging are
Walker’s scheme!® for wholesale
charging and Viero’s scheme?®
involving traffic sampling. Volume-
based charging also features in
schemes based on effective band-
width and in dynamic charging
schemes that are considered below.

An attractive feature of the three-
term scheme is that it is simple
enough to be implemented easily in
silicon provided that the cell volume
counters are able to accommodate the
maximum expected cell rate; present
technology may limit this to about
100 Mbit/s.

Effective bandwidth

The effective bandwidth of a variable
bit rate (VBR) source aims to repre-
sent all the statistical characteristics
of the source by only one parameter.
The VBR source can then be charged
as a CBR source. The concept of
effective bandwidth is useful where a
link has a common grade of service
(GoS) parameter for each of the
traffic connections and carries
mainly VBR traffic, where each VBR
connection expects multiplexing
gains.

Possible candidates for this GoS
parameter are cell-loss ratio (CLR)
and probability of saturation.
Irrespective of the basis for its
calculation, the value of the effec-
tive bandwidth of a source usually
lies between the source’s peak and
mean bandwidths. The long term
average CLR is a natural choice,
since cell loss is a phenomenon that
users can readily appreciate and
the CLR can be measured and thus
can be audited after the call has
finished. For bursty traffic, the
probability of saturation (POS) is
the probability that some arriving
cells might be lost. While effective
bandwidth based on the POS is
easier to calculate, when compared
with that derived using the CLR, it
can be a very conservative esti-

mate®. However, the EB based on
the POS can be calculated'"'? for a
source, independently of the other
sources that are going to mix with
it, where all sources share a
common resource such as an ATM
link

The effective bandwidth is impor-
tant for several charging schemes
including Kelly’s and Botvitch’s
schemes. Kelly’s charging scheme® is
based on the use of probability theory
and requires knowledge of the statis-
tics of the ATM cell traffic generated by
the user’s source. Kelly’s algorithm
assumes the user has a source for
which he knows the peak bit rate as
well as the probability distribution for
the mean bit rate M, but not M itself,
The network operator (NO) uses this
information to construct a graph with
axes for effective bandwidth E(M) and
for the mean bandwidth M of the user.
A price line—

P=a+bM

—may then be drawn on the
same graph and moved across it in
a vertical direction. P is a price
proportional to the actual effective
bandwidth of the user, and @ and b
are proportional to charge per
second and charge per volume per
second respectively. A remarkable
result is that the declaration m is
derived from the point at which the
price line P just touches the curve
E(M), where E(M) is the effective
bandwidth derived the user’s source
statistics with M as the unknown.
The NO assumes that the user, in
order to minimise the charge levied
on him, declares a mean volume
rate m. The NO charges the user
extra for any excess effective
bandwidth the user uses above
E(m). The user may well end up
paying the NO for bandwidth above
the agreed E(m) value, and the NO
himself can not predict the value of
the mean bandwidth the user might
actually use—there can be sur-
prises for both user and operator!
On the other hand, the user may
use less than the declared E(m) and
may not get a corresponding price
reduction. The question of main-
taining a record of the various
values of E(M) over the lifetime of a
connection for customer validation
has not yet been addressed for
Kelly’s scheme. The NO must use
an on-line effective bandwidth
estimator® to determine the effec-
tive bandwidth actually used by the
user.



The Botvich Effective Bandwidth
Scheme? is based on the following
formula:

K=XTB)/STm)

where each connection i has a
duration 7', an effective bandwidth B,
and a mean bandwidth m. Z indi-
cates summation over all i terms. K
is the aggregate factor of proportion-
ality for i known connections. A new
VBR connection with mean rate m
will be charged in the same way as a
CBR source whose rate is B = K xm.
The network has to measure on-line
the mean rate of each new connection
but the effective bandwidth is now
derived from off-line measurements
that are used to derive the factor K.

Envelope Charging

The Envelope Charging Scheme, due
to Griffiths®*", offers no surprises to
user or operator, while at the same
time allowing for some burstiness in
the user’s ATM cell stream. The user
is given a statistical envelope that
he must not exceed. Poisson statis-
tics are chosen because of their wide
applicability and their linear
additive property. The Poisson
envelope can be enforced by a
Poisson statistical filter, which can
be implemented by a suitable
combination of standard UPC
components (two leaky buckets and
a small buffer with negligible delay).
Charging can be done on the basis of
connect time, which facilitates
validation; a record could also be
kept of the number of occurrences of
leaky bucket overflows (that is,
contract violations by the user). Of
all the charging schemes considered
above, the envelope method is
closest in concept to the original
telephone duration-based charging
scheme, while at the same time
recognising the statistical
multiplexing offered by ATM.

Dynamic charging

Dynamic charging may be defined in
terms of dynamic pricing and on-line
contract renegotiation'®. On-line
Contract renegotiation, in turn, can
mean in-call renegotiation or spot-
market re-negotiation.

Dynamic Pricing

The values of the tariff parameters of
the charging scheme can vary with
time. Prices varying slowly in
response to inflation or competitive
pressures or prices varying according
to some peak/off-peak scheme are

largely predictable by the customer.
On the other hand, the NO may need
to vary prices rapidly (for example, in
response to the need for network
congestion control), in order to
maintain a customer’s QoS, and this
may lead to surprises on the custom-
er’s bill.

In-call contract renegotiation
In-call contract re-negotiation is
usually a customer-controlled activity
and may be viewed as a means of
optimising charges and as a means of
adapting the traffic contract to the
bandwidth requirements of the
application, possibly irrespective of
the associated charges. Parameters
whose values can be renegotiated
may include the peak cell rate or a
QoS attribute. The Distributed
Pricing Scheme by Murphy at al. !¢

* for in-call contract renegotiation acts

as a CAC mechanism and bandwidth
allocation mechanism and is viewed
as offering the possibility of eliminat-
ing both the CAC and UPC functions.
Users (sources) compete for network
resources according to their indi-
vidual bandwidth requirements. For
this reason, users may not be able to
predict the final charge for any
particular call. Network resources,
such as signalling and processing
influence the effectiveness of the
renegotiation process'®!”. Renegotia-
tion with fixed phase lengths appears
to be robust with respect to the exact
phase length chosen, but advantages
to both user and network operator
vanish quickly with increasing
renegotiation cost. Renegotiation
with variable phase length is consid-
erably more complicated than
renegotiation with fixed phase
length, but results in better trans-
mission and renegotiation resource
usage. These results are valid even if]
before the call commences, there is
no detailed information available on
the bandwidth requirements that
will arise during that call. The
customer may be reluctant to
renegotiate to reduce his bandwidth
requirement if he perceives that any
advantage thus gained is offset by
the effort of the renegotiation process
itself. Recently, Bigham et al.!® have
applied a system of distributed
intelligent agents to the task of
resource management and charging
in ATM networks.

Spot Market

The telecommunications spot market
is important for service providers and
large corporate customers, since it
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will simplify buying and selling of
telecommunication services, possible
commodities being bandwidth/
destination, time/destination and
volume/destination'. Band-X, a
London based Web exchange* and
Rate Xchange in San Francisco® are
leading the way in establishing spot
markets for telecommunications
bandwidth. A mathematical model of
a telecommunication spot market has
been developed®. Price movement in
the spot market is modelled in a
static fashion for discontinuous
trading but this work provides a
pointer to modeling the spot market
in a dynamic fashion using stochastic
models to represent continuous
trading. A study of market-based call
routing in ATM networks has been
reported by Gibney et al.?2, who
achieved adaptive pricing and real
bidding by using distributed intelli-
gent co-operating agents.

Conclusions

A charging scheme structure has
been developed to include concepts
such as subscription and usage as
well as tariff,charging, static,
dynamic and measured parameters.
Operator viewpoints include the
ease of introducing a charging
scheme, its effect on network
performance and its ability to
generate revenue. A customer will
view a charging scheme in terms of
ease of understanding and profit-
ability. Duration-based charging,
especially envelope charging, looks
attractive for DBR services, whereas
VBR services could benefit from
charging based on effective band-
width. Purely volume-based charg-
ing may be more suited for ABR and
UBR traffic. Dynamic charging is
the focus of much research and
could be attractive for in-call
contract renegotiation as well as for
spot-market renegotiation. The cost
of renegotiation is an important
consideration.
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CHARGING INNOVATIONS

‘Bit by Bid by Bit’

Demand and Supply of Bandwidth through

Due to the liberalisation of the
telecommunications market, the
explosive growth of the Internet
and its commercial use,
traditional business models are
not sufficient anymore to provide
a representative description of
the new telecommunications
world. The rise of electronic
bandwidth auctions, at which
bandwidth services such as
international leased lines, voice
minutes and IP traffic are traded
via a virtual market on the
Internet, are an addition to the
existing trade mechanisms for
international interconnections.
For the existence of an electronic
bandwidth auction it is essential
that at least one of the three
parties, be it the supplying party,
the demanding party or the
auctioneer, gain from it in
comparison to traditional means.
Buyers and sellers of bandwidth
benefit from lower search costs,
larger market scope, and greater
market transparency and

efficiency.

Introduction

For many years, incumbent operators
have dominated the market for
international leased lines and long-
distance telephony. Bilateral agree-
ments, based upon the commonly
used accounting rate system, were
applied to charge these services. The
accounting rate system is now
complemented or partially replaced
by agreements negotiated at Internet
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Electronic Auctions

auctions. Pioneers like Band-X,
RateXchange, InterXion, Arbinet, and
Min-X are exploiting the Internet by
creating virtual markets for the
demand and supply of bandwidth
services like international leased
lines, long distance telephony and
Internet protocol (IP) traffic.

The introduction of electronic
bandwidth auctions has created a
situation where bandwidth (bit) is
auctioned (by bid), in an electronic
way via the Internet (by bit). This
article describes the traditional
business of international telecommu-
nications, related trends, and
characteristics of electronic band-
width auctions, such as the
situational context, the processes,
and the role and added value of a
bandwidth auctioneer.

Traditional Accounting
Rate System

For the provisioning of international
leased lines and long-distance
telephony, operators need to intercon-
nect their networks. Interconnection
enables customers of a specific
operator to communicate with
subscribers connected to the networks
of other operators. Sea cables, land
cables, and satellite links connect the
international gateways of operators.
In the past, incumbent operators have
erected international consortia for the
joint implementation of these interna-
tional links. Commonly, each one of
the two involved incumbents ‘owned’
half of the leg, a so-called Aalf-circuit;

Figure 1—Accounting rate system.

that is, from their gateway up to a
virtual midpoint.

Incumbent operators have met,
and still do meet, regularly at
meetings, like the Global Traffic
Meeting (GTM), for the worldwide
market, and the Tariff Group for
Europe and the Mediterranean Basin
(TEUREM), for the European
market, to discuss international
interconnection. Here, operators
negotiate with each other on finan-
cial and technical aspects of an
international link, covering applied
accounting rates, share of revenues
and alignment of networks. These
agreements usually remain confiden-
tial between the two operators, and
are not subject to public disclosure:
‘The traditional conveyance of
international traffic was realised by a
cartel-like “club” of corresponding
national monopolist operators on the
basis of bilateral agreements’.

The International Telecommunica-
tion Union (ITU) plays an advisory
role as a third party, in the making of
such bilateral agreements. By means
of issuing recommendations on, for
example, quality of service and
billing methodology, the ITU aims to
standardise international telecom-
munications. These recommendations
are formally non-binding, but
compliance is aimed for.

Figure 1 gives an explanation of
the functioning of the accounting rate
system used for the allocation of
revenues from international calls.
Two operators agree on an account-
ing rate for making calls back and

COUNTRY A

SETTLEMENT

COUNTRY B

ACCOUNTING RATE
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forth. In the case of a call from
country A to country B, the operator
in A pays the operator in B the
settlement rate (often 50% of the
accounting rate) to terminate the call
in country B. The operator in

country A charges its subscriber with
a collection rate to cover at least the
settlement rate. Periodically, incum-
bent operators check the balance of
incoming and outgoing traffic. An
operator with more outgoing traffic
should pay the other operator the
balance of outgoing and incoming
traffic.

New parties, attracted by high
margins, have entered the market for
long-distance telecommunications.
These new players are not bound by
the existing accounting rate regime,
and regulations have created possi-
bilities for them to interconnect to
existing operators. The emergence of
competition in this market segment
has forced incumbents to reduce
their prices for long distance telecom-
munications. According to Cave and
Michie? such a drop in prices was to
be expected, as the past high prices of
international telephone calls could
not be explained by their costs. The
accounting rate system is now put
under pressure and its future
existence is uncertain.

Trends in Bandwidth Trade

Alternatives for accounting
rate system
Liberalisation has opened the market
for long-distance telecommunications,
and new ideas to bypass the traditional
accounting rate system were adopted.
Mechanisms like least-cost-routing and
refile make use of differences between
the international rates of different
countries. For example, it may be
cheaper to route a call from country A
to C via B, rather than route it directly
from A to C. Differences in interna-
tional collection rates resulted in the
rise of call-back services. A call-back
service reverses the origin and termi-
nation sides of a telephone call so that
the caller is charged with the lower
rate as applied within the country of
the called person. Furthermore, by
means of International Simple Resale,
new players bypass public networks by
conveying international traffic over a
private leased line and terminating it
at the public network on the other end.
The Internet has affected the
international market in several ways.
A current threat for the traditional
system is the capability of making
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telephone calls via the Internet,
which implies a totally different
pricing mechanism. Another threat is
the use of the Internet as a source of
information disclosing long-distance
prices, for example, via a spot rate
market.

Bandwidth as commodity

In addition to new methods of
implementing an international
service, market players have
extended their transmission capacity
by the laying of sea and land cables
and by enhancing the used transmis-
sion technology. Currently, consortia
and companies like TAT-14, FLAG,
Global Crossing, Oxygen, and Gemini
are laying miles of high-bandwidth
optical-fibre cables throughout the
world. More flexibility concerning
pricing, contract duration and
contract types, like rental, lease,
future and option constructions, are
available now.

The book The Death of Distence by
Cairncross® postulates that prices for
long-distance calls will drop radically
due to the overwhelming capacity
available on the international and
long-distance networks. Further-
more, the costs for providing such
networks have fallen as well. As an
example, in the period 1986 to 1996,
the capacity on the transatlantic
routes between North America and
Europe (both cable and satellite
capacity) exploded from 100 000 to
more than 2 million voice channels.
‘Eventually, it will cost no more to
telephone from Hollywood to London
than to telephone to nearby Beverly
Hills®.

Telecommunication services, and in
particular bandwidth services, have
become a normal part of life; services
are widely available, the number of
services has increased greatly, and
prices for many services have dropped
rapidly. In a sense one can say that
bandwidth has become a commodity.

Electronic Auctions
The widespread Internet enables
users to create new and innovative
commercial opportunities. One of
such opportunities is the implemen-
tation of an electronic auction.
Electronic auctions are already
available in various formats: for
example second-hand consumer
products are auctioned at eBay
(www.ebay.com), and bulk electricity
is traded between suppliers and
users on the Amsterdam Power
Exchange (www.apx.nl).

An electronic auction is a specific
type of auction that makes use of an
electronic infrastructure, in order to
form a virtual market where products
or services are traded by means of an
auction mechanism. McAfee and
McMillan define an auction as ‘a
market institution with an explicit set
of rules determining resource alloca-
tion and prices on the basis of bids
from the market participants™.

Bids and offers

The trade on an auction consists of
bids and offers submitted by its
users. A bid is a proposal to buy a
product or service at a quoted price,
according to specific terms and
conditions. An offer is similar to a bid
but it is now a proposal to sell
something at a quoted price. An offer
(bid) may be followed by one or more
bids (offers), or it may be accepted
immediately.

Auction types
Electronic auctions may be clustered
by the motives for having such
auction®. For the electronic trade of
bandwidth, the use of an auction for
price determination, efficient alloca-
tion, and attention and visibility of the
bandwidth service is of most impor-
tance. For product price determinating
several mechanisms are available. In
an English auction bidders compete
with each other by successively
increasing the price until only one
bidder remains. In a Dutch auction, the
bidding process starts with an initial
price, which is lowered every certain
time-interval until the first bidder
accepts the quoted price. In the case of
straight sales, the first approved bidder
gets the deal at the listed price. An
auction may also be characterised by
its accessibility. At open auctions, bids
and offers are made publicly, while the
bids and offers at closed auctions are
made privately and remain secret®.
Klein distinguishes potential
objects traded on auctions into
three broad categories: commodi-
ties, perishable products, and
products with a limited availabil-
ity®. For bandwidth, the first two
characteristics are applicable. The
value of perishable goods will drop
to zero at some known point in
time, as is the case with unused
bandwidth.

Electronic Bandwidth
Auctions

Since liberalisation, the number of
operators in the long-distance



market has increased, and thereby
the potential number of relations and
interconnection agreements to be
made. The number of relations can be
expressed by the formula:

nx(n-1

2

with n corresponding to the number of
operators. For example, assuming only
15 different operators (incumbents or
new operators that need to intercon-
nect to each other) already implies
more than 100 bilateral relationships,
which will be complicated and costly
to manage. As it is now very difficult
for all of the operators to find out
about each other, it is evident that
intermediaries appeared to reduce
this clew of interconnections, see
Figure 2. Furthermore, as bandwidth
is perishable and as it may be re-
garded as a commodity, bandwidth
services are well suited for trade on
an electronic auction.

Intermediaries such as bandwidth
auctioneers run a location for the
physical interconnection of band-
width auction users (often done via a
switch or router), supported by a
virtual trade floor on the Internet.
Auction users need to have their own
physical link or leased line to this
location. On the virtual trade floor,
an Internet web site, buyers and
sellers are brought together. Custom-
ers with unused bandwidth or excess
capacity on a link from the auction to
another specific destination, may
offer such services on the virtual
market or may search on this market
for parties that have indicated to be
in need of such capacity. Both
potential buyers and sellers are
capable of submitting a bid or offer
on the virtual trading floor. In this
way, a transparent and efficient
market is constructed.

Market players

Currently, at least the following
players are active in bandwidth
auctions via the Internet:

Figure 2— Relations between opera-
tors via an intermediary.

OPERATOR A

OPERATOR F \_/ OPERATOR G
\INTEHMEDIAHY
(FOR EXAMPLE,
ELECTRONIC

AUCTION)
OPERATOR D

OPERATOR B

OPERATOR E

@® Arbinet (www.arbinet.com and
www.acgn.com),

Band-X (www.band-x.com),
InterXion (www.interxion.com),
Min-X (www.min-x.com), and
RateXchange
(www.ratexchange.com).

Nearly all of these companies are
between one and two years old. Their
main offices are located in the United
Kingdom (Band-X), the Netherlands
(InterXion), and the United States
(others). However, some already
have extended their offices to Asia,
Australia, South America and several
countries in Europe. Presently their
customer focus is on the wholesale
market of operators, resellers, [ISPs
etc. To avoid potential conflicts with
their customer base, they generally
stay out of the retail market.

Products and services

The most common services delivered
by bandwidth auctioneers are the
facilities for the trade in international
leased lines and voice minutes. For
voice minutes the auctioneer’s switch
will be used for routing the call. IP
services, and in particular Voice over
IP, are more recent. Depending on
their strategies, some auctioneers also
deliver their customer supplementary
services like negotiation support,
clearing of transactions, monitoring of
the quality of service, billing, and
invoicing. For the provided services,
the bandwidth auctioneers commonly
charge their customers with a certain
percentage of the deal or traded
number of voice minutes.

In addition, some auctioneers also
offer customers equipment space by
means of so-called carrier hotels.
Customers may use this space to
install network equipment for their
own purpose.

Users

In order to be able to trade on the
virtual trading floor, potential
customers should register themselves
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for a membership and, in some cases,
they have to sign a paper contract in
advance. The awarding of a member-
ship gives the user the capability to
browse the bandwidth auctioneer’s
web site for details on the latest bids
and offers. Furthermore, the member
is allowed to place a bid or offer.
Initially, the trading parties are
anonymous; however, after having
shown interest in a bid or offer, the
bandwidth auctioneer may bring the
parties involved together. In other
cases, the auctioneer will function as
an intermediary, with the parties
remaining anonymous.

Modelling Electronic
Bandwidth Auctions

Kambil and Van Heck’ describe a
generalised model on exchange
processes within electronic auctions,
see Figure 3. These exchange pro-
cesses, split into basic trade pro-
cesses and trade context processes,
are identified as being present in all
transactions within electronic
auctions. Basic trade processes
include the search for product or
customers, the valuation of offered
products, the related logistic activi-
ties, the payment and settlement
methods, and the authentication
procedures. The trade context
processes comprise processes that
reduce the risks of trading (that is,
predetermined product representa-
tions, legal arrangements, influence
mechanisms within the institutional
context) and a system for dispute
resolution. The communications and
computing activities within electronic
auction environments are the glue
between the two different types of
processes. Due to the general applica-
bility of this model, here it is used for
the modelling of exchange processes
within electronic bandwidth auctions.

Search
A party looking for a potential buyer
for its offered product or service, or a

Figure 3—Exchange processes within an electronic auction.
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party looking for a selling party
which is able to fulfil its own product
demands, faces search costs. An
electronic bandwidth auction enables
a reduction in search costs for
bandwidth, as relevant players are
present at the virtual trading floor.
The measure of success in a match
depends on the number of registered
users willing to trade and on the
number and quality of submitted
bids and offers.

Valuation

The valuation of bandwidth can be
defined either by the initiating
supplying or demanding party. This
valuation may be subject to a price
negotiation. To inform their users,
some auctioneers provide indices to
keep track of bandwidth and voice
minute prices. These indices may be
based upon specific international
routes, or on prices settled on the
trade floor. The use of an index
makes it possible to design future
and option constructions for band-
width. Users can protect themselves
against unpredictable variations in
future bandwidth prices. So far,
auctioneers have not yet imple-
mented such constructions.

Logistics

As bandwidth is an item which is
moved electronically, the logistics
involved within bandwidth trade are
limited to the physical connection of a
user’s link to the location of the
auction’s switch or router. Users need
to have their own copper, fibre optic or
wireless connection or needs to hire a
leased line from a third-party operator.
The management and configuration of
switched or routed links may be
considered a logistic process as well.

Payment and settlement

The payment and settlement of
closed deals may be done directly
between the buyer and the seller, or
the bandwidth auctioneers can offer
this as an added-value service. In
this way, the auctioneer acts as a
kind of clearing house.

Authentication

The process of authentication
comprises two aspects: the traded
services and the trading parties. The
authentication of services is con-
cerned with the verification and
guarantee of the agreed quality and
features of the leased lines, voice
minutes or IP link. This aspect is still
a difficult issue within the telecom-
munications sector as good measures
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of quality are not available or are
hard to guarantee. Common meas-
ures for quality are answer seizure
ratio (ASR), post-dialling delay
(PDD) and voice compression ratio;
however, these measures may be
insufficient to monitor a link. As the
physical route of a service may pass
through several operator networks,
the applied voice compression ratio
may differ along the line and a ratio
worse than that agreed may be hard
to detect. Some auctioneers guaran-
tee the buying customers the agreed
level of quality, but they also have
strict demands on sellers offering
bandwidth, concerning this issue.
The availability of a standardised
bandwidth unit may improve the
authentication of traded services.
The authentication of trading
parties is concerned with the integrity
of the customers. In principle, the
auctions are available to all Internet
users, however, the auctioneers
authenticate their customers by means
of a compulsory registration, or the
signing of a paper contract. In some
cases the auctioneer keeps track of a
(public) black list of suspicious users.

Communications and
computing

The Internet and the web page form
the communication and computing
fundament for the electronic band-
width auction. The Internet is the
communication path to the auction-
eer, while the essential computing
power is at the web server site of the
auctioneer. Additionally, other
(administrative) applications may be
used to ease the transactions.

Representation

Representation is concerned with the
description of the traded services. To
express the type of demanded or
supplied service, characteristics like
the two end-points of a link, its
transmission speed, the compression
ratio, and contract duration may be
specified. Although these terms are
familiar, no global definition is
available for a standard representa-
tion of such service on an electronic
bandwidth auction.

Legitimisation

In order to validate a trade between
two parties, the bandwidth auction-
eer needs to apply some legitimisa-
tion method to formalise the deal.
Initially, the two parties are kept
anonymous; however, after having
shown serious interest in each other’s
bid or offer, the auctioneer generally

brings the two players together for
further negotiation and contract
making. In general, auctioneers do
not publicly disclose any information
about the traded deals.

Influence

To ensure fair trade, the auctioneer
influences the trade by acting as a
gatekeeper and as a guard. To reduce
any risk, new entrants to the band-
width auction have to register
themselves or have to sign a contract
in advance. Moreover, auctioneers
may keep track of a (public) blacklist
to exclude unreliable parties.

Dispute resolution

In case of dispute, the bandwidth
auctioneer may act as an intermedi-
ary, depending on the type of issue.
Some auctioneers make themselves
responsible for a certain quality of
service, avoiding a potential dispute
between two of its customers.
However, mechanisms for arbitration
or legal proceedings, if required, are
to be defined within the contract
between the parties involved.

Conclusion

Due to liberalisation in the telecommu-
nication market, the traditional way of
pricing long-distance telecommunica-
tion services is under pressure. The
entry of new long-distance providers
made this market highly competitive
and new service provisioning alterna-
tives, like least-cost-routing, refile, call-
back services, and International
Simple Resale, undermine the account-
ing rate system, as applied by the
incumbent operators. Several consortia
and companies have intensified the
laying of high-bandwidth optical-fibre
cables throughout the world. Due to
the aforementioned, and the progress
in transmission technology, bandwidth
has become a commodity.

Liberalisation has turned out to
be the main driver for the change in
long-distance telecommunication
services. Supported by the rise of the
Internet, it has created new commer-
cial opportunities like the introduc-
tion of electronic bandwidth auctions.
By bringing potential sellers and
buyers of (excess) bandwidth
together, such auctions realise
savings in search costs for its users.
Moreover, it creates a transparent
and efficient market for long-distance
services like international leased
lines, voice minutes and IP traffic.

Besides a virtual market, band-
width auctioneers offer their



registered members various supple-
mentary services like negotiation
support, clearing of transactions,
monitoring of the quality of service,
billing, and invoicing. In order to ease
the trade, to guarantee quality of
service, and to enable dealing in
future or option contracts for band-
width, the introduction of some kind
of standardised bandwidth unit is
recommended.
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Cornelis H. Hoogendoorn

Multiple Networks,
One Access

The past few years have seen the
rapid rise of the Internet to become
a second universal network
alongside the telephone network.
Already the Internet traffic
(measured in bits) exceeds that of
the telephone network. Network
operators are responding by
making large investments in data
networks and by looking for
synergy opportunities through
converging the networks.
Futhermore, as competition
increases, not only within a certain
kind of network but also across
heterogeneous networks, offering
converged voiceldata services is
seen as a means to increase market
share. However, even though data
has overtaken voice traffic, voice
services are still the main revenue
source for carriers and should
therefore not be disrupted by
convergence. As the cost of bit
transport in backbone networks
continues to drop, the access
represents an increasing part of a
carrier’s overall investment. It is of
cardinal interest to maximise the
return on this investment by
turning today’s access (the
telephone line) into a single high-
bandwidth line for voice, data and
video services. This coincides with
the interests of network users, who
are best served by a single point of
access to a converged set of services
which use the full capabilities of
the underlying networks. The
paper explores the implications of
these trends on the evolution of
access, services and the networks
themselves.
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Introduction

The past few years have seen the
rapid rise of the Internet to become a
second universal network alongside
the telephone network. Already the
Internet traffic (measured in bits)
exceeds that of the telephone net-
work, and this trend looks set to
continue. However, even though data
has overtaken voice traffic, voice
services are still the main revenue
source for carriers, estimated at
between 80% and 90% of the total.
For this reason data network opera-
tors and equipment suppliers are
increasingly focusing on the provi-
sion of voice services over data
networks. Traditional network
operators are responding to this
trend by making large investments
in data networks and by looking for
synergy opportunities through
network convergence. Futhermore, as
competition intensifies, not only
within one kind of network but also
across heterogeneous networks,
operators are looking for differentiat-
ing factors to increase market share.
A second trend is the dramatic
drop in the cost of bit transport in
backbone networks, fuelled by
technology innovations and giving
rise to the Death of Distance’.
Distance-independent charges are of
course well-known to Internet users,
but are increasingly becoming a fact
of life in the PSTN as well, where
long-distance tariffs are being
slashed and distance-dependent
tariff structures are drastically
simplified or even eliminated. This
has been recognized by the Voice-
over-IP community, where a large
degree of consensus exists that the
window of opportunity for rate
arbitrage is rapidly closing. Cheap
telephony with reduced quality voice
will not justify widespread deploy-
ment of voice-over-IP. As tariffs
become comparable, as well as low in
absolute terms, users will demand at

least today’s voice quality and
convenience. Competition will
therefore shift from price wars to
service differentiation. Users will be
attracted by converged voice and
data services which increase conven-
ience in their daily communication
and which save time and effort.
Carriers offering this will be
rewarded with increased income from
services and additional call minutes,
as well as with increased customer
loyalty or ‘stickiness’ in Internet
terminology. In fact, services may be
given away free for increasing
stickiness of other services'.

As the cost of bit transport in
backbone networks continues to drop,
the access represents an increasing
part of a carrier’s overall investment.
It is therefore of cardinal interest to
carriers to maximise the return on
this investment by turning today’s
access (the telephone line) into a
single high-bandwidth line for voice,
data and video services. This coin-
cides with the interests of network
users, who are best served by a single
point of access to a set of converged
voice-data services which use the full
capabilities of the underlying
networks. On the other hand, users
generally will neither know nor care
how the various media streams
comprising the services they are
using are transported in the network;
for example, by time division
multiplexing (TDM), Internet
protocol (IP) and/or asynchronous
transmission mode (ATM). Service
and access convergence will therefore
happen much faster than conver-
gence of the networks themselves.

Service Convergence

Service providers of all types are
seeking solutions for delivering high-
profit, differentiated voice and data
services. The incumbent carriers,
however, have an additional concern.
They already have huge amounts



invested in traditional TDM switch-
ing, an investment that cannot be
cast aside simply for the sake of new
technology. Incumbent carriers
realise that to remain successful,
they must somehow preserve the best
of their existing networks, while
simultaneously adopting newer
technologies to, in the first instance,
support data services. In other words,
they must find a way to leverage
their existing circuit-switched
investment through interworking
and combination with packet-based
data networks.

Emerging carriers, while seeking
newer packet-based technologies,
clearly understand that their
networks must be capable of interfac-
ing with the existing public switched
telephone network. Another key
concern for these new carriers is
determining which of the thousands
of features available through today’s
networks their customers will need.
These new service providers, must
look for ways to construct their
networks that allows them to provide
their customers access to the rest of
the world while at the same time
delivering all of the services and
features that their customer base has
come to rely upon.

Both incumbent and new carriers
need a strategy that offers an eco-
nomical path to ubiquitous service
delivery and growth. To address
competitive pressures and achieve
their long-term goals, service provid-
ers require networking solutions that:

@ allow for the rapid introduction of
new competitive features;

@ extend the revenue-generating life
of existing networks;

@ provide a cost-effective way of
bridging their TDM and ATM/IP
domains;

@ take advantage of the existing
line-side revenue producing
features;

@ deliver a future-proof solution;
and

@® operate in a multi-vendor environ-
ment.

For the service provider, one of the
primary drivers for network evolu-
tion is revenue generation, whether
from new or existing streams. The
packet-based networks of the twenty-
first century, capable of combining
voice and data traffic, will enable a
new set of services that could not be
supported by the existing TDM
circuit switched networks alone, for
example:

Single-Stage Dialling Voice-over-
IP (VoIP): Dial an IP call with a
simple access code;

Virtual Private Networking:
Provides business customers with
cost-effective, secure private
networks using shared network
resources;

IP-based Centrex: Creates mixed
VoIP and wireline Centrex groups;
Voice over DSL: Delivers multi-
line presence using a single
copper pair;

Unified Messaging: Retrieves both
voice mail and e-mail from either
PC or telephone;

E-Mail Notification and Voice
Delivery: Notifies users over the
telephone when they have
received e-mail, and receives
messages over the telephone;
Subscriber Controlled Input:
Allows subscribers to conveniently
change their telephony feature
usage profile over the Web when-
ever and as often as they like;
Click to Dial: Web pages with call-
me buttons allow surfers to trigger
a PSTN call setup over the Web;
IP Call Conference: Set up a large
telephone conference through the
Web and receive notification of
who is currently speaking;

Web Service Subscription: Select a
subscriber service over the Web
and receive it immediately;

Voice/ Data Collaboration Service:
Allows colleagues in different
locations to collaborate on docu-
ment/presentation development
while communicating in real-time;
Multimedia Conversations: School
students discussing homework
assignments, teenagers discussing
(digital) pictures taken at yester-
day’s party;

Multimedia Call Centres: New
multimedia centric call centres
allowing an end user to see a
product and talk to a customer
service representative over a
single connection;

On-line Billing: Check current call
charges over the Web;

High-bit rate Internet Access: Via
xDSL; and

Remote Access Services: Provides
dial-in access offering for corpo-
rate accounts.

The major impact of any network

solution on a service provider’s
bottom line is not the underlying
technology, but rather the flexibility
to deliver such network services.
Solutions that support differentiated
and innovative services, allow for the
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rapid introduction of new services
and, most importantly, enable
interoperability with the existing
public voice network. What should be
pointed out here is the different ways
in which services have been provided
in voice and in data networks. In the
traditional voice-telephony networks,
services and features are ‘inside’—
part of the network itself—usually
implemented in a proprietary
manner by the equipment vendor
and owned by the network operator.
This is the case irrespective of
whether the service logic is imple-
mented in the telephone switches
themselves or in centralised comput-
ers (as in intelligent networks). In
universal data networks (Internet),
the services are ‘outside’—imple-
mented in computers (servers) at the
edge of the network —based on
industry standard (open) platforms,
and most frequently not owned by
the network operator but by inde-
pendent service providers. This
paradigm, with its promise of fast
feature delivery and the ability to
capitalise on the creativity of thou-
sands of independent service suppli-
ers, will also be applicable to future
converged voice-data services.
Traditional voice switches will
therefore make use of commercial
platform technology to allow client-
server access to the large base of
voice services, thus avoiding
extremely costly re-implementation
and preserving the stability and
performance which is the hallmark of
the telephone network. The same
approach can make these voice
services and features available in
other networks, (for example, voice-
over-IP) with the following advan-
tages:

@ supports today’s complete tele-
phony feature set,

@ permits the fast introduction of
new revenue generating features,

@ provides for differentiated
features,

@ carrier-class, highly reliable,

feature-rich solution,

supports feature interworking,

offers open interfaces

provides cost-effective TDM to

packet network integration, and

@ provides TDM features to IP and
ATM access devices.

Access Convergence
Although the access area has seen
tremendous development over past

years, it is still the case that for most
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residential users and small busi-
nesses access to both voice and data
services is via the telephone access
line, not least because of the enor-
mous embedded base of such lines,
making wholesale replacement by
other technologies very costly.
Carriers must therefore be offered
means to squeeze the most additional
revenue out of this huge investment
and to offer competitive high-speed
access to data services. Here the
various forms of digital subscriber
loop (DSL) technologies come into
their own.

xDSL solutions require, as the
network prerequisite, copper twisted-
pair cables and thus offer incumbent
operators a good way of upgrading
their network towards higher
bandwidths. Universal asymmetric
digital subscriber line (UDSL),
symmetric digital subscriber line
(SDSL), and asymmetric digital
subscriber line (ADSL) need no
upgrade of the copper networks at
all, but only equipment at the central
office and at the customer premises.
The plain old telephony system
(POTS) and some integrated services
digital network (ISDN) traffic can be
transmitted together with the
broadband signals using frequency-
division multiplexing. At the cus-
tomer premises either a network
termination or a PC card has to be
installed. Additionally ADSL needs a
splitter for separation of POTS and
xDSL signals. UDSL (also known as
G.lite) is well suited for residential
mass market due to its splitterless
nature, which allows installation at
customer premises without truck roll
out. SDSL is intended for upgrading
ISDN lines.

At the central office side a digital
subscriber line access multiplexer
(DSLAM) is used which contains the
modems and a concentrator to reduce
bandwidth needed within the core
data network. Looking at stand-alone
systems, for every subscriber who
wants to have broadband service, the
copper cable from the main distribu-
tion frame has to be connected to a
splitter to be able to add the broad-
band signal and has then to be
rerouted to its narrowband line card.
This requires skilled personnel as well
as additional infrastructure and space
for splitters and broadband equip-
ment. The alternative to a stand-alone
DSLAM is a switch-integrated xDSL
line card which offers narrowband
telephone service and broadband
xDSL service at the same time. No
external splitter is required. Offering
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broadband service to a subscriber now
only requires the exchange of a line
card. As xDSL is mainly intended for
an upgrade of existing telephony
networks, such a solution with
minimum impacl with respect to
mechanical rearrangements, service
interruption and introduction of new
management procedures and systems
has clear advantages.

The benefits of an integrated
voice/data access are obvious:

® It provides the basis for converged
voice/data services, by providing
parallel access to PSTN and data
networks, as well as interworking
between them. Service conver-
gence is enhanced by integrated
authentication, operations,
administration and maintenance
(OAM) and billing.

@ It is fast and flexible, permitting
services to be changed without the
need to change the access, thus
providing a short time-to-market
for new services. Additionally, it
offers the subscriber unrestricted
choice between circuit-switched
and/or packet-based services.

® It is economical, as it provides for
the reuse of existing highly
reliable infrastructure and, with
suitable design, minimised
installation costs through plug
and play provisioning.

Conclusion

Network convergence comprises
many aspects. It has been argued
here that service and access conver-
gence will occur much faster than
network convergence, as the former
provides most utility to the end user
and most revenue opportunities to
the network operators. Backbone
network convergence will most likely
occur over a much longer time frame,
as its benefits are not directly visible
to the end user. For the network
operators, on the other hand, long-
distance traffic accounts for a
declining proportion of revenue.
Expansion in the backbone network
will therefore be justified by the
demand for new data services with
rapidly increasing bandwidth
demand, rather than the early
replacement of the voice network
infrastructure. Both of course will
continue to profit from the continu-
ing advances in transport technology
such as wave division multiplexing.
This leads to the conclusion that he
network of the future will be a
network of cost-optimised heteroge-

neous networks with full
interworking capabilities, providing
users with a rich, seamless set of
converged voice/data services via a
common access.
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Gaetano Vespasiano and Maria Stella Iacobucct

Simulation of Asymmetric
Digital Subscriber Line

Impact of line characteristics on system performances

The growing demand to transmit
high-speed digital data down
copper pairs has resulted in a wide
variety of transmission systems
that have to co-exist on the same or
adjacent binder groups. Asymetric
digital subscriber line (ADSL) is a
technology that can be used to
convert the copper cable access
line into a high-speed digital link
and avoid overloading the circuit-
switched public-switched telephone
network (PSTN). This paper
addresses the problem of
maintaining spectrum
compatibility between ADSL and
other services that may use
different transmission
technologies.

Introduction

ADSL is a technology that allows
broadband access from residences or
small offices to the local exchange. It
has the potential to supply residen-
tial and small business users with all
types of new broadband services,
from educational to financial, and
customers would essentially need
only a new ADSL modem, allowing
up to 8 Mbit/s downstream (to the
end user) and up to 1 Mbit/s
upstream.

The American National Standards
Institute (ANSI) T1E1.4 Standards
Committee has selected the discrete
multitone (DMT) as the standard
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modulation scheme for asymmetric
DSL.

A multitone modulation scheme,
such as DMT, has the flexibility to
optimise the transmission capacity
and the power spectrum over more
than one (disjoint) frequency band.

The results presented here are for
the specific application of DMT to carry
ADSL payloads of over 8 Mbit/s from
the network to the customer. Spectral
compatibility between ADSL, high bit-
rate DSL (HDSL), and integrated
services digital network (ISDN) basic-
rate access (BRA) systems are consid-
ered in two different Italian network
scenarios—urban and rural areas.

ADSL System

Figure 1 shows the ADSL network
model. ADSL shares the existing
telephone line with the plain old
telephony system (POTS); at each
end there is a set of filters that split
the line by frequency: a low-pass
filter passing telephone signals and a

Figurel —ADSL network diagram
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high-pass filter passing ADSL signals
above 25 kHz. The high bit rate
digital signals do not overload the
existing telephone network because
they are connected to a broadband
network; that is, an asynchronous
transfer mode (ATM) network.

Figure 2 shows the ADSL spectrum
allocation. ADSL systems are planned
to have two different spectrum
allocations: frequency division
multiplexing (FDM) between upstream
and downstream, and echo cancellation
with frequency overlapping.

ADSL Simulated System

Using DMT, the channel bandwidth
is divided into N independent
subcarriers, of bandwidth W, and n,
bits are assigned to each positive
frequency sub-channel.

In the encoder, each set of n, bits is
mapped into a complex subsymbol,
which forms the quadrature amplitude
modulation (QAM) constellation for
that subchannel. An N-point fast
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Figure 3—Cable attenuation versus
frequency
Fourier transform is used to obtain the
modulated signal. As the sub-channels
are not independent for finite IV, a
cyclic prefix is used to remove the
intersymbol interference (ISI) between
the sub-channels?®®.

The overall bit rate R, is given by

N
R= Y, nW
i=1

The power of each QAM signal
tone is equal to P, and the total
transmitted power is:

N
P=Y P,
i=1

The multitone modulation allows
R, to be maximised through an
optimal choice of power and bits per
symbol for each tone, under the
restriction that the symbol error
probabilities for all tones be equal
and the total transmitted power P be
limited®. The ANSI T1E1.4 standards
committee selected the discrete
multitone modulation for the imple-
mentation of asymmetric DSL, with
the following parameters:

® W=4kHz;

@ maximum n,= 14 bits;

@ maximum transmitted power
spectral density (PSD) =
-40 dBm/Hz;

@ gain margin > 6 dB; and

@ ervor probability P, < 10°7.

An FEC Reed Solomon Code is also
applied before the modulation in order
to reach a higher signal-to-noise ratio
(SNR) at the receiver side’.

The ANSIT1E1.413 specifics have
been implemented in an ADSL simula-
tion tool® and typical Italian network
parameters have been considered for
the urban and rural scenarios.

Scenarios

Two different scenarios have been
considered here: urban areas, with an
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Figure 4— Power spectral densities of: (a) ISDN BRA; (b) HDSL; (c) ADSL up-
stream and downstream; (d) NEXT+FEXT+ additive white Gaussian noise (AWGN)

average copper loop length (L)=1000 m
and rural areas, with an average
copper loop length (1)=2000 m; in both
cases a copper wire diameter of 04 mm
has been considered. The cable length
assumed for the implementation is
twice the average value in both
environments, because in the Italian
network more than 90% of cables
length is below 2 x (L). The copper
pairs attenuation is plotted in Figure 3
for both the urban and rural cases,
showing the proportional dependence
on the square root of the frequency and
the cable length:

Ad3=0‘\//7XL

Interference Model

Models of near-end and far-end
cross talk (NEXT and FEXT)
interference due to others transmis-
sion systems that have to co-exist
in the same or adjacent binder
groups have been developed in the
ANSI T1E1.4 Working Group and
have been taken into account for
the simulation®.

The following power spectral
densities for NEXT and FEXT noise
have been considered:

NEXT(f) = ((Sl(f)Xmenl"'e)“"'ﬁ

p
(S,(PX, f'2n 08 )1/06)08
FEXT(f) = (S (DHAX, fn 26)1106

Tt

(S NHAFX, fon 0 Y

where S(f) is the PSD of the i*"
interfering system, n, the number of
i*" type interfering transmission
systems, H(f) the channel frequency
response and I the number of
different interfering systems. The
frequency is in MHz.

The crosstalk attenuation X can
be approximated with a Gaussian
random variable, but constant values
have been put in the model, meaning
that the 90% of X realisations fall
under the chosen value.

Figures 4(a), 4(b) and 4(c) show
the PSDs of ISDN, HDSL, and ADSL
upstream (taken into account in
NEXT) and ADSL downstream
(taken into account in NEXT) and
ADSL downstream (taken into
account in FEXT).

Simulation Results

The crosstalk configuration for both
urban and rural cases has been
chosen for 30 ISDN, 5 HDSL and
30 ADSL and an additive white
Gaussian noise floor equal to
-100 dBm/Hz has been considered.
Table 1 shows the downstream
gross and net achievable data rates
with an ADSL system with echo
cancellation (lower band edge of
26 kHz). The net datarate is
obtained removing the overhead
channel bit rate, the cyclic prefix
overhead and the FEC redundancy.
Figures 4(d), 5 and 6 show,
respectively, the total noise PSD
(meaning NEXT+FEXT+AWGN), the
measured SNR at the receiver end,



and the bit allocation in frequency for
both urban and rural cases.

Figure 4(d) shows the total noise
contribution for the two scenarios. It
can be seen that there are no differ-
ences between the urban and rural
cases because the FEXT noise
contribution is negligible at the ADSL
frequencies. Figure 5 shows the
received SNR; in the rural case SNR
is lower because of the higher cable
length; the bit allocation directly
reflects the SNR behaviour (Figure 6).

The depicted case shows that in
urban areas more than 90% of copper
pairs allow the installation of an
ADSL system with a net bit rate
reaching more than 8 Mbit/s
(Table 1).

In rural areas, because of the
longer cable length, a lower bit rate
can be reached, depending on interfer-
ence and cable characteristics. With
the interference configuration chosen
in this study, more than 90% of copper
pairs in rural areas permit, with an
ADSL system, up to 4Mbit/s. Those
results apply when considering only
the copper pairs between the central
office and the subscriber locations.

Figure 5—SNR at the receiver end side
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Figure 6 —Bit allocation for urban
and rural case
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Table 1: Bit rates in the two cases

A typical loop is usually termi-
nated by some additional wiring at
the central office and subscriber
locations. These additional wires can
have lengths that can vary from a
few metres to several hundreds, and
they tend to have worse perform-
ances than the twisted pairs used in
the loop plant. Moreover, some of the
access network twisted pairs are
bridged tapped, and the signals
reflected from bridged taps cause an
echo noise that, taken into account in
the channel model, lowers the ADSL
capacity. Between the NEXT and
FEXT interference, HDB3 is incom-
patible with ADSL because it makes
the system bit rate fall down; ISDN
has a worse impact on ADSL up-
stream than downstream; not too
many HDSL systems have been put
into the ADSL cable because of their
influence on system performances.

Conclusions

This paper presented the results of a
study to determine how ADSL technol-
ogy can meet the growing demand for
multimedia services in two typical
scenarios: urban and rural areas. It has
been shown how cable characteristics
and interference impact on ADSL
performances, considering the twisted
pairs used in the loop plant and typical
interference.
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Koen Berteloot

ADSL Roll-Out in Belgacom

A Technical and Operational Perspective

This paper describes technical
and operational aspects of the
roll-out of an asymmetric digital
subscriber line (ADSL) network in
Belgacom. Firstly, the typical
archetecture of the ADSL end-to-
end network is reviewed, followed
by the typical backbone interfaces
and their impact on the processes.
Neat, the use of microfilters at the
customers premises, to ease and
speed up the provisioning and
avoid the need for an engineering
visit, is discussed. Finally , a
typical European issue is
considered: the use of ADSL over
ISDN by means of the shifted
ADSL spectrum, taking into

account the impact on the spectral

management in copper cables.

Introduction

Belgacom started a trial of asymmet-

ric digital subscriber line (ADSL)
technology in January 1998 in some
main Belgian cities including
Brussels, Mechelen and Antwerp.
1000 pilot-users were connected via
ADSLs to the asynchronous transfer
mode (ATM) backbone. A fast-
Internet package, called Turboline
was offered using a downstream
bandwidth of 500 kbit/s and an
upstream bandwidth of 100 kbit/s.

During this trial, the technology
proved to be stable and reliable for
broadband services. The procedures
have also proved to be suitable for a
commercial roll-out. A survey of the
pilot users showed 80% of them
recommended the service.

The commercial phase started in
April 1999, offering two principal
products:
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® Turboline-service profile: This is a
residential customer-oriented
package that targets heavy
Internet surfers with its particu-
larly fast Internet package. (The
fast-Internet market in Belgium
has several players like Telenet
with its Pandora service using
cable-modem technology.)
Turboline-service offers no
guarantees on the delivered
bandwidth. It is based on a ‘best-
effort’ situation; however, the
delivered packages have a peak-
bandwidth of 1 Mbit/s down-
stream and 100 kbit/s upstream.
The price of the package depends
on the maximum volume of
downloaded data offered by the

-service, or it can be on a flat-fee
basis plus a charge for each extra
downloaded Mbyte.

® Turboline-PRO service profile:
This package targets business-
customers, and also offers a fast
Internet service but with a
guaranteed bandwidth. At the
customer premises, an ADSL
modem with router functionality
connects multiple users. Within

on the Physical Layer

the profile of 1 Mbit/s downstream

and 512 kbit/s upstream, there is
a guaranteed bandwidth of 256
kbit/s downstream and 64 kbit/s
upstream. As in the Turboline

package there are various volume-
based prices on offer or a flat-fee
option. In this commercial phase
different Internet service provid-
ers can be used for the ADSL
connection.

The Turboline-service itself
contains the following main features:

@ home installation of ADSL modem
and splitter, configuration of the
fast Internet access as well as free
customer support and repair;

@ a basic service including: mail,
newsgroups, web, chat, etc.; and

@ an extended service including:
downloading of software and data,
audio- and video-on-demand,
education, entertainment,
videoclips, movietrailers, etc.

Network Topology

Figure 1 illustrates how the end-to-end

network topology on ADSL is
configured for the Turboline service.
The access side of the network
consists of an ADSL modem in-
stalled in the customer premises
together with a separate low-pass
filter. On the local exchange side a
digital subscriber line access
multiplexer (DSLAM) is installed to
concentrate all ATM cells coming

Figure 1—End-to-end network topology on ADSL
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from different clients and to map
them on to a dedicated interface to
the ATM backbone. This can be an
STM-1 interface, an E3 interface or
multiple E1 interfaces, depending on
the expected load on the specific
DSLAM.

The Belgacom ADSL network can
be considered as a ‘client’ of the
national ATM backbone. The ADSL
using client is authenticated by a
broadband access server (BAS). The
client gets the IP address via this
server to make the connection to, say,
the Internet.

Additional servers are installed to
offer local content; for example, on-
line gaming, audio and video-on-
demand, etc.

The DSLAM Interfaces to
the Backbone and Their
Impact on the Processes

Depending of the interface used, we
can separate the typical architecture
in to two parts:

Direct connection to the ATM
backbone

In this case the interface of the
DSLAM is directly connected to the
ATM switch via an STM-1 or E3
interface (Figure 2). (Multiple E1
access is also possible.)

The physical link between the
DSLAM and the ATM switch can be
made using an optical connection for
the STM-1 interface or an E3 leased
line.

Subtended configuration of a
DSLAM to a ‘HUB’ DSLAM

The second option is to connect a
DSLAM to the network by ‘subtend-
ing’ this DSLAM with an interface to
another DSLAM that is connected to
the ATM backbone. The subtended
DSLAM has no direct connection to
the network (Figure 3). Typically this
would be used with the multiple E1
interfaces.

In this case the connection
between the two DSLAMS can be
made by means of multiple (typically
up to four) E1 leased lines. The HUB
DSLAM connection to the ATM
network usually uses an STM-1 (a
synchronous transport module) or E3
leased line.

STM-1 interface

The STM-1 interface is an optical
interface to the ATM backbone. When
there is no direct connection to the
SDH network by means of an add/
drop multiplexer (ADM), the maxi-
mum acceptable optical attenuation
imposes distance limitations.

So, when the decision is made to
equip a DSLAM in a central office
with this type of interface, the
position of the central office to the
ATM equipment has to be considered.
When the distance is too long, an
extra ATM concentrator can be
placed in the neighbourhood (in the
same central office) of the DSLAM.
The STM-1 connection is placed
between the DSLAM and the concen-
trator. Then, from the interface of the

Figure 2—A direct connection to the ATM-backbone
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concentrator, we enter the ATM
backbone. This interface need not be
the same capacity as the STM-1.

The disadvantage is that an extra
investment has to be made for the
installation of the concentrator.

A big advantage of the STM-1
interface is the flexibility of the
available bandwidth. Taking capacity
(in terms of maximum installed
clients per DSLAM) into account,
there are almost no restrictions on
selecting a certain bandwidth profile.
Moreover, the ‘simultaneous usage’
and ‘burstiness rate’ of the IP traffic
it possible to concentrate more clients
into the available bandwidth.

The optical connections between
the interfaces require skilled optical
teams. This has also impacts on the
repair process where, in case of
optical faults, extra reminders have
to be given to the responsible optical
teams to check out connectivity.

When in-band monitoring of the
DSLAM is carried out by centralised
management, an optical fault can
result in all communication with the
DSLAM being lost. Troubleshooting
requires an extra engineering visit(s)
to the central office involved.

E3 (PDH 34 Mbit/s) Interface
The E3 interface is via a coaxial
connection to the ATM backbone
rather than an optical connection.
There are typical options: in the first
case, where the ATM backbone
interface is situated in the same
central office as the DSLAM, the
connection is made using a coaxial
internal connection in the building.
Extra attention has to be paid to the
quality of the cable used and the
maximum distance between the two
connection points, to prevent in-
creased attenuation and possible loss
of quality due to bit errors.

In the second case, where the
ATM backbone access is not in the
same central office, a 34 Mbit/s
leased-line used between the two
central offices.

The construction of a DSLAM
connection is more complex than for
a STM-1 interface because there has
to be a synergy between the DSLAM
installation team and the leased-line
provisioning team to achieve an
acceptable cycle time. End-to-end
connectivity tests are mandatory to
ensure the quality.

If the same client concentration is
used on the DSLAM as for the STM-1
connection, extra attention has to be
added to the used client profile to
prevent an overload of the available

166



ACCESS NETWORK

bandwidth occurring. This can
happen when, for example, ATM
layer minimum bitrate guarantees
are given to the clients.

With regard to the management of
the DSLAM, especially for the repair
process, it is important to recognise
the difference between a fault at
theDSLAM-interface level or at the
leased-line level to prevent wasted
time during troubleshooting. Hence,
a good process flow is mandatory.

The NxE1 Interface (PDH
Multiple 2Mbit/s)

This interface has two possible
architectures. First we can have a
direct (multiple) leased-line connec-
tion to the ATM backbone, similar to
the E3 interface solution. Second,
there is the ‘subtended’ architecture,
as described above. In case of the
subtended configuration, the leased-
line connections are not made
between the involved DSLAM and
the ATM backbone interface, but
between the so-called subtended
DSLAM and the HUB DSLAM
situated in an other central office.

An important difference with the
above mentioned interfaces is the
fact that multiple leased-line connec-
tions can be used between the two
DSLAMS. This gives extra flexibility
due to a degree of scalability of the
available bandwidth.

On top of the E1 layer there can
be an inverse multiplexer (IMA)
running. This means that the
DSLAM, in the case of multiple E1ls,
does not ‘see’ the separate E1 leased-
line links but an overall bandwidth,
Thus the ATM traffic is fitted on to
the available bandwidth. The result
is more economic use of the available
bandwidth.

The use of the IMA facilities has
also an impact on the repair process.
In fact, the IMA group makes the
interface connection dynamic. This
means that the traffic is adjusted
dynamically when the bandwidth
changes; for example, when there is
a leased line error.

When a different routing is used
for the selected E1 leased lines for the
DSLAM connection, a failure of one of
the leased lines does mean that the
DSLAM goes out of service, but the
traffic is redistributed among the
E1(s) still in service. Trouble shooting
from a central management station is
still possible via the in-band monitor-
ing of the remaining E1(s).

Because a subtended DSLAM is
connected to a HUB DSLAM, a fixed
part of the interface handwidth of the
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HUB DSLAM is used for the sub
DSLAM. This is important when
setting up the network architecture
using the maximum possible sub-
tended DSLAMS, connected to a hub,
taking into account the interface
bandwidth of the hub and the used
client profiles.

ADSL Cabling at Customer
Premises: Use of
Distributed Splitters

Initial set-up
By installing ADSL on the client side,
a low-pass filter is placed between
the network entry and the customer
premises equipment (CPE). This
makes it possible to transmit simul-
taneously both the existing POTS
services and the new ADSL services
over the same copper pair. An
additional in-built high-pass filter in
the ADSL modem takes care of the
fact that there is as little as possible
interference between the two spectra.
The disadvantage of such an
installation is that, in most cases,
extra cabling has to be included in
the house cabling, besides the normal
configuration of the client PC. So the
installation requires the visit of a
telecommunications company
installer. Thus, there is a search for
alternative installation solutions to
make the engineering visit more
effective while saving time or even a
situation where a visit is not
necessay —there is a need for a self
installation plug-and-play solution.

The use of distributed splitters
One solution can be the use of
distributed splitters, the so called
microfilters. Laboratory tests have
been made and a trial carried out to
check the technical and process
impact on the installation. (Note: the
use of G.Lite solutions or splitterless
configurations are not considered.)

Figure 4—A building’s internal wiring
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We only considered the possible use
of microfilters on full-rate ADSL.

The microfilter can be delivered in
different configurations depending on
the needs of the telecommunications
company and the network situation.
Here we consider the 5-pole solution
and the in-line RJ11 solution.

The 5-pole microfilter can be
connected into the normal 5-pole wall
socket between the wall socket and
the connector of the CPE. The RJ11
connection of the microfilter is
connected to the ADSL modem. The
RJ11 in-line version has two RJ11-
connection points (male and female)
and is fitted in serial on the cable to
the CPE. The house cabling deter-
mines which type of microfilter can
be used. Both types have the same
electrical functionality.

The installation set-up is different
from the conventional splitter set-up:
the microfilter is installed on each
connection point in the home rather
than at the network entry to the
home. The number of microfilters
used in an installation depends on
the number of available wall connec-
tions in the house.

Also the in-house wiring becomes
included in the system because the
microfilters are connected to the wall
sockets. This means that building’s
internal cabling has to be taken into
account for the overall performance
of the ADSL modem. Hence, bad or
extensive cabling can influence the
performance negatively. The labora-
tory set-up illustrates the impact on
performance (Figure 4).

The internal wiring is simulated
by a 50m cable of which five pairs are
selected, each going to a different
room in the house. One of the rooms
is provided by the ADSL installation.
In the other rooms, only POTS
equipment is installed. To check out
the impact of the house wiring, the
test started by installing one
microfilter with its POTS equipment.

SPLITTER

ALL PAIRS

CONNECTED

TOGETHER
£
A%

50m
NETWORK
INTRODUCTION



Then one items of POTS equipment
was consecutively installed on each of
the remaining wall sockets.

The results were that with the
second microfilter, there was a
performance loss of 9.3% compared
with the initial maximum perform-
ance. With the third microfilter, there
was an additional loss of 10.2%; the
fourth microfilter caused 2.6%
additional loss.

These results mean we can take
into account the performance loss
due to the impedance changes caused
by the additional POTS equipment
and microfilters on the line. Addition-
ally, there is a bridged-tap effect
when a wall socket is not used and no
microfilter is installed in it.

Note that the performance loss is
encountered on the downstream
traffic, due to the higher frequencies
used in this spectrum. The laboratory
tests present the worst case situation
since pairs wires are rarely together
for a distance of 50m in the same
sheath in a house.

Considering the technical impact,
we can conclude that the internal
wiring on the client side can influ-
ence the overall ADSL performance
and reduce the maximum usable
distance from the central office to the
customer. The rate of that impact is
unknown and depends on the quality
and the cabling situation in the
house.

A technical trial is necessary to
check if there is internal wiring that
does not cover the use of microfilters
for full-rate ADSL. This trial would
also indicate if it is feasible to create
a self-install package with
microfilters included in the package;
for example, consider the number of
helpdesk calls requiring installation
assistance. In this trial it is also
possible to determine the proportion
of used 5-pole/in-line microfilters.

It is important for the self-install
option to have a good user installa-
tion manual.

The use of microfilters on full-rate
ADSL also impacts the provisioning
process.

When an order is taken, it is
strongly recommended that as much
data as possible about the cabling at
the customer premises is collected.
Then a decision can be made as to
the feasibility of installing
microfilters without too much risk.
One determining factor can be the
number of wall sockets in the home.
Special cases, such as alarm centrals
or PBX installations, can result in
the need to install a conventional

splitter instead of a set of micro-
filters. In the case of corporate
clients, who already have an in-house
structured cabling for other high-
speed services, it is essential to use
conventional splitters.

Use of ADSL Over ISDN:
Implementation in the
Network and Technical
Feasability

The European telecommunications
market is promoting ISDN as a
means of accessing the Internet. It is
possible that this client segment will
eventually consider an upgrade to
ADSL for high-speed Internet access.
It is unlikely that the client would
downgrade from ISDN to POTS while
installing ADSL.

So, for the European market,
ADSL over ISDN is taken into
consideration.

The fact that ISDN uses a larger
frequency spectrum (2B1Q: 80 kHz /
4B3T: 120 kHz), has impact on the
use of ADSL technology in the higher
frequencies (Figure 5).

In the illustration mentioned
above we can see that the used ADSL
spectrum in the ISDN variant is
shifted to the higher frequencies.
This also means a reduction of the
downstream bandwidth due to a
reduction in the number of carriers.

Moreover, we have to take into
consideration additional crosstalk,
especially when a conventional ADSL
over POTS line is collocated with
ADSL over an ISDN line.

The most significant crosstalk
comes from the part of the down-
stream spectrum of the ADSL over
POTS on the upstream part of ADSL
over ISDN. This makes the coexist-
ence of both solutions in the same
binder difficult.

Also the shifted spectrum makes
both technologies incompatible. This
requires additional hardware at both
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the central office side and at the
customer premises.

A solution, offered by vendors is
the universal splitter. This is an
adapted filter that can be used to
filter out POTS, ISDN 4B3T and
ISDN 2B1Q. It makes eventual up or
downgradeability possible without
the need for an engineering visit or
hardware changes.

So two provisioning solutions are
possible. The first is a universal
solution where only ADSL over ISDN
hardware with a universal splitter is
used. This can be a solution for
networks with a high penetration
grade of ISDN. The universal splitter
makes it possible to downgrade to
ADSL over POTS without any
hardware changes. The same hard-
ware is used for clients who continue
to use their POTS services without
upgrading to ISDN. Then an eventual
upgrade to ADSL over ISDN does not
require any additional hardware at
that time.

The fact that this solution only
uses one type of equipment makes it
more manageable. Also the additional
near end crosstalk issue disappears.

A disadvantage is that even the
POTS user has a decreased down-
stream performance due to the
shifted spectrum, nor is there
compatibility with G.Lite later.

The other solution can be the
coexistence of ADSL over POTS with
ADSL over ISDN in the same binder
or cable. Therefore, pair-selection
guidelines have to be adapted to
make the additional NEXT accept-
able. This can be a solution for
networks where the ISDN penetra-
tion is rather low. A disadvantage is
that new hardware is introduced at
the centraloffice and at the customer
premises. Thus an ADSL-over-POTS
client who wants to upgrade to ISDN,
while keeping the ADSL service, has
to change his/her hardware to make
this possible. However, the ADSL-

Figure 5—The frequency spectra for the POTS and ISDN cases
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over-POTS clients can benefit from
the full downstream capacity.

Note that, eventually, the NEXT
can be reduced by disabling the
interfering carriers in the profile of
the ADSL-over-POTS client. At that
time, we have to remember that the
ADSL-over-POTS client gets the
same downstream reduction of an
ADSL-over-ISDN client.

It is obvious that the presence of
ISDN in the network can cause
additional provisioning difficulties
when we take into account the
deployment of ADSL on the same
copper pair. One important point in
the future deployment of both
technologies is the flexibility and
manageability of the whole technol-
ogy, in particular the spectrum
management in the copper cable
network.
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Synthesis of HFTP Multilayer
Cell Access Network

This paper describes the
multilayer cell architecture of
hybrid-fibre twisted-pair (HFTP)
access network offering optimised
design for both narrowband and
broadband services, simultane-
ously. The method described is
suitable for network conceptual
considerations and is demon-
strated on five examples of
networks offering services from
the analogue plain old telephone
service (POTS) up to broadband
services supported by digital very-
high-speed digital subscriber line
(VDSL) technology up to

52 Mbit/s.

Introduction

The recent development era of
telecommunications is characterised
by great efforts to better utilise
existing telephone symmetrical user
lines, currently estimated at 700 mil-
lion installed across the world.

High-frequency spectrum compo-
nents have greater attenuation and
are more exposed to cross-talk
interference than lower frequency
components. This phenomenon
reduces the maximum length of
access digital sections operated at
higher bit rates.

The range of a broadband (BB)
digital access section can be up to ten
times shorter than a POTS access
section. In other words, the range of
BB user lines is approximately only
one order of magnitude greater than
are dimensions of urban elements
(that is houses, roads etc.) compared
with the POTS range that is two
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orders greater. Narrowband (NB)
access equipment is usually located
in the centre of gravity of its user
area to minimise the cost of user
lines. BB access digital sections are
relatively very short and BB access
equipment is likely to be distributed
geographically homogeneously across
the network, independent of the user
density.

Investment and operational
expenses of BB access network
increase with the bit rate used. As not
all the users will require the highest
offered bit rate the access network
will be decomposed into layers
consisting of access cells of different
dimensions for different bit rates. The
mutual relationship between these
cells must also be optimised to reach
efficient economical parameters for
the whole network.

Definition of Multilayer
Access Cell Network
Architecture
Model of multilayer network is based
on four following architectural
elements.

Access Cells (AC) form the
elementary architectural elements of
access network (AN) and cover the
area from which all users of the same
service are connected to a common
access equipment belonging to a
specific technology class. Each AC is
characterised by the location of its
central access equipment, called the
cell centre (CC).’“) and the cell terri-
tory (T%), where the upper index i
denotes specific technology class and
the bottom index j specifies the
ordinal number of the AC.

Access Layer (AL) represents the
architectural element one level
higher than AC and consists of the
association of ACs of the same class
(Equation 1).

ALY = 4cCy”
vj

AL is characterised by the set of
relevant cell centres (CC;“) and the
association of relevant AC territories

Uz’

As an AL is composed of ACs, so
the access network is composed of NL
access layers, equipped with NL
significantly different technologies,
and the feeder layer (FL), providing
interconnections of CCs to the
Network Centre (Equation 2).

NL
AN =|J ALY FL
i=|

Network Centre (NC) represents
the geographical association of
service node interfaces (SNIs) and
completes the description of the
whole network model.

Reliable operation of the network
requires all the geographical dis-
tances, denoted GD{.}, between users
located at internal cell points and the
corresponding CC to comply with the
following relationship (Equation 3),

Gpicc®;r < p®

where p” denotes the range of user
lines equipped with i class technol-
0gy.
The described network model is
shown in Figure 1.

Optimisation of Multilayer
Cell AN Architecture

Optimisation of AN from the Life Cycle
Cost view can be modelled by the
following relationship (Equation 4),

J B(r)
e MO+, (1) +E(6)+1:(6)+0(r)

where B(t) represents time course
of revenues from provided services
and components in the denominator
which denote costs of transmission
media and their installation, costs of
access equipment and their installa-
tion and network operation and
maintenance costs, respectively.

dt....max
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Figure 1—Example of geographical decomposition of the access network into
POTS, ADSL and VDSL access layers and the relevant access cells

Practical experience indicates that
operational and maintenance
expenses have small correlation with
specific classes of transmission media
and technology. Therefore, on this
level of abstraction, the O(z) factor
can be neglected in next considera-
tions. Finally, the rest of the denomi-
nator of Equation 4 can be
decomposed into two separate parts,
the first dealing with equipment
aspects and the second dealing with
transmission media aspects of the
network model.

Equipment aspects

General experience shows that the
asymptotic cost of technically
matured telecommunication hard-
ware is mainly determined by its
physical volume which results in the
following simplified condition for
minimisation of the network summa-
rised equipment cost (Equation 5),

NEL{UU{CC}“}} ... min
i=l v

where the function NEL{} denotes
the number of entries of its set
argument.

Physical realisation of Equation 5
can be interpreted as the association
of CCs belonging to different layers
but located in the same geographical
location combined in one common
multilayer CC. In technological
terms, the association of CCs
represents multiplexing of bearer
channels into one aggregated
stream.

Media aspects

The primary objective of HFTP
access network architecture is an
upgrade of existing copper POTS
access network for future BB serv-
ices. Therefore, the following consid-
erations dealing with transmission
media and their installation can be
limited only on the optical FL.
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The general rule says that the cost
of a cable installation is higher than
the cost of the cable itself, therefore
the cost of cable infrastructure can be
roughly approximated by the length
of cable routes. The minimum cost of
the FL infrastructure is given by the
condition (Equation 6),

NL
2UUcn{ccy’; NC}...min
Ty =1
There are two main phenomena
influencing coverage efficiency of a
multilayer cell AN territory with ACs.

Cell overlapping

As stated above, the theoretical
operational area of an access equip-
ment is the shape of a circle, but full
network territory coverage by ACs
results in the overlapping of the outer
parts of adjacent ACs. The coverage
efficiency can be expressed by the cell
overlapping factor (Equation 7).

()
M _ TC
nC s (2
p

where T/’ denotes the net opera-
tional non-overlapping territory.

In spite of the best efficiency for
hexagon cell shape, square cell shape

was selected for further modelling
due to its identical parameters in
orthogonal directions.

Layer overlapping

The problem of ACs overlapping is
even more critical in a multilayer AN
where different ALs can differ in an
order. This phenomenon can be
quantified by the layer overlapping
factor (Equation 8)

(i)
no = T
L (i)
275

jaAr

Overlay Broadband
Infrastructure

Old cable networks were originally
designed optimally for POTS
applications with radial tree topol-
ogy and later selection of places for
CCs in order to enable injection of
BB signals into POTS user lines will
not be always simple. Figure 2
demonstrates how the position of CC
in AC influences the total AC
territory, despite the range staying
identical in all cases. To increase
probability for finding a realisable
solution, the worst case of CC
position in its AC will be used in the
following considerations; that is, in a
corner of the AC.

For the modelling of FL topology a
segment decomposition approach is
adopted. According to this method the
territory around NC is decomposes into
four V’ segments in which the same
topological paradigm is repeated, see
Figure 3. (Note: The number of
segments used is not unique, but the
impact of the number of segments on
AN infrastructure parameters is not
analysed in more detail here.)

Quantitatively, the network cable
infrastructure occupying k levels of
ACs can be described by the total

Figure 2—The impact of CC position AC dimensions
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Figure 3— Paradigm of overlay V-topology
length of cable trenches (LT,) and by

the total territory (T,), defined by
Equations 9a and 9b.

LT, = 4(-1[ (k=102 +41] e
T, = 4k%"

where e denotes the length of the
AC edge.

Synthesis of Overlay
Network

So far, the majority of AN matters
have been solved only from the
viewpoint of one isolated network
layer. The design of the multilayer
cell access network is solved in the
following four steps:

1 Arrangement of the set of involved
technological classes All NL
involved access technologies are
arranged in the descending order
according to their ranges; that is,
P corresponds to the shortest one.

2 Calculation of relative ranges All
ranges are converted into relative

form related to the shortest one
(Equation 10),

()
@ _ P

i s
P (NL)
From this step it follows that the
range is p,M' = 1.
Calculation of transformed
ranges Relative ranges p,” are
transformed into integer p,”
values. This step supports
collocation of some CCs of
different ALs and this way also
supports fulfilling requirements
of Equation 5. The shortest range
of applied technologies becomes
the basic module AM of the FL
web. To guarantee necessary
transmission parameters of all
ALs it is ‘useful’ to select all the
transformed ranges p,” shorter
than their parent relative ones
(Equation 11).

() ()]
Pr <Pp
The term ‘useful’ is used for the

reason that some exceptions of
this rule are tolerable to the

Table 1 Ranges of existing digital access technology classes on 0-4 mm copper pairs

AL reference | Access Maximum bit rate Theoretical Geographical
code Technology | downstream range (km) range (km)
lupstream (Mbit/s)
AL™ BA ISDN/ 0,16/0,16 W =4.3 M =3.04
POTS P s
AL® ADSL 6/0,6 p=28 P =200
AL® VDSL M 13/1,6 P =15 pe =106
AL® VDSL®eHn 26/3,2 p =10 p =071
AL® VDSL(524b) 52/6,4 or 13/13 P =03 Pt =021

Note: In Table 1 are specified theoretical and geographical ranges. The latter one represents
0:707 shortening of user lines due to rectangular bends, a margin for multisystem interference

and other degradation factors.
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extent of the ‘geographical range
margin’ (see Note under Table 1).

4 Correction of Layer overlapping
So far, design of individual ALs
was independent, and therefore
individual total layer territories
can exceed the basic T,70
territory by MS” AM modules
(Equation 12)

MS(i)AM =M(i)p(Ti) _M(A\’L)p;l\’L)

where M™ denotes the number of
applied AC™ levels.

The MS" parameter deter-
mines a zone of AC%s which shall
be shrinked toward the NC. The
shrinking zone may be distrib-
uted between up to MS" cell
levels to increase their signal to
noise margin. As the last step,
the Layer overlapping factor can
be derived from equation 8.
(Equation 13.)

2
POLS!

8

(1)
G

[,/NEL{CC,‘,“ 1]2

Application of the Method on
existing xDSL technologies

M) _
Ly

Derived method will be demonstrated
on existing xDSL technologies,
parameters of which are summarised
in Table 1.

Results of analyses of ANs support-
ing different maximum bit rates are
summarised in Table 2, Table 3 and
Figure 4. Brief figures gathered in
Table 2 and Table 3, are completed by
Figure 5 which converts the light grey
columns in the tables into an idealised
network plan of AN infrastructure
supporting the maximum bit rate of
26 Mbit/s. The collocation of CCs of
different network layers can be seen
in Figure 5. Notice the merging of
CC%s and CC¥s.

Table 2 AC dimensions for different
combinations of services

Access Cell Edge (km)

Layer

AL® 2:23 | 250 | 2:25 |2-15
AL? 134 | 1:50 | 1-50 |1-07
AL® 074 | 050 | 0-75 -
AL® 045 | 0-50 - -
AL® 015 | - - -
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Table 3 Layer overlapping factor for
different network layers

Access| Layer overlapping factor (-)
Layer

AL® 1-071 | 1-352 | 1-096 | 1.000

AL® 0-619 | 0-781 | 0-663 | 0-578

AL® 0:979 | 0-445 | 1-000

AL® 0786 | 1-000

supporting different bit rates. The
method can help in estimation of
network complexity and evaluating
range compatibility and utilisation of
planned technologies.

For many operators, ADSL
technology seems to be a good
starting phase for BB AN construc-
tion. Using the described method,
two interesting and practical results
were obtained.

AL® 1-000 Doubling the density of feeder
cables and ONUs in network origi-
Conclusion nally designed for ADSL technology

The method described in this paper is
not for precise network planning but
rather for conceptual modelling of
access network infrastructure
determined for xDSL technology

might in future increase the maxi-
mum supported bit rate up to
13-26 Mbit/s, depending on the
original cell size.

On the other hand, the modelling
showed that reconstruction of AN for

Figure 4— Density of feeder cables and ONUs in broadband HFTP Access Network

the maximum bit rate 52 Mbit/s
would require reduction of the
original ADSL cell dimensions by
factor of nearly 10.
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M. Ali Salman and Terry Hodgkinson

The Future of IP-PSTN
Interworking

As the Internet continues to grow at a phenomenal rate, there is an
emerging desire for it to be able to support voice communications, some-
times referred to as voice over IP (VoIP). Although the Internet is some
way from being able to support carrier-class voice quality, interworking
of PSTN and VoIP is currently receiving much attention. The approach
being adopted at the moment is the use of a media gateway box, which
enables carrier PSTN standards to be interworked with VoIP protocols.
In the longer term, however, and depending upon the actual traffic mix
and volumes, such an approach may lead to an expensive and unscalable
global telephony service. The particular issue addressed by this paper is
the need to understand the technical and economic pros and cons associ-
ated with interworking different telephony service standards rather
than developing a new single global standard.

The aspects this paper concentrates on include: the current approach
of VoIP provisioning based on gatewaylgatekeeper interworking and the
limitations presented to the network in terms of cross-network signal-
ling. It will compare the cost and complexity to other evolving networks
such as public and corporate PSTN and mobile networks. The paper will
examine how the current growth trends, which are being fuelled by data
traffic, may influence future network architectures and protocols and

hence the VoIP implementation options.

Introduction
[ S RN BT N
Traditionally, voice services, or
telephony services as they are more
commonly known, have been carried
over circuit-oriented networks. These
networks have been evolved and
optimised on the assumption that
telephony would essentially continue
to remain the predominant service
carried. In contrast, the Internet,
which is based on connectionless
networking principles and uses the
TCP/IP (transmission control
protocol/Internet protocol) protocol
suite, has been evolved on the
assumption that it would always
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carry a very diverse range of services.
It was inevitable, therefore, that the
Internet would eventually aspire to
provide voice services, and it is no
surprise that this has now happened.
This capability to support voice
services is commonly known as voice
over IP (VoIP). VoIP is currently in
its infancy and its real value will
only become apparent once the new
wave of Internet voice-related
services have matured. It is predicted
that as VoIP standards become more
established voice-related services will
become increasingly prolific. The
accuracy of this prediction will have
to be judged by the passage of time.
But assuming it to be true, it is likely
that there will be a virtuous circle of
improving the network to support
new voice services which will inspire
newer services that will stimulate
further network improvements, and
so on, The final outcome of this will
eventually be a network that is
optimised for supporting a diverse
range of applications of which VoIP
will be a sub-set. This is the complete
opposite to how the traditional
telephony network has evolved.

However, for the foreseeable future,
the dominant issue will almost
certainly continue to be interworking
VolIP with traditional telephony
services. It is the aim of this paper to
indicate why this will be so and to
highlight the interworking issues that
will be encountered. It will then look
at ways for improving/eliminating the
need for interworking, and use these
observations to identify how to
seamlessly remove all need for
interworking in the ‘ideal’ future
network.

What is changing?

Traditional telephony networks are
typically described by the following
four key points:

® based on homogeneous technology
end-to-end;

@ homogeneous service; that is,
telephony;

@ other services spoofed to look like
telephony; that is, use of modem
for carrying data; and

@ well understood traffic character-
istics and usage patterns.

However, with the explosive
growth in the Internet, user expecta-
tions and demands will change. For
the future the typical network is
more likely to be described by the
following three key points:

® based on heterogeneous mix of
technologies end-to-end;

® heterogeneous mix of applications/
services; and

@ unpredictable mix of different
types of traffic statistics and
usage patterns.

The increasing heterogeneity and
unpredictability will demand that
networks should be made as inde-
pendent of services and applications
as is practicable. The current plans for
application programmable interfaces
(APIs), capable of opening up the
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Figure 1—Moore’s Law (source:
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sewm/25anniv/ hof/ moore.htm)

network to various applications, may
help, but the key feature will be to
migrate all application/service-related
features into the host machines.
Traditionally, the cost and the
extremely limited processing power of
the host have prohibited this. How-
ever, this is unlikely to be the case in
the future as memory and processing
power costs continue to fall. This is
especially true for processing power
despite the fact that the processing
power continues to increase according
to Moore’s Law, see Figure 1 (data
from Intel web site). The network
simplifications offered by migrating
all application/service specific features
into host machines will be considered
in more detail later.

Typical Network Scenarios
for VolP

The incumbent public switched
telephone network (PSTN) will have to
be able to interwork with new VoIP data
networks if it is to offer its users global
connectivity. In other words, if someone
using a telephone wants to speak to
someone using a PC with voice-service
capabilities, global connectivity cannot
be claimed if the PSTN prohibits such
communication. To offer global connec-
tivity, special interface equipment is
needed, namely signalling gateways,
media gateways and media controllers:
these are discussed in more detail later.
These gateways effectively provide the
necessary features needed to support
PSTN and VoIP interworking. A further
reason for interworking is the
emergence of different mid-band and
broadband network services, carrying
mainly data, requiring access
through both PSTN and the Internet.
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Figure 2 shows the main two
scenarios of interworking in VoIP:

@ core network, and
® standard PSTN access
interworking with the IP network.

Interworking the core networks has
different requirements from inter-
working in the access networks. Depend-
ing on the size of the network, and
how extensive the VoIP is going to be,
the proliferation of VoIP interworking
is likely to be in the access networks
due to the fact that core networks
only deal with aggregated traffic.

Interworking IP and standard
PSTN equipment requires the
installation of additional servers,
gateways and control equipment.
These gateways and the features
they support are described below.

Gateway Features for Core
Interworking

The interworking of IP and PSTN has
made it necessary to increase the

complexity of the signalling protocols
in order to provide call and bandwidth
control across the two networks.
Figure 3 depicts the current signalling
architecture for network elements
interfacing PSTN and IP networks.
User access to the PSTN is carried
by Signalling System No. 7’s (SS7’s)
user-to-network signalling interfaces
(UNI) , through to the signalling point
on the IP network side. ISUP informa-
tion is carried between the two
networks to provide features for
network-to-network Interfacing (INNT).
As for deployment, the biggest
market for VoIP in the short-term is
expected to be in the intranet and
virtual private network (VPN) domains
where bandwidth provisioning is more
easily managed and controlled. The
issue of quality of service (QoS) for
PSTN voice over the IP network will
remain the major barrier to VoIP
deployment in the public network.

Signalling gateway
This is the box that performs the
mapping of SS7 signalling formats

Figure 2— High-level architecture for current VoIP
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into IP compatible formats. SS7 is a
global common-channel signalling
standard defined by the Interna-
tional Telecommunications Union
(ITU-T). It defines the protocols by
which PSTN network elements
exchange information over a digital
signalling network for both fixed and
cellular networks. The signalling
network is used primarily for the
following functions:

@ call set-up and clear down;

@ cefficient use of voice circuits;

@ intelligent number processing—
local number portability, (0800)
services etc.;

@ intelligent services—call forward-
ing, call waiting, three-way calling
etc.; and

@ authentication and roaming
services for mobile communications.

ISDN user part (ISUP) protocols
are used to set-up, modify and
release (among others) trunk circuits
that carry voice and data between
the calling parties. Signalling
connection control part (SCCP)
provides global title translation to
associate an address (for example,
dialled 0800 number) with a destina-
tion signalling point code and an
application unique number. SS7
messages can be encapsulated
(tunnelled) within IP and used by the
signalling controller for routing
within the network. The media
gateway looks up the SS7 contents
and establishes the required
transcoding scheme to be employed.

The PSTN is still a cornerstone for
the current VoIP architecture. The
SS7 signalling used in the PSTN is
also taken as the de facto signalling
that new VoIP equipment will have to
interwork with. Therefore, the claim
that ‘VoIP will cause the death of the
PSTN’ is still far from accurate. The
PSTN, its core switches and many of
its access technologies will still be
used for the foreseeable future.

Media controllers (MCs)
Gateway controllers perform the
majority of the call control and
intelligence, to aid call progression
within the network. For example,
H.323 gatekeepers perform tele-
phone-number-to-IP-address map-
ping and can act as platforms to run
services for VPN applications. Media
controllers implement one or more of
a set of developing protocols: H.323,
SIP, MGCP etc.

The main functions provided by
these elements include address

translation, connection control and
bandwidth management. The use of
these boxes has proven most useful
in the corporate and leased lines and
scenarios where bandwidth is more
easily controlled.

Signalling between media control-
lers can be carried using ISUP with a
special extension for IP, using the
H.323 protocol with extension for
PSTN or using session initiation
protocol (SIP)* with extension for
PSTN. This is an active area of
discussion within the Internet
Engineering Task Force (IETF),
where the standards have not yet
been fully agreed.

Protocols such as ITU’s H.323 are
commonly used in media controllers to
provide mapping and various call set-
up control functions between network
servers. The IETF is proposing a new
equivalent lighter weight’ SIP to
perform similar functions.

Media gateways

(zateways are end points in the
network providing ports that connect
to IP and circuit switched network
users. Currently, each customer
needs two ports, in order to be able to
send and receive. Gateways can also
carry out translation functions
between video and audio codecs etc.
Gateways are mainly used to estab-
lish links between PSTN terminals
and IP or ISDN-based terminals
(among others)- Media gateways
provide basic functions necessary for
analogue access (UNI) and network-
to-network (NNI) for core
interworking. These functions
include:

® [P encapsulation/de-encapsulation
To traverse from PSTN to the IP
network, ISUP is carried over IP
between the signalling gateway and
the media controller. This uses the
ISUP information to issue control
signals to the media gateway using
protocols such as MGCP. Control
functions may include connection
creation, connection clear down,
notification information etc. The
media path that connects one
gateway to another is used to
transfer voice data from one end
box to another using protocols such
as RTP/RTCP protocols.

® Encoding of analogue signals
This includes the digitisation of
analogue signals and the
packetisation of the resulting data.

® Supervisory tones The network
user needs continued feedback on
the progress in the call set-up

IP-PSTN

stage. Dialling tones, busy tones,
line-down tones etc. are generated
according to the status of the call.
Tone codes are provided by the
switches which connect the
various gateways.

In brief, the combination of the
media gateway and controller
provide the key features that have
traditionally been placed in the
network. In order to establish
interworking between two different
networks, encoding is essential due
to inherent analogue access. Encap-
sulation is also needed due to
interworking two different signalling
standards (for example, SS7 and IP).
Supervisory tones are generated in
the gateway to compensate for the
local exchange functionality. These
features have been replicated in
order to facilitate the communication
between the various network sys-
tems. However, the ultimate price is
paid in making the network service
dependent. This will limit future
service deployment and the flexibility
in enriching current service features.

Network Futures

Basic network functions
Migrating certain network features
into the host machine will enable the
network to be service independent.
This requires that there is minimal
interworking and that supervisory
tones are generated in the host
machines. The key issues for PSTN
and VoIP interworking are those of
IP packetisation, common address-
ing, supervisory tones and signalling
interworking. The impact of migrat-
ing these features into the host is
designed to reduce the need for the
gateway and its features, thus
eliminating the need for
interworking. This section will give
an outline on how this could be
achieved.

IP packetisation

Assuming that eventually all host
machines will send a digital stream
into the network rather than an
analogue one. The need for IP
encapsulation within the network
will not be a network requirement.
Moving these functions to the host
side will enable their use by new
applications, without much impact
on the network functionality. This
would also eliminate the encapsula-
tion function from the media
gateway.
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Encoding

For the same reason as above,
encoding can now be done by the
host, although host-to-host communi-
cation may take place to determine
what to use. This does not, however,
involve the network. Signalling and
messaging functions such as those
carried out by H.323, SIP, TCAP etc.
can now reside in the host, eliminat-
ing the need for them to be in the
MC, or in other network nodes.

Service specific supervisory tone
handling

These functions can be moved to the
host side, enabling new applications
to use a richer set of tones. These
could now be audible, visual, text or
any other form. Historically, tones
were placed in the network nodes
because that was the only way to
use them. Modern server-based
applications could generate the
tones, as configured by the end user.
Moving supervisory tones to the host
eliminates another major function
that media gateways provide.
However, a ‘unified’ set of supervi-
sory codes remain to be provided by
the network, and may be carried by
signalling messages.

Signalling interworking
Current developments in IP and
other network technologies require a
fresh look at providing a global
‘lightweight’ signalling system.
Instead of ‘interworking’ technolo-
gies, there is now a clear need for an
‘internetworking” signalling solution
that spans across all technologies.
The new architecture will provide a
network level intelligence that is
built around ‘general-purpose’
servers that are independent from
the network switching fabric. The
future network can be based on
heterogeneous technologies but still
needs to be controlled by a ‘global’
homogeneous signalling system,
sparing signalling mapping that
occurs at every interface point in the
network. Current network trends
show that every new technology tried
to be the universal solution for
today’s problems. This does not work,
requiring us to think of ways to
‘internetwork’ different technologies
rather than ‘interwork’ them.

It is, however, understood that it
is more difficult to design a ‘univer-
sal’ signalling system, given existing
network complexity. This remains
essential if the network ‘future proof’,
‘cost’ and ‘complexity’ are to be kept
under control.
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Figure 4 —An example of universal ‘multi-service’ heterogeneous network

Basic signalling functions
Comparing IP protocol functionality
with that of SS7 and that of asynchro-
nous transfer mode (ATM) reveals that
there are close similarities between the
various stacks. The major differences
are in the layer at which certain
functions have been assigned. There is
enough evidence that these signalling
stacks may converge to provide one
globally accepted standard. Salient
features of such a standard include:

® Messeaging for call control and
service association A ‘global’
addressing scheme that is capable of
locating network nodes and servers.
Messaging systems such as SS7’s
SCCP, DNS and SIP all attempt to
achieve similar functions. TCP-like
functionality (error checking, re-
transmission etc.) can be moved to
thislayer in the network. MTP2 in
SS7 signalling will not need to do re-
transmission as it is done at the
TCP level. Applications will
choose between the various
messaging systems, resulting in
the need to keep several systems
at the user host machine, Different
services can also create their own
formats, but all will be encapsulated
through one layer (the IP layer). IP
does not make assumptions about
the underlying technology.

® Resource allocation A network-
wide reservation system will
provide resource allocation
functions. RSVP-like signalling
may be used to provide reservation
control for the generated traffic.
Packets could also carry enough
information to the network about
their resource requirements on a
hop-by-hop basis. Re-transmission

of failing packets will have to be
handled correctly, by higher layers.

Resulting network

It is quite plausible that by migrating
functions such as re-transmission and
error corrections to the TCP layer and
functions such as address resolution
protocols to the session layer we could
provide service features that are not
affected by the underlying network. IP
can be used as the sole
‘internetworking’ protocol carrying all
traffic (encapsulating or otherwise) to
‘technology independent’ lower layers.
This ‘functional separation’ will allow
any service feature to be carried by
any underlying network technology
using a ‘single’ universal signalling
standard. Necessary information may
be carried by packets to enrich the
way this is finally implemented.
Figure 4 depicts the way some of
these changes may be achieved:

The future network (as depicted in
Figure 4) has mainly devolved func-
tionality between the network and the
host. Functions such as IP encapsula-
tion, encoding, tones etc. are now
performed by the host eliminating the
need for gateway devices such as
gateways and MCs. Hosts can now
connect directly to a router network.
Duplication of ‘messaging’ functions at
the user host may become inevitable, in
the same way that computer applica-
tions now share a desktop PC.
Interworking various network tech-
nologies will not be an issue any more.

Cost of Interworking PSTN
and VolP

Cuwrrent arrangements for VoIP
include the use of at least three



networks (PSTN, IP and the SS7
signalling). This implies the use of at
least three sets of standards,
interworked to provide a voice service.
The complexity in terms of network
elements, numerous protocol stacks,
signalling and stove-piping arrange-
ments puts hurdles in the way of
building a cost-effective network.
When considering the broadband data
network solutions, the number of
interworking networks can mount to
dozens. If not addressed, complexity
may be the biggest factor in hindering
the expected take-up of VoIP.

A simpler network signalling
arrangement will result in savings in
money and complexity. The
internetworking proposals in this
paper should help towards bringing
in reasonable saving through elimi-
nating intermediary devices and
introducing a ‘unified’ signalling
stack. This will encourage re-use of
resources within the network, and
simplify resource reservation across
the network. The penalty that will be
paid, is the duplication of software
addressing and messaging schemes.
We foresee that several of these
applications (for example, SIP, H.323,
DNS) will form a global standard and
will co-exist in the host station.

The future network will serve all
existing telecommunications applica-
tions and will be simple enough to
provide seamlessly interconnected
networks, majoring on IP and
capitalising on existing network
infrastructure. The move towards a
multi-service network will yield
added technical and economic
benefits. The network operator
should not worry about extra opera-
tion, management and investment
every time a new network technology
is introduced. This architecture
introduces a single user box (for
example, a router) to provide net-
work access, including QoS, security,
and reusability of resources.

Conclusion

Digitisation at the host into IP
packets removes the need for gate-
ways to encapsulate into IP packets.
Use of a single global addressing
scheme removes the need for layer 3
address translations. The telephone
number can still be used but this
would now have become a layer 4
address and effectively it is an
alternative form of uniform resource
locator (URL).

Having removed the need for IP
encapsulation and address mappings,

the only feature now provided by a
gateway is signalling interworking.
However, because layer 4 signalling
messages can be evolved independ-
ently of the network—for example,
DNS, SIP, TCAP—and other features
of user parts not associated with
resource reservation, they can be
ignored from the point of view of
network interworking issues. SS7
becomes recast in a use as ‘fit-for-
purpose’ collection of protocols that
are defined independently. For
example, interworking DNS and SIP
is not an issue for the network and
they can co-exist completely inde-
pendently. The basic reason for
duplication is that this communica-
tion is purely server-server interac-
tion, and does not require the
network to have knowledge of the
messages carried.

Because the fundamental princi-
ples of IP networking make no
assumptions about underlying
technologies, the technology-specific
aspects of SS7 standards become
redundant and can be discarded. All
that remains is resource reservation
and supervisory code information. By
adopting a single, end-to-end globally
accepted resource reservation
protocol and supervisory messages,
all need for signalling interworking
is removed. Service specific tone
generation would be located within
host machines with the appropriate
mapping between the supervisory
message and the tone/visual display
now being under the control of the
host application. At this point the
gateway becomes redundant and
PSTN telephony and VoIP have
converged to become the same.
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David Blair

Offload of Dial-Up Internet
Traffic from the PSTN/ISDN

Internet customer growth has
risen rapidly in the past few
years. A significant portion of
users are connected to Internet
service providers (ISPs) using the
public switched telephone
network (PSTN)/integrated
services digital network (ISDN)
for access. As Internet traffic is
data traffic with longer average
holding times than voice calls,
this traffic may adversely affect
other traffic in the network.
Internet traffic itself may also
experience congestion, and cause
complaints to service providers.

In the long-term, switch
suppliers plan to provide
integrated offload technology as
part of the core or remote
subscriber unit. This will allow
Internet traffic to be diverted
directly into a data network at
the earliest possible point before
entering the PSTN.

In the short-term, a number of
Internet traffic offload measures
will be required by operators to
prevent problems arising in their
PSTN/ISDN networks. This paper
presents the results of a study
conducted by Telecom Eireann to
determine the most suitable
Internet traffic offload strategies
to adopt and technologies
available in order to address this
short-term problem.

Introduction

Internet usage and Internet traffic is
growing at a rapid rate dueto a
combination of many factors. As most
customers access their Internet service
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providers over the PSTN, which was
engineered for short holding time voice
calls (three minute average) rather
than the long holding time Internet
data calls (156 minute average), this
poses several short-term problems and
challenges for network planners. The
principal ones are:

@ to provide effective quality of
service for Internet users without
degrading the quality of service of
the fixed voice network;

@ to optimise routing between the
sources of Internet traffic and the
Internet service providers’ (ISPs)
points-of-presence (POPs); and

@ the need to phase in new Internet
offload technology to help avoid
future PSTN congestion.

Adding to the problem is the
introduction of ‘pay-as-you-go’, low
tariff, or absolutely free Internet
services. These services drive forward
the market for the Internet, leading
to further growth in dial-up Internet
traffic on the PSTN. Some users will
migrate up the value chain to
asymmetric digital subscriber line
(ADSL)/very-high bit-rate digital
subscriber line (VDSL), asynchro-
nous transfer mode (ATM) and other
broadband services which will modify
growth slightly. However, the compo-
sition of forces is such that it contin-
ues to drive forward growth, and this
will require technical answers in the
short to medium term. Carriers have
to invest more in their local networks
to handle the strain of the increased
dial-up Internet traffic.

Internet Traffic Statistics

Internet traffic statistics reflect the
latest growth trends. Internet traffic
data for all ISPs in Ireland was
recorded for the week ending

29 April 1999, as well as local PSTN
traffic for the same week. Data was
recorded in hourly intervals over the

24-hour period and included ISP, date
and hour, number of calls and average
call durations in the hour.

Growth in traffic

Figure 1 shows the growth in
aggregate weekly Internet traffic
hours from August 1997 to April
1999. This shows the underlying
growth has increased four-fold in this
20-month period.

Figure 1—Weekly Internet traffic
1997-1999
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Internet versus PSTN—daily
traffic profile

The daily traffic profile of all
Internet compared to PSTN traffic
for Friday 23 April 1999 is shown in
Figure 2. The large morning and
afternoon PSTN traffic peaks are
mirrored by very slight morning and
afternoon Internet peaks. Internet
traffic displays the highest peaks in

Figure 2— Internet versus PSTN traffic
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the evening from 2000-2100, and
from 1800-1900 when tariffs are
lower and PSTN traffic has tailed
off.

Average holding times

A comparison of Internet and PSTN
average holding times for a weekday
(Fri 23/4/99) is shown in Figure 3. The
average Internet call holding times
during business hours is about

11 minutes, but rises sharply after
18.00 hours, and can average over

20 minutes during off-peak times.
This trend shows that when Internet
tariffs are low at off-peak times,
Internet call holding times rise
significantly, which increases pressure
on local networks.

Trend in proportion of
Internet to PSTN local traffic
The average proportion of Internet to
local PSTN traffic is now 13-5%. The
trend in growth is shown in Figure 4
(September 1998 was lower due to
seasonal factors.)!

Statistics trends

These statistics show growing
Internet traffic, a growing proportion
of Internet to PSTN traffic in the
local network, the likelihood of longer
holding times as low cost or free
Internet services become available.
These statistics confirm a growing
short-to-medium-term problem
exists, unless significant Internet
traffic offload measures are taken.

Figure 3—Averege holding times
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Figure 5—Decentralised POPs

Internet Traffic Offload
Options

Options available to offload Internet
traffic include:

@ long-haul out-of-area primary rate
accesses (PRAs) to ISP POPs;

@ decentralising POPs by locating at
tandem or local exchanges;

@ Signalling System No. 7 (SS7)
gateway solutions;

@ switch supplier solutions; and

® xDSL and ATM.

Decentralising POPs

POPs could be located at local/
tandem switches showing the highest
Internet traffic, or at all local
switches, with access to the ISP over
frame relay, ATM or other data
networks as shown in Figure 5.

S§S87 signalling gateway

An SS7 signalling gateway solution
has advantages®?, and is favoured by
ISPs. Internet traffic can be carried on
a trunk instead of ISDN primary-rate
interfaces, which are costly, while
signalling and call management is
done over the existing SS7 network.
Cisco, Nortel*, Ascend, and Stratus
now offer SS7 signalling gateway
products. Figure 6 shows the Cisco
SS7 gateway based on an SC22XX
signalling controller working together
with NAS 5X00 access servers®. The
signalling controller provides connec-

Figure 6—Cisco SS7 Getewsy solution
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tion to the SS7 network and network
access servers (NASs) while the NASs
terminate the integrated services user
part (ISUP) trunks. Network event
monitors (NEMs) manage the signal-
ling controllers SS7 functionality, and
authorisation, authentication and
accounting (AAA) and simple network
management protocol (SNMP) servers
provide security and network manage-
ment. A backhaul router provides
connection to the ISP backbone.

Switch supplier Internet
offload solution

Ericsson now offer an Internet
offload solution based on an ACC
Tigris Internet access server® shown
in Figure 7. This is a pre-switch
solution where the access server is
connected directly to the AXE group
switch. IP traffic is offloaded to a
data network before calls enter the
PSTN. An access server for local/
transit switches, but not for remote
switching units, is available.

Issues

POPs or Internet access servers can
be located at local and tandem
switches allowing diversion of IP
traffic to a data network at this point.
This limits the problem to the local
switch. Remote subscriber units
(RSUs) are still a problem, as offload
technology for RSUs is not currently
available. With the high percentage of
IP traffic on many RSU links, these
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links will become quickly congested.

An offload solution for RSU to
switch links is urgently requir

local
ed.

The cost implications of the
different network offload options

need to be studied, to find the

optimum for the network topology.
Telecom Eireann are planning to

conduct such a cost study.
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ADSL/ATM and cable modem
technologies

Broadband access technologies such
as ADSL, ADSL Lite, SDSL, and
VDSL as well as ATM to the desktop
will enable cheap always-on connec-
tion to the Internet. ADSL/ATM and
cable modem Internet customers will
access the ISP POP directly via a

data network, and avoid the PSTN.
Internet customer numbers using
these technologies are likely to be
limited in the short-term, and will
not have any great impact on the
dial-up Internet traffic problem. In
the long-term however, the impact of
these technologies is likely to be
significant.

Future Vision

Network offload of Internet traffic is
unlikely to be necessary in the
future, as the networks envisaged
will solve the problem. Strategists
predict a universal routing/switching
protocol supporting a vast range of
services over a multiplicity of end-
user terminals, with distributed
intelligence across nodes, and an all-
optical transport core. There are two
main visions:

® ATM multiservice network for high
quality end-to-end connectivity is
ideal for corporate virtual private
networks (Figure 8). This would use
ATM edge and core switches, and
provide IP switching over ATM.

® [P-only network (Figure 9) could
be used to offer low grade, cheap
connectivity, bulk dial-up traffic
for cheap IP public services’. This
would use IP edge routers and
terabit routers directly on an
optical transport layer. QoS would
be provided by MPLS or Diffserv.

A hybrid ATM/IP network is
likely to emerge, with ATM switches
having a connected IP-terabit router.

If the hybrid ATM/IP network
vision emerges, and ATM/IP switches
provide the network core, Internet
traffic would be carried as shown in
Figure 10. Bulk business Internet
traffic from corporate LANs would be
connected by router or ATM edge
switch into the ATM/IP network via
the local exchange. Local exchanges
will require either integrated POPs,
data gateways, or upgrading to voice/
ATM-IP nodes. Network-wide
implementation of this vision is
several years away yet, but it will
solve the Internet offload problem.

Conclusion

Dial-up Internet traffic is causing a
short-term network problem for the
switched voice network. Statistics
indicate rapid Internet traffic
growth, and the forces driving
growth such as low cost or free
Internet service are fuelling higher



Internet traffic and longer holding
times. Future solutions such as the
hybrid ATM/IP network with com-
bined voice and ATM/IP switches will
solve the problem but are some years
away, leaving us with a short-term
problem. The general strategy is to
offload IP traffic at the earliest
possible point, and transfer it to a
data network. The main offload
technologies for the short-term
include: remote PRAs, POPs or RASs
at local exchanges connected by FR/
ATM to ISPs, SS7 signalling gateway
solutions, and supplier offload
solutions. Telecom Eireann has
started to locate POPs at the busiest
Internet local exchanges, and connect
remote PRAs to these. This Internet
traffic is desirable in that it will
generate future revenues. However
carriers must be prepared to invest
in their local networks which were
designed for a different purpose, so
they are able to handle this new
surge in IP traffic. Detailed Internet
traffic analysis, and careful cost
modelling of the choice of Internet
offload technologies will be needed to
provide an optimum solution.
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Glossary

ADSL Asymmetric digital subscriber
line

ATM Asynchronous transfer mode
ETC Exchange terminal circuit
FR Frame relay

IAS Internet access server

ICR Internet call routing node
IFC Internet frame concentration
IPOP Integrated point of presence
ISDN Integrated services digital
network

ISP Internet service provider
ISUP Internet services user part
NAS Network access server

NEM Network event monitor
PDU Protocol data unit

PMO Present mode of operation
PSTN Public switched telephone
network

POP Point of presence

PRA Primary rate access (ISDN)
RAS Remote access server

RSU Remote subscriber unit
SDSL Synchronous digital sub-
scriber line

8§87 Signalling System No. 7
STP Signalling transfer point
VDSL Very-high bit-rate digital
subscriber line

xDSL the range of digital subscriber
line technologies
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Architectures for Internet
Traffic Off-Load from the
PSTN/ISDN Network

This paper explains how
telecommunications companies
can cope with the increased load
on public switched telephone
networklintegrated services
digital network (PSTN/ISDN)
resources due to the constant
growth of Internet traffic. The key
bottlenecks of the present mode of
operation are identified and an
overview is given of the possible
post-switch Internet traffic off-
load architectures for the
redirection of Internet traffic
from the PSTN/ISDN network
towards a packet-switched data
network. Finally, a migration
strategy towards a given target
post-switch Internet traffic off-
load architecture is discussed.

Introduction
The constant growth of users with
dial-up Internet access via the PSTN/
ISDN network continuously
increases the load on the resources of
the PSTN/ISDN network. This could
ultimately give rise to congestion
problems in this network that could
affect other users.
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Solving these congestion problems
would require the purchase and the
deployment of additional equipment
and/or the adaptation of modified
engineering rules for both PSTN/ISDN
switches and trunks. Off-loading
Internet traffic from the PSTN/ISDN
network towards a packet-switched
data network may be an alternative
and less expensive solution.

This paper explains how telecom-
munications companies can cope with
the problems mentioned above. First
we give a description of our current
Internet protocol (IP) access network
architecture. The key bottlenecks of
the present mode of operation are
identified. Next we give an overview
of the possible post-switch Internet
traffic off-load architectures, followed
by an analysis of the key advantages
and disadvantages for each architec-
ture. Finally we discuss a migration
strategy towards a given target
Internet traffic off-load architecture. |

Current Situation:
IP Access via the PSTN/
ISDN Network

The following section gives a short
description of the current IP access
network architecture where points of
presence (PoPs) of Internet service
providers (ISPs) are connected to local
exchanges with primary rate access
(PRA) interfaces.

The route of an Internet call
through the PSTN/ISDN network is
shown in Figure 1. During Internet
access a PSTN/ISDN connection is set-
up between the modem of an Internet
user and the remote access server
(RAS) of the ISP. The Internet call is
routed through the local PSTN/ISDN
network, possibly via a local exchange-
remote unit (LE-RU), towards ingress
local exchange-basic unit (LE-BU).

From the ingress LE-BU, the
Internet call originating exchange,
Internet calls are routed via one (or
more) toll exchange(s) towards an
egress LE-BU, the Internet call
terminating exchange. The egress
LE-BU is connected to the RAS by
means of PRA interfaces. The RAS is
located in the PoP of the ISP. Alter-
natively, the RAS is connected (by
means of a leased line) to the ISP
data backbone network.

In the Belgacom case, the connec-
tion is to an asynchronous transfer
mode (ATM) access switch of the ATM/
frame relay (ATM/FR) data backbone
network. From there, IP packets are
routed to the central router of the ISP
towards the Internet.

Key Bottlenecks of the
Current Situation
Due to the continuous increase of users
with Internet access via analogue
modems or via the ISDN, a constant
growth of Internet traffic has been
observed in the PSTN/ISDN network.
Internet traffic increases the load
on the resources of the PSTN/ISDN
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Figure 1—Internet access via PSTN/
ISDN network
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network, because of the constant
growth and particularly because
Internet calls have a much longer
call duration than voice calls for
which the PSTN/ISDN network was
designed. This could ultimately give
rise to congestion problems in the
PSTN/ISDN network that could
affect other PSTN/ISDN users.

The problems occur in different
areas:

@ ingress exchanges (basic units
(BU) + remote units (RU)) that
connect subscribers;

@® toll exchanges;

@ egress exchanges that connect the
ISP modem pools; and

@ trunks between these exchanges.

Solving these congestion problems
would require the purchase and the
deployment of additional equipment
and/or the adaptation of modified
engineering rules for both PSTN/
ISDN switches and trunks.

Off-loading the Internet traffic
from the PSTN/ISDN network into a
packet switched data network may
be an alternative and less expensive
solution, because circuits set-up in
the PSTN/ISDN network for Internet
traffic are not actively used during
the entire call.

Internet Traffic Off-load

In this paper the interception of
Internet traffic to be redirected from
the PSTN/ISDN network (which is
circuit-switched and optimised for
voice traffic) towards the ATM/FR
network (which is packet-switched
and optimised for data traffic) we
will call Internet off-load.

This includes the use of existing
features and capabilities of the PSTN/
ISDN network to obtain this goal,
such as the use of intelligent network/
Signalling System No. 7 (IN/SSN7).

The following section provides an
overview of the different Internet traffic
off-load architectures considered.

Internet Traffic Off-load
Architectures

Pre-switch off-load
architectures

A first approach consists of inter-
cepting the Internet traffic at the
line side of the (ingress) switch and
redirecting it out of the PSTN/ISDN
network into a packet-switched
network. These architectures are
often called pre-switch off-load

architectures. An example of such
architecture is xDSL (the range of
digital subscriber line technologies).

Post-switch off-load
architectures
A second approach consists of the
interception of Internet traffic after
the (ingress) switch. These architec-
tures are called post-switch off-load
architectures. Internet traffic is
allowed to pass through the (ingress)
switch before being redirected out of
the PSTN/ISDN network into the
packet-switched network.

This paper focuses on post-switch
off-load architectures.

Introduction of IN functionality
and optimisation of Internet
traffic routing

In this scenario, existing features
and capabilities of the PSTN/ISDN
network are used for optimising the
routing of Internet traffic through
the PSTN/ISDN network.

The introduction of IN functional-
ity allows improved control of the
routing of Internet traffic through the
PSTN/ISDN network; that is, the
telecommunications company can
define to which egress exchange the
Internet traffic is routed.

Internet traffic routing can be
optimised following several
approaches:

® Definition of Internet areas:
In this case the PSTN/ISDN
network is divided into a number
of Internet areas. If one can
arrange that the PoPs of the ISPs
are located in an Internet area in
order to reach the Internet users of
that area, one is able to limit the
number of interzonal links for
Internet traffic.

® Definition of egress exchanges:
If one can ensure that the PRAs
of the RAS in the PoPs are
connected to one (or more) well-
defined egress exchange(s) within
the Internet area under consid-
eration, one can also limit the
number of zonal and interzonal
links for Internet traffic within a
given Internet area.

This will ultimately lead to a signifi-
cant reduction of the operational cost,
because one has to manage a limited
number of trunks for Internet traffic.

Internet off-load via the PSTN/
ISDN network

In this scenario, the number of
PSTN/ISDN exchanges between the
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ingress exchange and the PoP is
reduced, bypassing (intermediate)
toll exchanges and/or the egress
exchanges. Direct links can be
provided between (important) ingress
exchanges and egress exchanges.

Internet off-load via the ATM/FR
network

In this scenario, the remote-access
server is moved from the egress
exchange to the ingress exchange,
optimising the transmission network
resources by the use of a packet-
switched ATM/FR network.

Trunk interfaces between the
PSTN/ISDN switch and the
remote access server
So far the interfaces between the
PSTN/ISDN switch and the remote
access server have been PRAs.
However, both switching- and data-
network vendors have proposed an
evolution towards trunk interfaces.
In the latter case interworking
between the RAS and the SSN7
network is required.

The SSN7 gateway functionality
can reside in a standalone device but
can also be integrated in the RAS.

Integration of a remote access
server into the PSTN/ISDN switch
One switching network vendor has
proposed an integrated/post-switch
Internet traffic off-load architec-
ture.

In a first step the vendors have
proposed the functional integration
of an external remote access server
with PRA interfaces between the
PSTN/ISDN switch and the RAS. In
a second step the IP PoP is fully
integrated in the PSTN/ISDN switch.

The key advantages and disad-
vantages of the post-switch Internet
off-load architectures are summa-
rised in Table 1.

Internet Traffic Off-Load
Migration Scenarios
In the following section we will
discuss a migration scenario towards
a target Internet traffic off-load
architecture. We will explain how
Belgacom will cope with the problems
mentioned above. We will show how
Internet traffic off-load will be
combined with the introduction of IN
routing and a special number for
Internet access to distinguish Internet
traffic from other traffic.

The following network architec-
ture evolutions have been identified:
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Table 1: Advantages and Disadvantages of the Post-Switch Internet Off-load Architectures

Architecture

Advantages

Disadvantages

Introduction of IN functionality and
optimisation of Internettraffic routing

Optimised routing of Internet traffic in
PSTN/ISDN network.

Access numbers of ISPs have to be
changed.

PRAs of ISPs have to be connected to a
limited number of well defined egress
exchanges.

Internet off-load via the PSTN/ISDN
network

Optimised utilisation of PSTN/ISDN
network resources.
Reduction of trunk interfaces.

PRAs of ISPs have to be connected to one
(or more) (ingress) exchanges.

Internet off-load via the ATM/FR network

Optimised utilisation of transmission
network resources.
Packet switching.

ISPs have to move RAS towards ingress
exchanges.

Trunk interfaces between the PSTN/ISDN
switch and the remote access server

No need for PRA interfaces between
PSTN/ISDN switch and RAS (that is, the
possibility to connect RAS to (pure) toll
exchange).

Internet supplementary services due to
interworking with IN/SSN7.

Increased complexity; the need for SSN7
gateway.

Integration of a remote access server into
the PSTN/ISDN switch

No need for PRA interfaces between
PSTN/ISDN switch and RAS.
Internet supplementary services.

Less flexible than a standalone solution.

Phase 1: 078/17xxxx access;
Phase 2: off-load via PSTN/ISDN
network; and

Phase 3: off-load via the ATM/FR
network.

Phase 1: 078/17xxxx access
Belgacom will introduce a special
Internet tariff linked with a special,
non-geographic 078/17xxxx number.
For this purpose Belgacom has
divided the PSTN/ISDN network in
a number of Internet areas. An ISP
to which a 078/17xxxx number is
allocated has to be present in an
Internet area to reach the Internet
users of that Internet area; that is,
the PRAs of the RAS in the PoP
have to be connected to one (or
more) well-defined egress ex-
changes of the Internet area under
consideration. Furthermore, IN
functionality will be introduced to
route Internet traffic. Internet
traffic is separated from ordinary
PSTN/ISDN traffic in so called
service switching point/advanced
freephone service points (SSP/AFS).
The choice (number and localisa-
tion) of SSP/AFS points is opti-
mised for the PSTN/ISDN network;
for example, SSP/AFS functionality
in toll exchanges and ingress LE-
BUs with direct links to egress LE-
BUs.

Internet traffic is routed towards
the egress LE-BUs (the equivalent of
an Internet call terminating
exchange) as follows:
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@ Internet traffic from ingress
LE-BUs with direct links to egress
LE-BUs is routed via the direct
link to the egress LE-BU towards
the PoP (plus overflow via toll
exchange); and

® Internet traffic from adjacent zones
within an Internet area (or from
ingress LE-BUs with no direct links
to egress LE-BUs) is routed via
SSP/AFS toll exchange and egress
LE-BU towards the PoP.

Phase 2: off-load via PSTN/ISDN
network
As Internet traffic increases, conges-
tion problems will move from the
egress exchanges towards the ingress
exchanges. In this case application of
Internet traffic off-load via PSTN/
ISDN is appropriate, as described in
a previous section. This implies a
reduction of the number of (interme-
diate) PSTN/ISDN exchanges in the
route of Internet traffic from the
Internet user towards the PoP of the
ISP.

This can be done in several ways,
as shown on Figure 2:

@ If the Internet traffic from a given
ingress LE-BU towards the PoPs
of a number of ISPs connected to
the same egress LE-BU is suffi-
cient high, we can foresee a direct
trunk between the ingress LE-BU
and the egress LE-BU, bypassing
the intermediate toll exchanges
(see Figure 2, box 1).

® If the Internet traffic from a
given ingress LE-BU towards the
PoP of a given ISP is sufficient
high, we can connect one or more
PRASs of the PoP directly to the
ingress LE-BU, bypassing the
egress LE-BU for these PRAs.
The PRAs should have a suffi-
cient filling ratio (see Figure 2,
box 2).

@ If the Internet traffic from a
number of ingress LE-BUs
towards the PoP of a given ISP is
sufficient high and if the Internet
traffic is collected in a toll exch-
ange, we can connect one or more
PRAS of the PoP directly to the
toll exchange, bypassing the
egress LE-BUs for these PRAs
(see Figure 2, box 3).

Figure 2—Off-load via PSTN/ISDN
network
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Figure 3—Off-load via ATM/FR
network

The solutions described above are
more cost efficient because of the
more efficient use of trunk interfaces
on the PSTN/ISDN switches.

Note that because of the intro-
duction of the 078/17xxxx number,
the application of the Internet
traffic off-load strategy stays
transparent for the customers of the
ISPs under consideration.

Key issues to determine whether
an exchange (toll or local exchange)
is suitable for Internet traffic off-load
will be, among other things, the
amount of Internet traffic to be off-
loaded in the switch, the availability
of SSP/AFS functionality in the
switch, the availability of PRA
interfaces in the switch and the
impact of switching consolidation.

Phase 3: off-load via ATM/FR
network

Suppose that a number of PRAs of
the PoP of a given ISP are already
connected to a given ingress LE-BU,
so that the switching network
resources can be considered to be
optimised for these PRAs. Then the
next step will consist of the optimisa-
tion of the transmission network
resources. This can be done in the
following way (see Figure 3).

The RAS (connected to the PRAs
under consideration) is moved from
the PoP of the ISP towards the
ingress LE-BU. This supposes that
the ISP is willing to leave the
administration of the modem pool to
the telecommunications company.

Additionally, modem pools located
in ingress LE-BUs can be shared
between different ISPs. The RAS is
still connected to the LE-BU by means
of PRA interfaces, but in this case the
Internet traffic is off-loaded from the
PSTN/ISDN network to the ATM/FR
network at the ingress LE-BU.

The solution mentioned above is
more cost efficient due to the more
efficient use of transmission capacity
(due to the use of statistical multi-
plexing) between the ingress LE-BUs
and the PoP of the ISP which is now

directly connected to the ATM/FR
network.

The issue whether or not to
integrate IP PoPs into PSTN/ISDN
switches has to be seen as a final
step towards a target Internet off-
load architecture, only to be taken
under consideration when the
modem pools of the ISPs are already
moved towards the ingress LE-BUs
in areas where a large amount of
Internet traffic has to be off-loaded
and if the ISPs are ready to leave
the administration of their modem
pools to the telecommunications
company.

Conclusion

Off-loading Internet traffic from the
circuit-switched PSTN/ISDN net-
work towards a packet-switched
ATM/FR network may be an alterna-
tive, simplified, more flexible and less
expensive solution than the present
mode of operation. This includes the
use of existing features and capabili-
ties of the PSTN/ISDN network such
as the use of IN.

In the discussion of the migration
strategy towards a target Internet
traffic off-load architecture, this
paper has shown how Internet traffic
off-load can be combined with the
introduction a special number for
Internet access to distinguish
Internet calls from other calls.

As Internet traffic increases, the
off-load point will move from the
egress switches (Internet call
terminating switches) towards the
ingress switches (Internet call
originating switches).

The key issue in determining
whether an exchange is suitable for
Internet traffic off-load will be the
amount of Internet traffic to be off-
loaded in the switch.

Glossary

AFS Advanced freephone service
FR Frame relay

ISDN Integrated services digital
network

ISP Internet service provider
LE-BU Local exchange—basic unit
LE-RU Local exchange—remote
unit

PoP Point of presence

PRA Primary rate access

PSTN Public switched telephone
network

RAS Remote access server

SSP Service switching point

IN Intelligent network

SSN7 Signalling System No. 7

IP-PSTN
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Introduction

At the World Conference on Environ-
ment and Development in Rio 1992,
sustainable development was defined
as the principle that current genera-
tions should meet their needs without
compromising the ability of future
generations to meet their own needs.
The aims of sustainable development
are so clearly valid that there can be
few who would not, in principle,
subscribe to them. Achieving a level of
socio-economic development which
allows all to move forward, while
those lagging in development are
enabled to catch up, and at the same
time avoiding destroying the ecologi-
cal and material resource inheritance
of generations as yet unborn, is a set
of aims with which industry, business,
government, science and non-profit
organisations can agree, as indeed can
most citizens'. This now widespread
recognition that sustainable develop-
ment is the responsible way forward is
added to by the recognition that
information and communication
technologies (ICTs) are key drivers of
socio-economic change and so have to
be brought into focus as part of the
equation. For example, Radermacher?
points out that ‘Modern information
and communication technologies drive
the worldwide economic system and
the process of globalisation. In this
process we see enormous growth
worldwide with opportunities for
overcoming poverty and promoting
human rights but also with major
threats to sustainability and to social
justice. At the moment, our European
citizens are witnessing that—in spite
of economic growth and enormous
wealth being generated by many
companies and individuals—jobs flow
away from us and unemployment is
on the rise, social standards have to
be given up and tax income from

global companies is shrinking consid-
erably’. Taken together, these two
perspectives demand that any
collaborative initiative proposing to
develop and consolidate aspects of the
future European framework must also
consider how the need for sustainable
development can be taken into
account.

The CEC DG-XIII ACTS pro-
gramme is the focus of the European
Union’s collaborative research effort
in advanced communications. Its
aim is to support the early deploy-
ment and effective use of advanced
communications services. Experts
from all over Europe are working
together on around 200 projects
covering a wide range of novel
technologies, applications and
services, and groups of ACTS
projects work together to produce
guidelines on strategically impor-
tant themes. A set of these guide-
lines explores how information and
communication technologies (ICT)
can contribute to ‘sustainable
development’, and specific projects
have been developed in ACTS and
elsewhere to refine and promote the
results embodied in these guide-
lines.

Information and communications
technologies clearly have consider-
able potential to contribute to
sustainable development by, for
example, helping to:

@ monitor the global environment;

@ promote ‘dematerialisation’ by
achieving results with reduced
material consumption;

@ encourage ‘immaterialisation’ by
providing added value which does
not require material consumption
(primary knowledge);

@ rationalise industrial production
and organisational processes and
structures to increase effective-



APPLICATIONS

formation required for such a project
has been fully supported.

Indeed, rationalisation of business
process has been a major theme in
ACTS trials where the new advanced
communications technologies have
bitten deep into the heart of large-
scale commercial activities. The
combination of rationalisation of
process has commonly been sup-
ported by transport substitution, and
dematerialisation and this is strongly
evident in project trials shown by:

(mature) cable circuits to be
upgraded to full service networks so
as to facilitate a new access network
at minimal cost while preserving the
investment and operational infra-
structure of municipalities, cable
companies and service organisations
across Europe. As part of their trial
they implemented applications such
as remote care, whereby high-quality
videotelephony was used as the
access medium allowing ‘on demand’
attention and service between
residential users (for example, the
elderly) and service providers (for
example, municipal authorities).
Such technical developments along
with their demonstrated applications
show a number of interesting
features for sustainable development.
They show ‘inclusion’ of elderly
people (and potentially many others),
and also show rationalisation of ® TEAM—where on screen collabo-
service infrastructure whereby rative working for concurrent
service staff save travel time to engineering has been demon-
devote to service actions. This travel strated by a group of car manufac-
substitution also includes turers and their component
dematerialisation, and together these suppliers. This has involved large-
features show a wide range of scale interworking of corporate

ness, and to reduce redundancy,
socio-economic imbalance, wasted
effort, and environmental impact;

@ substitute for travel through
‘telework, teletrade and
telecooperation’ (Mitchell®) or to
manage it more efficiently;

@ match local production to global
distribution;

@ facilitate social and economic
inclusion by offering opportunity
to all regardless of language, age,
physical ability, geographical
location; and

® enable democratisation by
increasing effective participation
in political process requiring the
aggregation of interests through
representation mechanisms.

® PRINTIT—where a distributed
publishing service toolkit has been
tested by means of three pilot
services: the distributed printing
of a newspaper; the production of
personalised catalogues; and a
(Main themes adapted from Marsh?) web kiosk printing service.
The above themes are wide-
ranging and cannot be covered in
detail here. However, the following
subsections provide key examples of
ACTS trials promoting approaches to
sustainable development, and
selected ACTS guidelines addressing

relevant themes. Together they are
offered to support the reader in
examining how advanced communi-
cations applications might support
sustainability, and to expose further
detail of selected themes for consid-
eration.

ACTS Trials Promoting
Sustainable Development
ACTS trials demonstrate effective
use of new technologies but do not
promote consumption of technology
per se. Rather, they recognise that
while technology is part of the

solution, it is also part of the problem

and we must beware of ‘rebound’
effects. For example, solid-state
electronics vastly reduced the
quantity of materials and energy
consumed by a computer but it was
so successful that it made it possible
to put a computer on everybody’s
desk. On a global scale, today’s

computers consume far more materi-

als and energy than their ancestors
of the 1950s and 1960s. So, ACTS

trials seek to show how new applica-

tions, or ways of working more
effectively and efficiently, can be
achieved by technological evolution
for larger social benefit.

A good general example is the
integrated broadband communica-
tions on broadcast networks project
(IBCoBN). Here the participants

developed solutions to allow existing

|

benefits based on application of
broadband to a remote service
provision scenario. Further detail of
this can be found in Descamps and
Wilson® and Wilson and Descamps®,
as well as on the project web site at

http://www.ibcobn.nssl.co.uk.

A powerful example of rationalisa-

tion (also including strong elements
of dematerialisation, immaterial-
isation, and travel substitution)
comes from the collaborative inte-
grated communication for construc-
tion project (CICC). This project has
developed a teamwork solution for
distributed groups in the construc-
tion industry, and the approach has
been trialed with success. The
partners have produced advanced
services including a ‘people and
information finder’, and a three-
dimensional project model. Further-
more, augmented reality and
multimedia communications have
been tested in a number of large
distributed construction projects in
Europe. This kind of project shows
the application of virtual reality
techniques to deliver distributed
teamwork solutions where partici-
pants are allowed to feel part of a
real enterprise despite distance.
Architects have been able to really

‘examine’ the state of development of

sites, and a number of companies
have been able to present ideas,
designs, and early ‘build’ work
without travelling, yet the ‘team’

users plus their SME supply
chain. They have used a common
set of tools developed to meet their
specific needs and have produced
results to support uptake of the
approach generally.

® TECODIS—where a teleworking
model for distributed software
development has been established,
modules have been implemented,
and the system applied in trials
and demonstrations where it was
evaluated. The application has
been shown in a real commercial
environment and has used
extensive European broadband
connections.

® COVEN—where a general
platform for collaborative virtual
environments (CVEs), including
computational service for tele-
working and virtual presence has
been demonstrated. The project
provides the facilities needed to
support future cooperative
teleworking systems and to
demonstrate the added value of
networked virtual reality for both
professional and home users.

While the above have mainly
benefited the business community
and addressed sustainable develop-
ment issues relevant to them, an
exception (along with the preceding
IBCoBN project) is using mobile
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personal telecommunications innova-
tion for the disabled in UMTS
pervasive integration (UMPTI-
DUMPTI) which aims to:

@ develop proposals for meeting
user requirements for applications
and services;

@ develop usability requirements,
and non-conventional uses
supporting social integration;

@ specify common application
programming interfaces to system
services;

@ develop applications and services
using appropriate human-
computer interfaces (HCI); and

® demonstrate the applications and
services in a networked environ-
ment evolving towards a UMTS
type network, using emerging
technology and equipment,
adapted where necessary.

This kind of approach to inclusion
shows that even the most isolated
communities (for example, the deaf)
can be supported by a sustainable
development approach.

The preceding examples show that
ACTS trials include demonstration of
dematerialisation, immaterialisation,
rationalisation, travel substitution,
social and economic inclusion. These
have been demonstrated in realistic
trials and show the way ahead, and
other examples are also operational
showing scope for environmental
monitoring (through the many
satellite projects), matching local
production to global distribution
(through extensions of the TEAM and
CICC ideas), and democratisation
(through initiatives such as EPRI-
WATCH). Based on observation of
this work, there are a number of
sustainable development guidelines
produced and in production, and the
following section addresses these in
detail.

ACTS Guidance for
Sustainable Development

The ACTS programme, as part of its
well-established concertation process,
has supported a series of ‘chains’
whereby projects with shared
interests work together to develop
common guidelines. One such group
of chains is concerned with generic
access (GA) and includes a specialist
sub-chain focusing sustainable
development (GAD). The GAD chain
is therefore a concertation mecha-
nism for ACTS projects concerned
with the potential impact of their
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work on sustainable development,
considered in its economic, social and
environmental dimensions. Work has
evolved within the framework
previously described in terms of
dematerialisation, immaterialisation,
rationalisation, inclusion and
democratisation. In parallel, special
attention is paid to the so called
‘rebound effect’, whereby
sustainability gains in a specific
dimension are offset by negative
effects in the same or other dimen-
sions.

The key objectives have been to
define the key issues, to experiment
with impact assessment approaches,
and to study how sustainability can
be developed as an opportunity and a
business case. For this reason the
target audience has been wide and
has included service and product
developers,industrial decision
makers, research activities and
standardisation bodies.

The guidelines have been formed
within the framework described to
include:

® Conceptual clarifications and
transitional scenarios for sustain-
able lifestyles (Reflective Guide-
lines):

—ICT, the Information Society
and Sustainable Development
(GAD Al);

—Balancing between Information
and Materials (GAD A2);
—Sustainability as a Business
Case (GAD A3); and

—Socially Sustainable Best
Practice of Workflow Re-engineer-
ing (GAD A4).

@ Sustainability Issues in ICT
Application Sectors (Technical
Guidelines drawing directly on
ACTS trials results):

—Residential Broadband Access
(GAD B1);

—Impact Assessment of ICT
Applications (GAD B2);

—Impact of ICT for the Empower-
ment of people with Special Needs
(GAD B3).

@ Sustainability Impact Assessment
(Developed in collaboration
between horizontal actions and
ICT trials):

—Procedures for Assessing the
Impact on Sustainable Develop-
ment of Applications Using
Teleservices (GAD C1); and

— Assessing Sustainable ICT
Application Scenarios (GAD C2).

From the above it can be seen that
the GAD group has developed not
only guidelines on specific
sustainability issues, but also
introduced techniques that develop-
ers can use to evaluate the medium-
to-long-term impact of their
applications. Cross-impact tech-
niques have been developed to
analyse the effects of possible
technical solutions to the social and
environmental problems of regions,
nations or the world as a whole.
These techniques are still at an early
stage but they have already shown
how there can be a positive environ-
mental impact. In one example, the
introduction of an intranet has made
wine production economic in an area
of Sicily where abandoned vineyards
were creating a serious problem with
soil erosion. In another example
(concerning IBCoBN as described
earlier) it has been shown how the
region around Kortrijk in Flanders
could gain significant general
regeneration bounties by more
widespread deployment of the full-
service-network upgrade to mature
cable television circuits (this work
also supported the local analyses
addressing Telnet Flanders).

The work of the GAD chain can be
examined in detail at its web site at

http:/ww.epri.org/gad

Summary Comments and
Future Developments

The ACTS programme has included a
wide set of project trials, many of
which directly address, or at least
contribute to, the sustainable
development debate. It is clear that
sustainable development is a well-
accepted part of the global socio-
economic and socio-technical
agendas. The work on the sustainable
development guidelines in ACTS,
based on the activities in the trials
and a wider consideration, have
helped to progress two distinct
domains of discourse and have
provided a useful fusion of themes
emerging from them. The traditional
‘ecology’ focus has related sustain-
able development to the economic
and social dimensions, while the
‘information society’ debate has
examined the relationship of ICT to
the same social and economic
dimensions. The ACTS GAD work
has unified these by exposing and
developing a clear view of how



advanced communications develop-
ment has the potential to benefit and
to unify the concerns present in
social, economic and environmental
spheres if dealt with appropriately,
since, as Prof. Radermacher states
‘Modern information and communica-
tion technologies drive the world-
wide economic system and the
process of globalisation’.

Stemming from, or at least
benefiting from, the work of the GAD
group in ACTS, a number of key
actions for the future are emerging.
First, the Alliance for a Sustainable
Information Society (ASIS) is
developing its charter and its
working groups, including sustain-
able communities (AG1),
dematerialisation of industrial and
business processes (AG2), social
inclusion (AG3), homes and
workplaces of the future (AG4), and
mobility and transport (AG5). At the
same time the European Commission
has launched its Fifth Framework
Programme (see hitp:/ www.echo.lu/
fifth) which includes a specific
programme for sustainable develop-
ment, yet also retains the focus on
sustainable development issues for
ICT development in its Information
Society Technologies programme
(IST).

There is a clear need to maintain
the momentum generated by the
ACTS trials and its GAD working
group to ensure that the links
between the IST and the sustainable
development agendas are not lost. If
we accept that ICTs are really
driving the re-organisation of world-
wide social and economic systems,
then we must not lose sight of the
need for continued harmonisation
between the traditional view of
sustainable development and the
accelerating progress of the IST
framework for the information
society.

Detailed ACTS trials information
can be obtained from the ACTS
INFOWIN, along with reports and
detailed trials outputs offered for
public access http:/www.infowin.org.
The briefings and guidance on using
ACTS results from the ACTSLINE®

are at http:/www.actsline.org .The
GAD chain guidelines® can be

accessed via http:/www.epri.org/gad.
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Robin Harris Foster and Stanny De Reyt

Re-inventing the Call Centre
with Predictive and Adaptive

Execution

Call centres have evolved from simple single-function centres to offer
access, convenience, choice and courtesy to callers. Forecasting and
staffing tools support planning, enterprise databases permit the business
to craft specific caller treatments, and cross-trained agents using
desktop applications can respond to a wider range of caller needs and
business opportunities on a single call. One key element of the call
centre, however, has changed only superficially—the question of ‘What

should each agent do next?

The ‘oldest waiting call’ rule has answered that question for the last
20 years. Signs that this methodology is obsolete are seen in call centres
where designs become more complex and results more difficult to
achieve; where manualintervention moves agents from skill to skill
chasing problems; where the most talented agents are overworked.

This paper describes predictive and adaptive techniquesf that answer
the question ‘What should an agent do next? These techniques re-invent
the call centre, creating a robust operation where performance is
aligned with business intentions, without the manual, corrective
intervention common in conventional centres.

What Should an Agent Do
Next?

e

In any call centre, some routine must
answer this question. First, what is
the agent capable of doing? The
agent’s capabilities are referred to
here as skills. Are the skills to be used
in some hierarchical way, using some
skills in preference over others? Are
any of the calls waiting for the skills
the agent holds queued at different
priorities, where a call at a higher
priority must be taken over a call at
lower priority? Finally, how long has
each call been waiting for service?
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This information can be combined
to create three variations of the
conventional oldest waiting call rule
to assign a call to the available agent:

@ the highest preference, highest
priority, oldest waiting call is
selected;

@® the highest priority, oldest waiting
call is selected; or

® the oldest waiting call is selected.

These rules alone may not achieve
the results a centre seeks. Many call
centres use call flow designs that
change a call’s queue priority or queue
a call for one or more alternate skills
in an effort to increase the chance of
the call being served quickly.

The results of this type of control
for a retail catalogue call centre in
the United States are depicted in
Figure 1. This diagram shows the
daily average speed of answer (ASA)
for sales and customer service calls.
Although the centre provided an
advantage to sales calls, customer
service calls were too often handled
sooner than sales calls.

AsA SERVICE CALLS
(SECONDS) SALESCALLS |

20—

Figure 1—Call centre daily perform-
ance using conventional techniques

Re-inventing the Answer to
What Should the Agent Do
Next?

==

— e ——

ate in framing this question. Should
implies some evaluation of alterna-
tives or consequences in making a
decision. What consequences are
relevant in selecting a queued call?

New perspective on wait time
If two or more calls are waiting in the
queue for the agent who has become
available, the issue is one of call
selection—deciding which call will be
served. One element of consequence
in this decision is the amount of time
the calls not chosen will need to wait
until other agents serve them.

A rare resource, if lost, presents a
greater loss than a commonly found
resource. If the available agent holds
a skill that few agents handle, and

T The techniques described here were
developed by Bell Laboratories, the
research and development arm of Lucent
Technologies. These techniques are
embodied in software marketed by Lucent
Technologies under the name CentreVu®
Advocate and are the protected intellec-
tual properties of Lucent Technologies.



another skill that many agents
handle, the lost opportunity to use
the rare skill must be considered.
The understanding of how long a
waiting call will continue to wait if
passed up by the available agent is
the foundation for building predictive
and adaptive call centre operations.

A predictive evaluation of
caller wait time

The amount of time a caller has waited
and the amount of time a caller will
remain waiting are both relevant in
evaluating consequences. Bell Labora-
tories has developed a predictive
algorithm, called predicted wait time:
the sum of the caller’s current wait
time and the wait time until the next
agent—not the one presently avail-
able—takes the call. The amount of
time until the next agent is available is
called advance time. Advance time is
calculated for the calls the available
agent might serve. The call with the
greatest predicted wait time represents
the neediest call among equally
important calls.

Table 1 illustrates the evaluation of
predicted wait time for queued calls. In
this scenario an agent has become
available and calls are shown queued
for each of the agent’s three skills—
sales, customer service and inquiry.
The calls arrived at various times and
the current wait time for each call is
known. The advance time calculation is
the estimate of how long each call will
continue to wait if not served by the
available agent. The predicted wait
time is the sum of the current wait and
advance time for each call.

The call with the greatest predicted
wait time in Table 1 is the customer
service call. Notice that an oldest call

waiting rule, which considers only the
current wait time of the calls, would
have selected the sales call. The sales
call did indeed arrive three seconds
before the customer service call, but a
choice made according to predicted
wait time avoids the longer wait the
customer service caller would sustain.

Thinking about urgency

A consideration of only predicted
wait time presumes that all calls are
equally important. How long any call
might wait for service, however, must
be viewed in light of the urgency of
the call. In a hospital emergency
room some patients must be treated
immediately. Others without critical
injuries or illness will wait much
longer. In a call centre, a 10-second
wait may be much too long for one
type of call but fine for another type.

Call centres have used both queue
priorities and agent skill preferences
to create attention for calls. Queue
priorities and skill preference are both
preemptive. The amount of attention a
skill receives is dependent on the
number of calls queued at higher
priorities and on how many agents
hold that skill at a preferred level.

A combination of queue priorities
and skill preference levels seem
practical in theory, yet when coupled
with consideration of only the
elapsed wait time (oldest call wait-
ing) these designs yield fluctuating
results. The centre depicted in
Figure 1 (for example) used a
straightforward design that provided
advantage to sales calls.

A calibration of urgency
A calibrated and flexible method of
evaluating concern for any caller’s

Table 1: Using Predicted Wait Time in Call Selection

Skill Current | Advance Predicted Oldest Call
Wait Time | Time Wait Time (PWT) | Waiting Call | Selected

Sales 11 sec 9 sec M1+9=20s (74

Customer

Service 8 sec 24 sec 8+24=32s v

Inquiry ‘ 3 sec 7 sec 3+7=10s

Table 2: Using Predicted Wait Time and Service Objectives in Call Selection

APPLICATIONS

wait time would allow every type of
call an agent handles to be consid-
ered while providing a meaningful
distinction of calls in terms of
relative urgency. A service objective
or nominal gauge of good service can
be defined for each skill and used as
a comparison for the predicted wait
time calculated for each waiting call.

Table 2 depicts the same call-
selection scenario previously evaluated
with the addition of service objectives
or measures of urgency defined for
each skill. A 15-second service objective
is set for sales, a 20-second service
objective for customer service, and a
25-second service objective for inquiry.
These service objectives give distinct
advantage, but not preemptive
advantage, to sales over customer
service and inquiry and to customer
service over inquiry.

In this example, the call that will
be served next is the one with the
highest ratio of predicted wait time
to service objective. The customer
service call is selected through the
effect of service objectives. A different
business may value these calls
differently and would choose differ-
ent settings for the service objectives.

Creating alignment of service
levels

The use of predicted wait time and
service objectives in determining
which call an agent should take
aligns performance with business
intent. Figure 2 shows the call centre
in Figure 1 after adoption of these
predictive and adaptive techniques.
The sales calls have a consistently
better ASA than customer service
calls in alignment with the business’
intentions. This centre used service
objectives to bias call handling and
obtained these characteristic ‘heart
beat’ results. This alignment was
accomplished, moreover, without
real-time manual intervention on the
part of call centre managers.

Identifying and Responding
to Performance Problems

Call centres must perform well
despite the random nature of call

Skill Service Current Advance Predicted Ratio Call
Objective (S0) Wait Time Wait Time (PWT) PWT/SO Selected

Sales 15s 11s 9s 11+9=20s 20/15=1-33

Customer Service 20s 8s 24s 8+24= 32s 32/20 =16 v

Inquiry 25s 3s 78 3+7=10s 10/25 = 04
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ASA SERVICE CALLS
(SECONDS) SALES CALLS =

20 -

Figure 2—Call centre daily perform-
ance using predictive and adaptive
techniques

arrival. Planning efforts, such as
forecasting and scheduling, only
prepare a centre for some baseline of
operation. Deviations from the
expected staffing, call volumes or mix
or handle times for calls combine to
create performance problems that
conventional call-handling cannot
overcome.

The manual intervention
strategy

Call centre managers routinely try to
adapt the real-time operation of the
centre to maintain performance
under unexpected conditions. These
efforts follow a fundamental cycle.
The manager must:

watch the performance metrics of
the centre,

identify a problem condition,
formulate a contingency solution,
execute the solution,

re-monitor the performance,
determine when the problem has
passed, and

revert to the original method of
operation.

This cycle takes precious time to
execute. In addition, the metrics the
manager observes are historical—a
rolling ASA or the wait time of the
queued calls. Caller wait times may
already be too long before the man-
ager can detect the problem. Often
more than one problem must be
solved simultaneously. Before a
manager can return agents to their
original skills the manager’s attention
might be drawn to the next problem.

A predictive and automated
approach for adaptation

The technique developed by Bell
Laboratories for managing perform-
ance in real-time allows potential
problems to be identified and solu-
tions applied before callers experi-
ence actual problems.
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A method for predicting that a
caller wait will become too long is to
evaluate each caller’s wait time as the
call is placed into the queue and
compare the prediction to one or more
customer-defined overload thresholds.
When a prediction exceeds the
threshold, additional agents who
could handle this type of call are
activated or made eligible to serve
that type of call. These reserve agents
are part of the centre’s contingency
operation. When the prediction drops
below the threshold, the pool of agents
handling this type of call reverts to
agents who typically handle the call
under normal conditions.

The prediction of a caller’s wait
time (used in contingency operations)
is called expected wait time. The
expected wait time calculation
incorporates many dynamics of a call
centre in its formulation. This
predictive window into future call
centre performance lets the centre’s
operation adapt to prevent calls from
experiencing wait times above a
desired threshold.

This concept is illustrated in
Figure 3. A flexible system of thresh-
olds allows a centre to align its
automated contingency operations
with its interests in eliminating long
caller wait times. For example, an
expected wait time calculation of 55
seconds for an arriving call is
compared to the 40 second threshold
set for the skill. Immediately, before
this caller has experienced any of the
predicted 55 seconds of wait, agents
who hold this skill in reserve are
eligible to handle this skill. The pace
at which these calls are selected
increases temporarily because the
agent pool is larger. Multiple thresh-
olds allow the reserve agents to
become eligible in increasing num-
bers.

Perhaps only a few calls need to
be served by this broader agent pool
to reduce the potential for an
unacceptably long wait time. When
the expected wait time has dropped
below the overload threshold, the
contingency method of operations is
halted and reserve agents are no
longer eligible to handle this type of
call. The thresholds can also be
activated by the actual wait time of
queued calls.

Reserve agent simulation
Table 3 shows the results of a very
simple simulation using reserve
agents. In this simulation, nine
standard agents hold a single,
standard skill where 110 calls arrive

288
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Reserve agents become eligible to handle calls when an
overload threshold is activated by a comparison of expected
wait time (EWT) to preset thresholds or a comparison of
callers’ actuat wait times to the thresholds. In this example,
the last call's EWT triggers the eligibility of two reserve
agents. Three additional reserve agents will not be eligible
until a higher threshold is activated.

Figure 3—Activating reserve agents

per hour. The average handling time
is four minutes. The performance
results in terms of ASA, call comple-
tions and abandonments are noted.
This simulation is compared to three
scenarios using a 10th agent
working first as a standard agent,
then as a reserve agent with a
threshold of 60 seconds, and finally
as reserve agent with a threshold of
90 seconds. For simplicity in exam-
ining the contribution of the addi-
tional agent, the 10th agent is an
exclusively reserve agent, meaning
the agent has no other types of calls.
In actual call centre implementa-
tions, however, reserve agents often
handle other call centre calls.

Overall, any use of a 10th agent
improves the throughput of the
centre when measured as total
completions per hour. However, the
use of the 10th agent full time draws
down the productivily of each agent
by seven percentage points. When
used as a reserve agent, however, the
10th agent’s contribution has less
impact on the standard agent’s
productivity.

A comparison of the additional
calls completed to the amount of time
the agent handled calls is one way to
determine the beneficial leverage of
the reserve agent. This is a measure
of the leveraged contribution of the
intermittent use of the reserve agent.
In Table 3, the 10th agent, when
working as a standard agent, is able
to boost the completion rate by
1-8 calls/hour and is occupied 72% of
the time. The reserve agent works
with much greater leveraged contri-
bution. Call completions rise by 1-4
per hour but with only 25% occu-
pancy for the reserve agent with a
threshold of 60 seconds and by 1'1
per hour with only 16% occupancy for
the reserve agent. Considerable time
remains for the reserve agent to
perform other non-telephone duties.



Table 3: Reserve Agent Simulation Analysis (110 calls/hour, 4 minute average handling time)
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Simulation Scenario

Performance Measurement Baseline 10 Standard Agents 9 Standard Agents 9 Standard Agents
9 Standard Agents 1 Reserve Agent 1 Reserve Agent
60 sec threshold 90 sec threshold
Completions/Hour * 106:7 1085 108-1 107-8
Completions /Hour over Baseline | Not applicable 18 14 11
Calls/Hour-Standard Agent ® 11-9 109 116 117
Calls/Hour-Reserve Agent © Not applicable Not applicable 37 2:48
% Abandoned Calls 32% 1:5% 1:9% 2:2%
Average Speed of Answer 27'3s 136 s 170s 19-8s
Maximum Delay (typical) 25410 386 s 20810334 s 21310334 s 21510334 s
Maximum Queue Length (typical) | 12 to 15 calls 10 to 12 calls 10 to 12 calls 11 to 12 calls
Occupancy—Standard Agents 79% 72% 77% 78%
Occupancy-Reserve Agent ° Not applicable Not applicable 25% 16%
10" agent’s leveraged Not applicable 1:8/0:72 1-4/0-25 1:1/0-16
contribution £ = 25 calls/hour = 5'6 calls/hour = 69 calls/hour
occupied occupied occupied

A Completions were greatest when the 10" agent held the skill as standard, but only marginally lower when the 10" agent worked less than

25% of the time as a reserve agent.

8 Standard agents handle 1 less call/hour when the 10" agent is added as standard, but only 0-3 fewer calls per hour when the 10" agent is

a reserve agent.

® The reserve agent handles more calls/hour at the lower, 60 second threshold but this work level does not appreciably lower the maximum
delay over the contribution at the higher, 90 second threshold.
°The reserve agent's occupancy drops with the higher, 90 second threshold. In this simulation, the 10" agent is assumed to be at his/her
desk, available for a call, but able to do other deskwork in the meantime.
E The leveraged contribution of the 10* agent is calculated by comparing the greater number of calls the centre can complete per hour
divided by the occupancy of the 10" agent. This calculation magnifies the part time contribution of the low usage of the reserve agent.

Predictive and Adaptive
Execution Each Time an
Agent Becomes Available
If there are calls waiting for the
agent to handle when the agent
becomes available the various
techniques described above are put
into use sequentially to activate an
appropriate contingency operation or
to maintain normal operations.

If the agent has any reserve
skills presently in an overload
condition or any standard skills
presently in an overload condition,
business rules determine whether
this call:

@ is to be handled without consid-
eration of any other calls waiting
for standard skills;

@ can be considered along with the
other calls waiting for standard
skills; and

@® can be served only if no other calls
are waiting for the agent.

If no reserve or standard skills are
in an overload condition, a call is
selected by examining the predicted
wait times and service objectives for
each waiting call:

@ the predicted wait time is calcu-
lated for each call that the agent
might handle;

@ each waiting call’s predicted wait
time is compared to the service
objective set for the skill; and

@ the call with the greatest need,
the highest ratio of predicted
wait time to service objective, is
selected and handled by the
agent.

Distributing Work Fairly
Even in the busiest of call centres,
there are many callers that do not have
to wait for an agent. In some of these
cases of agent surplus there are two or
more qualified agents available. When
a choice can be made, how the calls are

distributed can create equitable
workload for the agents, eliminating
the hot seats’ found in call centres.

When the most idle agent is
selected from a group of available
agents, the choice of agent is sensi-
tive only to the amount of time since
each agent completed the previous
call. Selecting the agent who has had
the least amount of call work—the
least occupied agent —reduces the
occupancy of busier agents and raises
the occupancy of the less busy agents.
The difference in these methods is
illustrated in Table 4.

Often the agents who are the
busiest are the agents with multiple
skills. Their workload can be much
higher than an agent who holds only
one skill. The more skills an agent
has, the more likely it is that at any
time the agent becomes available
there will be at least one call waiting
for that agent to handle.

If a choice between two agents is
possible and the least occupied agent
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is selected, it is more likely the case
that the agent chosen has fewer
skills, perhaps only a single skill.
Allowing a very busy, multi-skilled
agent to remain idle has two impor-
tant benefits. First, the multi-skilled
agent has a longer period of rest,
resulting in a lower occupancy and
perhaps less stress over the course of
the day. Second, during that extended
period of rest, another call may
arrive needing one of the skills that
this available, multi-skilled agent
holds. This coincidence allows a call
that would have otherwise waited to
be answered immediately.

Benefits of Predictive and
Adaptive Call Centre
Execution

The benefits of using predictive and
adaptive techniques in call centres
accrue to callers, to the profitability
of the centre, to agent fairness and
agent efficiencies, and to overall ease
of management.

First, callers will experience fewer
long wait times because predicted
wait time allows the detection of long
waiting consequences for individual
callers. Service objectives bias call
selection to provide appropriate
advantage to different calls, bringing
performance into alignment with
business intentions. If sales calls
should be answered sooner than
service calls or top tier callers should
be answered sooner than mid-tier,
the service objectives allow this
distinction to be made.

Sensitivity to the consequences of
not choosing a call eliminates
excessive delays, often causing
maximum delays to drop. With fewer
long wait times, abandonments often
drop and more calls are completed. In
a revenue-centric call centre each
additional call handled raises
revenue and reduces the caller’s
likelihood of calling a competitor.
Each additional call completion
eliminates a later retry and addi-
tional network costs, or perhaps a
lost customer.

With fewer call abandonments,
more calls are completed and agent
productivity as measured in time spent
on calls increases. The rules-based
activation of reserve skills may reduce
the number of back up calls agents
take, potentially reducing call handle
times. For example, agents may need to
switch between transaction tools less
often or the agents’ increased focus on
standard skills helps them proceed
quicker or sell more on each call.
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Table 4: Most Idle Agent Versus Least Occupied Agent as a Method of Agent Selection

Agent Idle Time |Work Time |Time since |Occupancy | Most Idle | Least
since last | on ACD staffed-in |(work time/ | Agent Occupied
call calls staffed time) Agent

Agent1 |30s 50 min 60 min 83% v

Agent2 | 35s 90 min 100 min 90% v

In actual call centre implementa-
tions, the automated mechanism for
moving from routine to contingency
operations has proven to eliminate
real-time manual intervention. The
time that managers had devoted to
monitoring performance, planning
and executing solutions and return-
ing agents to standard operation can
now be applied to more strategic
issues of planning, coaching, and
quality management.

Conclusion

The oldest call waiting rule, while
practical in early single-function call
centres, limits today’s call centre in
achieving performance levels aligned
with the business’ intentions. As the
role of the call centre becomes more
strategic to the concerns of the
business, the call centre must
incorporate the business’ intentions
more directly into its operations.

The predictive and adaptive
techniques developed by Lucent
Technologies and outlined in this paper
reinvent the call centre at the core of
its operations, with new considerations
made each time a caller and agent are
brought together. This re-invention
permits the call centre to execute in
alignment with its intentions in a
consistent fashion and to eliminate
corrective manual intervention.
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Internet, TV and Telephony:
Are They Finally Converging?

This paper presents some of the forms in which telephony, computer,
Internet and television technologies—and markets—‘integrate’. It
analyses the technologies deployed, the products offered, and the major
industry activities in each area: cable telephony, Internet telephony,
Internet television, computer telephony integration, and Internet—

Telephony—TYV integration.

Cable telephony involves the offering of telephone services, and high-
speed data, over the hybrid-fibre-coaxial networks that multiple service
operators (MSOs) own. Cable operators have embraced the idea by
offering cable modem solutions, and major telcos are considering it an
opportunity to expand their network footprint.

Placing and receiving telephone calls over the Internet, ‘Internet
telephony’, becomes increasingly popular. Through the various
implementations, PC-to-PC, PC-to-telephone, and telephone-to-telephone,
IP telephony is expected to take over significant percentages of the

communications market.

‘Internet television’ products offer the benefits of interactive,
on-demand, multimedia videos to complement existing television
programming on the PC or even TV screen.

Call centres, the main products of computer telephony integration,
are part of our everyday life and a significant component of customer

services of many businesses.

Finally, products that enable television programming, telephony
features, and Internet access over our TV sets promise to make ‘web-tone’

as popular as dial-tone.

All areas of convergence seem to gain increased industry interest, and
market attention. The costs of implementation and the resolution of any
technological constraints, along with the industry activities and overall
market acceptance, will determine the forms of telephony integration

that will prevail.

Introduction

— -

With the recent announcement of
USWest’s ‘@ TV’ trials later this year,
the issue is again in the foreground:
are Internet, TV and telephony
finally converging?

The answer to this question
probably captures the vision of our
future communications: a single
screen that connects us with the rest
of the world so we can talk and see
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our beloved ones, send our documents
to our colleagues, while watching
movies and researching the web at
the same time.

This paper attempts to present
some of the various forms in which
computer technologies, Internet
global networking, television pro-
gramming, and telephony advanced
services and features intertwine to
produce a wide range of products for
the present and the future.

Alliances and mergers among the
major leaders of the computer,
telecommunications and entertain-
ment industries promise to redefine
our present notion of ‘communica-
tions’ and guide us into the unimagi-
nable interconnection possibilities of
the Millennium.

At the end of this century, and the
beginning of the new one, the blurry
boundaries between our PC, conven-
tional telephone sets and TV screens
disappear for the sake of ‘conver-
gence’. Diverse naming schemes are
used to describe the numerous
integration forms: cable telephony,
computer telephony integration,
Internet telephony, and Internet
television are only few among them.

Any attempt to define accurately
these ‘convergence’ terms and classify
strictly the various existing products
that fall under them would be
worthless. Especially, since most of
these terms are often used loosely by
the industry, and their definition
areas are overlapping.

The following paragraphs will try
to cast light on the most recent
industry activities in the main areas
of convergence, in an attempt to
evaluate the current market pulses,
and estimate the industry’s future
plans. More specifically:

@ In the ‘Cable Telephony section,
the transmission of telephone
signals over cable (HFC) networks
is described.

® In the ‘Internet Television’ section,
television serves both in its
conventional form to receive
broadcasted cable entertainment
signals and as an access device to
the Internet world.

@ In the ‘Internet Telephony
section, the delivery of telephony
over the former data networks,
the expansion of Internet protocol
(IP) telephony, and the use of PCs
to place and deliver telephone
calls are discussed.

@ In the ‘Computer Telephony
Integration’ section, computer
data are entered through the
telephone handset, and telephony
features are appearing on a
computer screen.

@ Finally, in the ‘Internet, TV and
Telephony Convergence’ section,
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our former TV set may equally be
our telephone, the home enter-
tainment theatre and a user-
friendly web browser.

Convergence ‘happens’ either in
the telecommunication networks, or
at the receiving-end devices. And in
all of these convergence forms we
watch the ‘converging’ of the formerly
distinct industry segments.

Cable Telephony

Cable telephony enables users to
receive telephone service over the
cable network, instead of the tradi-
tional twisted-pair copper telephone
network.

The communication networks
owned by cable companies, called
hybrid fibre coaxial (HFC), are
composed of fibre optics that run up to
the head-end stations and coaxial for
the last mile to the customer premises.
HFC networks offer increased band-
width to the user, and, with slight
network alterations, they can provide
cable, telephony and high-speed access
to the subscribers’ homes.

Pure cable HFC network imple-
mentations offer 450 MHz up to
750 MHz or more capacity. Upgrades
to the network increase the upstream
bandwidth, so that the network can
operate ‘two-way'. In the upstream,
330 MHz-450 MHz is used for the
cable, and the 5-42 MHz band is
used to carry telephony and data
signals, while in the downstream
traffic 50-750 MHz channels are
allocated for telephony and data.
Cable modems at the head-end
stations and the customer premises
communicate through these channels
allocated for data and telephony.

Cable telephony may be either
circuit-switched or, more recently, IP
cable telephony.

Circuit-switched cable telephony
implementation requires the multiple
service operators (MSOs) to build
another logical network over the
same physical cable infrastructure
(high-speed data architecture). The
disadvantages of such an implemen-
tation are clear: operational, eco-
nomical and technological (spectrum)
inefficiencies; cable operators are
required to allocate separate
upstream and downstream band-
widths to each service, and maintain
and operate two technologically
distinct operating support systems
and platforms.

In IP cable telephony, telephone
audio signals are digitised, formatted
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into packets and transmitted over
data networks, received and decoded
at the other end in the receiver’s
telephone handset. MSOs can carry
such telephone signal packets over
their existing networks without
major changes once the networks
have been upgraded to support two-
way data traffic and the appropriate
modems are installed at the subscrib-
er's premises.

Upgrading the cable network to
two-ways may be very costly, esti-
mated around $200-$250 per home.
Therefore only some of the MSOs
have already upgraded their existing
network infrastructuref. Others are
offering telephony over one-way cable
systems: fast downstream transmis-
sion through cable modems, and use
of traditional telephone modems for
the upstream communication over
the public switched telephone
network (PSTN). MSOs that are
following this strategy are trying to
gain a small share of the Internet
services market before they raise the
capital to upgrade their networks.

With cable IP telephony, cable
operators will be able to offer
multiple services over one platform.
The services will include voice, data,
enhancements for cable TV services,
and value-added features, such as
integrated voice mail and e-mail
messaging, and real-time
provisioning of additional telephone
lines without having to rewire a
home. Technological challenges to
offer toll-quality telephone service
seem to be the only obstacle.

The cable market offers opportu-
nities for software vendors, computer
components manufacturers, tele-
phone equipment suppliers, cable
operators, telephone carriers, and
Internet service providers. Mergers,
acquisitions and strategic agree-
ments have drastically changed the
competitive landscape, which is
expected to change even more.

Cable operators, instead of
offering cable telephony and data
services directly, have responded to
the demand for high-speed Internet
services by selling cable modems.
North America MSOs serve 550 000
cable modem subscribers*, outpacing
telephone companies in the race to
offer broadband Internet access.
Cable modem services have been
available to more than 20 million
homes, or 20% of all cable homes in
North America. More than 85% of
these subscribers are receiving
service with two-way cable modems
and the remaining with telco-return

products. As a group, the North
American cable operators are
currently adding more than 2000
cable modem subscribers per day.

The potential revenues are
expected to be enormous. Internet
telephony may cause telcos $8 billion
loss by 2002, and reduce by 6% the
US telephone traffic that the incum-
bent local exchange carriers (ILECs)
are currently handlingi.

Some of the recent activities from
the market leaders include:

® AT&T's flirting’ with cable
telephony. With the acquisition of
TCI, North America’s largest cable
operator AT&T is planning to
deploy HFC networks to enter the
local telephony markets. The
acquisition of TCI has not been
AT&T’s only move into the cable
market. AT&T has been trying to
sign up other MSOs for cable
telephony joint ventures to
increase its US broadband service
footprint.

® @Home’s high-speed Internet
service offerings provide an
alternative to PC-based Internet
access platforms. @Home con-
nects its subscribers to its
broadband IP backbone network
with cable modems. The com-
pany is also offering comprehen-
sive networking and systems
integration services to MSOs
that are entering the Internet
business.

® Road Runner, Time Warner’s high-
speed data venture with Media
One, Microsoft, and Compag,
already claims more than 180 000
cable modem subscribers.

Internet Television

Internet TV is perceived as a single
product that combines Internet
access and television programming.
In reality, this product may have
technologically two forms: intercast
technology, and streaming video.

1 In the US market: Time Warner,
Media One, Comcast, Cox Communica-
tions and Rogers Cable Systems are
among the ones that have upgraded their
HFC networks to two-ways.

* Kinetic Strategies estimates, BYRNES,
CHERYL. Cable Telephony Market Trends,
Faulkner Information Services,

April 1999.

1 ByrnEes, CHERYL. Cable Telephony
Market Trends, Faulkner Information
Services, April 1999.



Intercast technology is the result
of the combination of the program-
ming of television, the global connec-
tivity of the Internet, and the
interactivity of the PC. The intercast
standard has been developed and
promoted by the Intercast Industry
Group (IIG), which is a consortium of
computer hardware, and software
manufacturers, on-line service
providers, and television program-
ming networks, including industry
leaders such as: AOL, CNN, Intel,
CNN, Compagq, Netscape, and Time
Warner Communications.

How does it work? Content provid-
ers, such as television stations,
enhance their existing programming
and provide interactive content. This
interactive content is ‘pushed’ via the
cable TV wires, along with the TV
signal to a PC that is upgraded with an
intercast receiver card and software.
Intercast content is cached in the
computer’s hard drive and users can
see the intercast programming on their
PCs at any time. To receive an
intercast broadcast a PC should be
connected to a television antenna, a
cable TV connection, or a TV-satellite
dish. To access the hyperlinks featured
in the intercast broadcast the PC
should be connected to the Internet via
a traditional modem.

Intercast applications are cur-
rently limited to complement existing
product offerings. An intercast
broadcast, for instance, can include
extended interviews and videoclips to
supplement a nightly news pro-
gramme, or interactive video games
added to a children’s television show.
Intercast technology redefines in its
own way interactive multimedia.

The chief producers of
intercasting content are the members
of IIG including CNN, and CNBC.
Unfortunately, intercasting is only
available in some areas.

Streaming video is a live or pre-
recorded video broadcast that is
transmitted over a network or the
Internet and presented in real time
on the computer screen. Streaming
video also can be stored on a hard
drive or some other storage device to
be replayed at a later time. A PC
with a modem and a standard
Internet connection is adequate to
receive and view streaming video,
once the user downloads one of the
many free streaming video players
available on the Internet. Such
videos are found at news- and
entertainment-related web sites.

Producing streaming videos,
although not cheap or simple, can be

done by anyone. One should get the
production software package, which
may cost $400 to $1400, and obtain
(prices ranging around $1000 and
up) or contract (prices start from as
low as $100) a streaming video
server. Nevertheless, streaming video
cannot match the quality of televi-
sion because of the current limita-
tions of compression techniques and
bandwidth.

Another interesting venture in the
Internet TV applications area is
DirecPC, the high-bandwidth,
satellite-based access medium.
DirecPC transmits television broad-
casts from major networks, such as
CNN, and ESPN to the user’s
computer system, but it does not
combine Internet data with television
programming, as intercasting does.

By combining the television
programming, the global connectivity
of the Internet, and the interactivity
of the PC, Internet TV technology
develops a new series of services for
the home and the office. Such
services involve digital TV entertain-
ment, data-enhanced TV program-
ming, and video-enhanced
multimedia magazines and can be
used for entertainment, business, or
educational purposes.

The potential applications range
from the obvious—users can read the
biography of an actor while watching
the movie in which he is the star—to
the fantastic—users can watch a
featured movie whenever they have
the time, instead of when it is
broadcast. Additionally, Internet TV
enables non-profit organisations and
special interest groups to produce
their own news programmes to
counter the mass media. Equally,
entrepreneurs may easily start their
own Internet television stations
broadcasting programmes to and
from anywhere in the world.

Nowadays, Internet TV is a
novelty that offers only a few practi-
cal benefits for the average indi-
vidual or business. There are only
few application available, which
appear to be redundant and unim-
pressive and very narrowly focused
at best. For instance, most of the
features of CNBC’s intercasts are
available on the Internet or are of
interest to a very limited number of
people.

Due to the generally poor quality of
streaming video and the narrow
market for producing intercast
programming, very few businesses
and individuals are producing
programmes for Internet TV. Those
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who are, tend to include high-income
businesses and individuals who want
to be on the cutting edge of technology,
entrepreneurs who see Internet TV as
a potentially lucrative investment,
and television stations that have
resources to explore the technology.

In a few instances, however,
Internet TV has been and is being
used in an exceptional manner. For
example, when the Mars Pathfinder
Mission video-taped the surface of
Mars, the videos were displayed
through streaming video feeds on the
Internet. Such a case shows the
possibilities of Internet TV.

It seems like the only thing that is
currently limiting the capabilities of
Internet TV is technology: a lack of
bandwidth and poor video quality
leave it lagging behind the television
and computer markets. As soon as a
universal high-bandwidth solution
prevails such limitations will no
longer exist.

Internet Telephony

Telephone calls via the Internet have
already become commonplace. They
have been very popular mainly
because of their low cost compared to
the long-distance or international
call prices offered by telcos. Most PCs
on the market have currently
sufficient multimedia hardware that
they can be effectively used for
Internet telephony, and Internet
telephony software is available for
free or at very low costs. Additionally,
the sound quality has significantly
improved, and the existing customer
base of Internet telephony products
is significant, especially in groups
such as university communities.
There is a wide range of
phoneware products, that allow PC-
to-PC communication, though the
most recent industry activities in this
area involve PC-to-conventional
telephones Internet communication.
For instance, IDT’s Net2Phone
Direct service allows users to place
international calls at much lower
prices than the ones offered by
conventional long-distance telephone
companiest. IDT deploys its main
telephone switches to handle calls
placed by PCs and routed to conven-

T The cost of such an international
telephone call, from other countries to the
US, will be about $0.10 as opposed to $2
per minute rate offered by a traditional
telephone company. MILLER, STEWART.
Internet Telephony Implementation Guide,
Faulkner Information Services, 1998.
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tional telephone sets. Software
installed on the PC simply initiates
the telephone call. In this implemen-
tation there is no need to establish
an Internet connection between two
PCs that have the same phoneware
software in order to set up an
‘Internet telephone line’. Such
implementations of the past have
been very cumbersome at times. IDT
is currently improving its
Net2PhoneDirect telephone-to-
telephone service, and is installing
servers in the countries that have
been selected to receive such calls.
Quality is still not at toll-level, and
the product is primarily expected to
be used by residential consumers,
than businesses.

In the arena of PC-to-PC Internet
telephony, Microsoft and Netscape
are offering Internet telephony as
part of the software platforms.

Finally, in this area where
computer software companies have
traditionally shown interest, tradi-
tional telephone companies are also
starting to participate. AT&T
WorldNet, for example, is planning to
offer an Internet-based long-distance
telephone service.

Computer Telephony
Integration

Although, CTI seems to have signifi-

cant growth, its applications area
seems to have been narrowed down
mainly to call centre implementa-
tions or integrated in other equip-
ment such as PBXs instead of being a
separate technology.

Its growth has mainly been
supported by demands at the work
environment, of very large businesses
with increased customer support
functions. CTI provides the way to
apply the power of a computer to the
functions of the telephone.

Major communication leaders,
such as Lucent, and Nortel are
continuously employing their
resources and growing their business
in this area. CTI functionalities are
expected to be integrated in even
more devices in the future.

The CTI industry is only begin-
ning to take advantage of the
integration of voice and data commu-
nications within the LAN environ-
ment. The benefits of the integrated
voice and data communication
networks involve the ability to treat

+ US West Vice President of Internet
and Applications.
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voice messages and electronic
messages in unified way and to edit a
document with voice annotations.

Internet, TV, and Telephony
Convergence—All in One?

During the second quarter of 1999,
USWest announced an innovative
‘converging’ product. Initially named
AtTV and later christened Web
Vision, this product is about an
original integration of telephone,
television and Internet services.

This service will allow users to
send and receive e-mail, place and
answer telephone calls, surf channels
and the Web—or surf the Web and
TV channels at the same time—on
their televisions. One will be able to
check e-mail messages between one’s
favourite sit-coms, or view caller
identifications right on the TV screen
before answering the telephone
during a crucial plot twist.

The product is still at the techni-
cal trial stages, and is expected to
reach the market during the fourth
quarter of 1999, initially in selected
metropolitan areas, and later in the
year the product will be launched in
regions of several states.

The technology deployed com-
prises a television set-top box
equipped with a speakerphone and
proprietary software to receive and
make telephone calls and access
Internet-based features. Some of
these features include programming
guides, electronic commerce, news
and electronic mail. In addition to
access over conventional connections,
support for high-speed digital
subscriber line (xDSL, VDSL and
ADSL) technologies will be provided
to offer data-transmission speeds up
to 200 times faster than the conven-
tional dial-up connections.

Although the product aims to offer
the benefits of Internet access to the
households that do not own PCs,
through the user friendliness of one
of our most familiar household
devices (TV), anyone who seeks for
the convenience of an ‘all in one’
communications medium will be
delighted by this product offering. Or,
better put in the words of Eric
Bozicht ‘the goal is to make Web tone
as common as dial tone’.

Conclusion

It seems that in addition to vendor
and carrier activities, the costs of
implementation and resulting
market place acceptance will play

key roles in defining the future of
telecommunications convergence.

The potential of such applications
is limited only by the imagination.
They have the power to make
computers and the Internet part of
every home and to bring every
business or product into every home,
by combining the forces of entertain-
ment and computer industry

Until now only minor steps have
been realised towards this direction,
but there is so much more to be seen
in the future.
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E-COMMERCE

Christos Solomonides and Mark Searle

An Intelligent Network-Based
E-Commerce Protocol

This paper describes a protocol
for electronic payments using
existing intelligent network (IN)
infrastructure. This is of
particular benefit to network
operators who already have a
large investment in IN
infrastructure. Through this
protocol they can extend their
existing billing systems to
support electronic commerce
(e-commerce). Users can be
charged for micro-payments on
their telephone bill. This way they
may enjoy the benefits of having
an easy, relatively accepted and
recognised billing system.

Introduction

Most European and United States
operators have invested heavily in
intelligent network (IN) platforms to
support key bearer control services
such as freephone and premium rate.
Such systems have complex struc-
tures for interfacing with existing
billing systems that are resilient and
trusted by the end users. In contrast
there is still much mistrust over the
security of the Internet.

Currently, many electronic
payment systems require the use of a
credit card. Although reported
instances of fraud are rare there is
still reluctance by individuals to
divulge their credit card details. This
framework is limiting both for end
users and businesses.

The purpose of this paper is to
describe a protocol for electronic
payments using existing intelligent
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network infrastructure. This allows
users to charge for micro-payments
on their telephone bills. The paper
firstly presents the protocol designed
and simulated using Java. It then
goes on to talk about the relationship
between the proposed system and
existing electronic payment systems.
The final part of the paper presents a
number of other applications where
IN systems can be used in support of
the Internet.

The Intelligent Network-
Based E-Commerce System

The protocol allows users to perform
on-line commerce, including micro-
transactions, without the need for
credit cards. Currently most elec-
tronic payment systems require the
use of a credit card. However a lot of
studies have shown that users are
uncomfortable with submitting their
credit card information on-line. This
has been one of the most limiting
factors regarding the widespread use
of on-line shopping.

A restriction is imposed by the
high transaction costs of credit cards.
These arise because of the overheads
involved in processing credit card
transactions. An impracticality arises
from the requirement that, in most
situations, users must enter their
credit card number, expiry date,
cardholder name as well as their
address. This is tedious, time con-
suming and is a deterrent for such
transactions. Credit cards are
therefore uneconomical and impracti-
cal for use in micro-transaction
services. However such micro-
transactions are common in IN
services like freephone where the
cost per transaction is very low to
support such services.

Operators who have implemented
IN infrastructures will have essen-
tially invested in a set of interfaces to
complex management systems such
as billing, customer services systems

etc. [t is in establishing such inter-
faces that much of the cost of IN
deployment cost is expended and
such systems represent important
and reusable assets.

The application described in this
paper allows end users to perform
on-line commerce without the
limiting requirement that they must
be credit-card holders. The system
reuses the telephone billing mecha-
nism, which has for the most part
been accepted by, and is trusted by,
end users as a means of charging end
users. Three parties are involved in
the system: a network operator,
Internet shops and end users. The
scenario is outlined as follows: a
network operator is responsible for
managing an Internet shopping mall.
Internet shops wishing to be part of
this mall must sign a contract with
the network operator and reach an
agreement regarding the transfer of
funds from the network operator to
the Internet shop. The network
operator also provides end users with
a small application that is used when
they wish to use the system.

The framework provides some
degree of protection to end users
because they feel they have the
protection of the intermediary
party—that of the network operator.
A shop can use a combination of
credit card billing for larger pay-
ments or where a user is happy to
divulge credit card details, and use
the micro-payment system for other
transactions.

The Protocol: High-Level
Architecture View

The protocol is divided into two phases:
aregistration phase and a transaction-
processing phase. During the registra-
tion phase, the identity of the end user
is established and authenticated so
that payments can be billed to the
home telephone bill. Having passed the
registration phase, end users can
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Figure 1— High-level architecture view

perform on-line transactions. The
transaction phase can also be subdi-
vided into two phases, an information
interchange stage and a billing stage.
Figure 1 depicts the high-level archi-
tecture view of the system. The Call
Control Agent Function (CCAF) may
be viewed as a terminal through
which a user interacts with the
network.

A key point regarding the protocol
is the link between the service
switching point (SSP) and the service
control point (SCP). This is a Signal-
ling System No. 7 (SS7) link, which is
relatively resilient and suitable for
allowing the secure identification of
the user. The link between the
intelligent peripheral and the SSP is

INTERNET
SHOP

INTERNET

used as a means of collecting infor-
mation from the user. Also the final
link between the gateway (G) and the
SCP, which is again an SS7 link, is
used for the billing phase.

An important element depicted in
Figure 1 is the element between
IP networks and the IN infrastruc-
ture (marked G). There are a number
of possible ways for implementing
such a gateway, two of which are
described in reference 1. The authors
take the view that the gateway
should be considered as a standard-
ised IN entity with SSP capabilities.

Registration phase
The registration phase of the protocol
makes use of the existing SS7

Figure 2—User calls Internet service provider
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network. During the registration
phase, the user calls the Internet
service provider (ISP) as depicted in
Figure 2, flow 1. The number assigned
to this service constitutes a service
access number (SAN). The service
switching function (SSF) will recog-
nise the number as a SAN (universal
access number) and will query the
service control function (SCF) for call-
handling support, flow 2. The SCF
will then instruct the specialised
resource function (SRF) to collect the
personal identification number (PIN)
of the user using the
PromptAndCollectUserInformation
operation?, flows 3 and 4. The
ReceivedInformationArg returned by
the operation will then contain the
PIN number entered by the user,

flow 5. The SCF must now check the
PIN number of the user stored in the
service data point (SDF). For this, the
SCF will use the ‘query’ operation to
check for a match in the SDP, flow 6.
If a correct match is made, the user is
authenticated and the SCF will
provide the user with a connection
number, flows 7 and 8. This number is
used in the final stage of the protocol
for the billing.

At this stage a user has a normal
IP connection but the software on the
user’s machine holds a connection
number, which can be used to
perform the on-line transactions.
When the connection is terminated,
the software on the user’s machine
will invalidate the connection
number.

A user is free to browse web pages
and make selections for purchase by
filling a shopping basket. The
transaction phase is triggered when
a user has finished making selections
and wishes to place an order with the
Internet shop. The user may initiate
this by clicking on an icon to place
the order. The transaction phase is
described in the next section.

Transaction phase

The transaction phase of the protocol
is depicted in Figure 3. Three servers
have been set up, representing the
gateway, an end user and an Internet
shop (IS). The simulation was
implemented in Java. For the
simulation a servlet simulator was
used (using a server), as the web
server available did not support
servlets. The shaded area in Figure 3
indicates the fact that the
servletSimulator and the Internet
shop server (ISServer) are running
on the same PC. In a commercial
implementation of the system, the



UserServer (UServer) is supplied to
the user as part of the provided
software package. The network
operator is responsible for imple-
menting the gateway server
(GServer). Internet shops are
required to implement their own
servers, which would operate on a
clean interface provided by the
network operator to them.

The transaction phase is triggered
when a user has finished shopping and
has selected to proceed with placing
the order. This causes the Internet
shop (IS) Applet (ISApplet) to send a
Transaction_Start_Request to the
ISServer. The ISApplet also submits
the details of the order to the ISServer
using the write_order_details packet.
This flow is not required if a servlet is
running on the ISServer.

Packet 1 causes the ISServer to
send a Public_Key_Request to the
UserServer (UServer) to which the
UServer replies by sending the public
key. The request sent by the [SServer
also contains the IP address of the IS.
This is required in order for the
UServer to know to which IS the
reply must be sent.

The next stage is for the ISServer
and the UServer to exchange informa-
tion. This is achieved by the sending
of packets 4 and 5. These packets
contain information regarding the
transaction cost, the connection
number assigned by the SCP to the
user during the registration phase
and the unique transaction numbers
generated by the IS and the user.

Having exchanged information,
both parties must now submit the
information to the gateway. These
packets are encrypted using the
public key of the network operator,
which is known by all users and
Internet shops. Once the GServer
has received a matching pair of
packets, it checks the information
contained within the packets and
makes sure that all the transaction
details match. Another check
performed by the GServer is the
authentication of the ISServer as an
authorised Internet shop through
agreement with the network opera-
tor. This is achieved using the IP of
the Internet shop, which is con-
tained in packet 6, as well as
interrogating the originating
address of packet 7.

Following the correct matching of
this information, the GServer will
send a final Proceed_To_Bill message
to the ISServer. The need for this
packet is for the ISServer to perform a
concluding check that the transaction
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Figure 4—Billing stage of protocol

number contained within the packet
is valid and allows the ISServer to
check stock levels by interfacing to
existing stock control systems etc. The
ISServer will then reply to the
GServer by returning a true/false flag
to the GServer. A false flag will cause
the cancellation of the transaction. A
true flag will cause the protocol to
move to the final stage of billing. This
is discussed in the next section.

Billing stage

Figure 4 depicts the information
flows and operations sent from the
Gateway to the SCF in order to bill
the customer. Firstly there is an
InitialDP operation from the gateway
(SSF) to the SCF. The InitialDPArg
contains the serviceKey argument,
which will be used by the SCF to
trigger the service logic. The SCF will
then reply by sending a
RequestNotificationChargingEvent
(after it has sent a query to the SDP).
The final stage involves the gateway
sending an
EventNotificationCharging operation
to the SCF to perform the billing.

Characteristics of the
Protocol as an Electronic
Payment System

The proposed protocol does not
require an operator to make changes
to the intelligent network application
protocol (INAP) or SS7. Standards
CS-1 information flows are used. The
network operator needs to create a
billing service logic script in the SCP
and associated announcements and
digit collection procedures in the
intelligent peripheral. This should be
a relatively simple procedure with a
standards service creation environ-
ment.

One new functional element is
required for the system, the gateway.
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This device allows IP-based applica-
tions to trigger SSP-like transactions.
However, once implemented, the
gateway can be used to support a
number of new services. Much of the
gateway functionality can be reused
in other applications. The system also
requires the end user to install
billing software, which is provided by
the service provider or network
operator.

System security is a major issue.
Password information and secure keys
are transmitted over a relatively
secure link and is not transported
over the Internet. Clearly, the first
phase of the protocol is in isolation
from the Internet. However, unlike
most systems, which utilise a network
that is in isolation, it does not require
the setting up of a complete network
infrastructure. It makes use of
existing SS7. The use of the SS7
network for high-value data is a
concern to network operators. Cur-
rently SS7 networks are not particu-
larly the targets of malicious intent
but sending billing information can
lay it open to future attack. The
second phase of the protocol, which
makes use of the Internet, is relatively
insecure for intrusion. Hence, the use
of public keys transmitted over the
secure link is essential.

Currently, there is the restriction
that the user can only make pur-
chases via their own home telephone
line. Hence the PIN number entered
by the use identifies them with the
home line. It is acknowledged that
this is restrictive. Universal personal
telecommunications are a set of
standards for allowing user registra-
tion on any terminal; such mecha-
nisms could be used to support the
billing application in future.

Another option open to the
network operator or service pro-
vider is to configure the web
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browser, given to the user, so that
the user is only able to surf the web
pages of shops that are registered
with the operator. This would
reduce the risk of rogue shops
pretending to be authorised shops.
This would provide the user with a
more secure feel for the system
than if a normal ‘open’ browser was
used. In any case, through the use
of public key encryption and digital
signatures the second phase is
secured.

Low transaction cost

The system has a low transaction
cost. This is because the on-line
clearance that is required is obtained
by the gateway after it requests an
authorisation from the SCP. The SCP
only needs to make a database
enquiry in the SDP to check the
credit limit of the customer before it
authorises the transaction. The
protocol could also be enhanced to
operate as a form of a prepaid
service, where the subscriber buys
credit from the operator in advance
and therefore further limits the need
for on-line clearance.

Traceability of payments
Concerning the traceability of
payments, the protocol could be
adopted from conditional to user-
controlled traceability. This means
the user can choose whether or not
his/her identity is revealed to the
Internet shop. From the user’s
perspective to the network operator,
the first phase of the protocol is
classified as being unconditionally
traceable (that is, the transaction
generates a record that identifies
the buyer, seller and the amount).
This is due to the fact that the PIN
number is associated with the
physical connection. However, from
the Internet shop’s perspective the
system could be classified as
offering a user-controlled traceabil-
ity (that is, the user can control the
level of traceability). If the user is
buying a service, then the system is
totally user-controlled. However, if
the user is buying goods then the
Internet Shop needs to know the
delivery address of the user.
Currently the protocol offers
unconditional traceability in this
respect (that is, payer and payee
are always identified). This can be
changed and instead of the user
providing the information to the
Internet shop, the information
could be sent to the gateway,
submitted to the network operator,
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who in turn arranges for the
delivery of the goods.

Acceptability

Concerning the acceptability (that is,
the universal applicability and
widespread use) of the system, it will
obviously be available only to
Internet shops that sign an agree-
ment with the network operator.
However, different network operators
can reach agreements between them
therefore allowing a wider choice to
the subscriber. Of course this would
require a higher communication
overhead between the involved
network operators, and thus slightly
increasing the transaction cost of the
system. At present the system does
not offer transferability of funds
(that is, the transfer of funds
between the parties involved) and
there should be no need to do so.

Comparisons with
Commercially Available
Systems

This system, unlike some currently
available systems does not require the
user to open an ‘account’ with each of
the Internet shops. In does require the
user to subscribe to the e-commerce
system with the network operator/
service provider. The billing account is
already in place and in a sense the
user is pre-vetted as an existing
telephone customer. Unlike other
systems it does require for the
providing organisation (network
operator) to form alliances and reach
an agreement with each of the shops.
However, since the shops themselves
are not responsible for managing the
per-transaction billing their overheads
are very low. They also have the
advantage of having a large customer
base being given over to them.

Also an advantage of this system
in comparison to existing ones is that
it does not use credit cards and hence
completely avoids the existing
controversy present among the public
of whether submitting credit card
information over the Internet is safe
or not. It could easily be marketed as
a system that does not require credit
cards because such systems are not
secure.

IN Infrastructure and IP
Services

This section presents a brief overview
of two further potential applications
that are being considered where an
existing IN system can be used in

support of the Internet. The first of
these provides support for mobility
through the domain name system
(DNS). The SCP can treat the DNS as
a service data function. Hence, since
CS2 provides enhanced support for
user interaction and service profile
customisation the user could register
a binding between the IP address and
URL through the IN. Number
translation services are relevant to
the Internet. The DNS currently
services as a resolution protocol
allowing the translation of fully
qualified domain names to IP ad-
dresses. In this sense the DNS is an
IN platform. The difference is that the
end terminal rather than the switch
(SSP) interrogate the DNS. A struc-
ture such as the DNS has the poten-
tial of being an interworking function
for the control of services in the
Internet. In such a scenario the DNS
could be used to provide personal and
terminal mobility services.

The second application treats the
SCP as a general certification author-
ity. The SCP can provide access for all
manner of secure information such as
passwords that could be used in
Internet applications.

Finally, the role of application
programming interfaces (APIs) such
as Parlay® should be acknowledged.
The Parlay Organisation is a working
group formed by a number of leading
telecommunication companies as well
as software developing organisations.
Its aim is to produce an open,
technology-independent and extensi-
ble API specification for access to
telecommunications control equip-
ment. Parlay is currently defining
interfaces to enable third-party
service providers to provide custom-
ised access to telecommunications
equipment such as SCPs. Parlay
interfaces are object oriented and are
described using Unified Modelling
Language and Interface Definition
Language. The potential of Parlay
and other APIs is to allow other IP-
based applications to make use of
existing management and control
interfaces in a way that is potentially
more powerful that the INAP-based
solutions described in this paper.

Conclusions

This paper has presented a system
that utilises existing IN infrastruc-
ture to support an e-commerce
protocol. The clear advantage of this
system is the incorporation of
existing billing mechanisms, which
are accepted by end users. In this



way, the controversy surrounding the
security of credit card use on the
Internet is sidelined.

This protocol nicely fits with the
current trend of mergers and acquisi-
tions between traditional PSTN
network operators and Internet
service providers. It can easily be
used to complement the network
operator’s product portfolio by also
providing e-commerce solutions in a
manner acceptable by the end users.
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Electronic Commerce is the
New Way to do Business

Technology Driven or Regulatory Driven

Global networks could make it as
easy to do business with a
company on the other side of the
world as with one on the next
street. But the communication
medium alone is far from
sufficient. Contractual and
financial issues, ownership of
goods distributed electronically,
privacy and security, still have to
be resolved at a global level.
After the Global Ministerial-level
Ottawa Conference on
e-commerce, several specific
national and international
initiatives are taking place
around the world: the Monti
Directive of the European Union

and the Observatory on Electronic

commerce of the Italian Minister
of Industry are only two examples
of initiatives in which Telecom
Italia is involved.

New Service Providers

There is no universally accepted
definition of e-commerce so far, but it
is clear that it involves commercial
transactions, over telecommunica-
tions networks, by using electronic
means. It includes indirect e-com-
merce (electronic ordering of tangible
goods), as well as direct e-commerce
(on-line delivery of intangibles). The
transactional nature of the exchange
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is the key feature, involving agree-
ment to deliver goods, to perform
services or to transact intellectual
property rights. However, e-com-
merce should be distinguished from
basic telecommunication services and
from the simple use of the Internet
and of electronic databases to obtain
information without the establish-
ment of a commercial transaction.
Indeed, it is not a completely new
phenomenon, as companies have
exchanged business data for many
years using different communication
networks. As the Internet is now
growing rapidly, e-commerce is no
longer limited to big companies, but
open to everyone around the world.
Driven by this Internet revolution,
e-commerce is expanding and
undergoing radical changes and
presents enormous potential opportu-
nities for consumers and for busi-
nesses, particularly small and
medium enterprises (SMEs). It will
have a considerable impact on
Europe’s competitiveness in global
markets and will offer possibilities
for job creation, which is at the top of
the European Union agenda.
Electronic commerce differs from
traditional means. It changes the
communications models, which
ultimately affect the flow of informa-
tion, induced by the technology. The
reduced cost of communicating,
transmitting and processing informa-
tion demonstrates the advantages

over traditional commerce and also
allows direct or relationship market-
ing via Internet at a lower cost than
other direct-marketing channels.
Improvements in information and
communications technologies (ICT)
reduce information-processing costs,
which deeply affect the organisational
structure of the business. Also the
roles of the players involved will look
different because they all take
advantage of a global reach with
faster communication at lower costs.

In this scenario telcos will dominate
the market for basic access to the
Internet in both the business and
consumer segments with a progressive
consolidation and with few Internet
service providers (ISPs). However,
telcos will probably have to change
becoming, in effect, telco/ISPs.

New entrants will become powertul
competitors to the traditional telcos in
nearly all-European countries before
2002 (source: Yankee Group), but they
will probably not dominate the higher
value-added segments of the market.
Due to the diffusion of the extranets
(an extension of the corporate Intranet
to suppliers, partners, and key custom-
ers) and e-commerce solutions they
still will play a relevant role in this
market together with software
companies, systems integrators,
vertical industry sector suppliers and
specialised data network providers.

Figure 1 shows the new value
chain which identifies the new

Figure 1—The new value chain with the new service providers
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service providers and their roles.
Each of these (systems integrators,
portals, newspapers, banks and
couriers) has unique value proposi-
tions, target markets, and existing
customer relationships.

Telecommunications
operators

There are many opportunities
currently available to international
carriers (IXCs) and regional telecom-
munication carriers participating in
the e-business scenario. The IXCs are
jumping into the market by
leveraging relationships with
existing clients, primarily large and
medium enterprises. They can use
their knowledge in developing and
implementing integrated network
solutions to solve traditional telecom-
munications network problems.

The other licensed operators
(OLOs) and domestic operating
companies are also participating in
the e-business arena. These compa-
nies can use the strong brand aware-
ness in their respective regions to
quickly establish an e-business
footprint. In addition, many of these
use their enhanced Yellow Pages
directories to promote their e-business
capabilities.

The challenge facing the telecom-
munications operators is achieving
credibility in the e-business market
and one way to accomplish this is to
enter into partnerships with reputa-
ble e-commerce service providers to
benefit from their expertise.

Web developers/internet
services providers

There are clear opportunities for
ISPs to thrive in today’s e-business
market who tend to target high-end,
the large corporations who are
seeking assistance in the implemen-
tation of their Internet business
solutions. The local and regional ISPs
usually target smaller regional
organisations.

However, many ISPs will need to
broaden their current capabilities to
address the additional skills, knowl-
edge, and expertise necessary to
successfully design, develop, and
implement e-business solutions for
their clients. In addition, the ISPs
will need to expand their customer
service capabilities to support the
new e-business requests.

To establish credibility, it will be
critical for the ISPs to successfully
develop solutions for few high-
visibility clients. This will provide
experience in this new area—and

success stories would showcase their
capabilities. Eventually ISPs will
provide a full range of e-business
services and meet the high-end
customers’ needs and the needs of
smaller organisations. The ISPs may
also have to establish partnerships
with other companies including web
design organisations and system
integrators.

Systems integrators

Systems integrators are well posi-
tioned to help large enterprise
organisations implement Internet
solutions, which can affect their
businesses positively. The primary
strength of these companies is the
integration of corporate legacy
systems with the Internet to create
complex e-business solutions.
Systems integrators have extensive
experience in developing business
process re-engineering, data ware-
housing, decision-support systems,
and systems integration solutions,
which they can leverage to support
their clients. Since a vast majority of
companies have not yet implemented
complex Internet business solutions,
the demand for systems integration
services is currently limited. As more
companies recognise the benefits of
using e-business solutions and
implement complex functionalities,
the demand for systems integration
capabilities will expand significantly.

Portals

Portals, including America Online
(AOL), Yahoo!, Excite, and Lycos, can
leverage interactions with their
Internet audience and increase their
reach by providing web hosting and
Internet business solution services.
Local portals like Microsoft’s
Sidewalk and AOL’s Digital Cities
can support the e-business needs of
smaller local organisations. Entering
the electronic solutions arena enables
these portals to expand their revenue
streams beyond their primary
advertising revenue base.

Newspapers

In general, newspapers have been
slow in taking advantage of their
position in the e-business industry.
However, they are beginning to
leverage their on-line presence by
expanding their service offerings into
the e-business scenario. The New
York Times, for example, sponsors the
New York Today service, which is a
micro-site targeting users in the New
York region. The service includes a
Daily Calendar, where businesses
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can post upcoming promotional
activities and events, and receive
personalised announcements for
events and activities that are
important to them.

Businesses are also given the
opportunity to include their banner
advertisements in relevant sections
of New York Today, which are linked
directly to corporate home pages.

Banks
The entry of banks and financial
institutions into the e-business
market may appear to be somewhat
of a surprise. Some financial organi-
sations, such as Fleet Bank, provide
merchant account services to their
customers. Fleet Bank’s
Storefront@fleet product provides
(primarily) small business users with
a variety of e-commerce related
services, including the ability to
conduct secures transactions at a low
cost.

Most banks, however, have not yet
taken advantage of their position in
the e-business market.

Couriers

Couriers like FedEx, SDA (an Italian
leader in national and international
delivery of small parcels and pack-
ages since 1994) have the opportu-
nity to close the value chain. They
realise the integration of the sale
services, offered by the virtual shops,
through the delivery of goods directly
to customers’ homes.

Electronic Commerce:
Technology Driven

Broadcast networks have been used
in the past specifically for content
and the public switched telephone
network (PSTN) mainly for voice.
E-commerce is creating the impetus
to transform infrastructures so that
they can handle a variety of services
and applications. The growth in
demand for network resources
created by competitive e-commerce
services is expected to be important.
High-speed network infrastructures
require platforms from three main
groups: the public switched telephone
digital networks (PSTDN), the
broadcasting infrastructures, and the
mobile ones (both cellular and
satellite networks). These networks,
despite differences in architecture,
bandwidth, performance and reliabil-
ity, offer different means of access,
which would allow users and service
suppliers to choose how they access
and use e-commerce. For everyday
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transactions the three infrastructure
groups mentioned above can be
viewed as substitutes.

Telecom Italia Group and other
operators support all of them, but the
bottlenecks are not exclusively
technological.

Investments in infrastructure are
required, but not at the cost of
increasing the price of the services,
which should follow the current
downward trend to enable competi-
tion with the United States. Industry
and government should work
together and competing infrastruc-
tures should be allowed. The United
States has already devised an action
plan, and allocated $100 million, to
develop new infrastructures to cope
with the number of users and the
technical requirements of the future,
offering a faster and more reliable
service. The EU needs to launch a
similar programme as it cannot be
left to the market because it requires
long-term and high-risk investments.
It needs to rest on partnership
between researchers, governments
and industry, as well as with other
countries, especially the United
States.

Interoperability has to be ensured
to allow transactions between any
operators, and standards should not
jeopardise the development of
infrastructures or build barriers to
the entrance of new providers. The
standardisation process, leading to
increased interoperability, should be
market driven and standards
technology neutral so as not to favour
one specific solution.

At the moment, there are several
possibilities for the creation of a
secure payment system. Some are
based on traditional cheques and
credit cards, others on more innova-
tive and technologically advanced
systems which concentrate on small
payments and ways to remain
anonimous (Digicash, Cybercash,
Mondex, etc.). Several payment
systems are at an experimental
phase, developed by academic
institutions and do not have exten-
sive or significant test marketing
presence. Most of the payments
currently in use are based on tradi-
tional credit cards and more security-
oriented clients tell only their credit
card number to sellers via telephone
or fax.

It is expected that the develop-
ment and use of smart cards and
e-money will make payments on
Internet easy and secure, building
the necessary confidence among

196

users. At the moment it is not yet
clear who will be allowed to issue
electronic money, the banks only or
other institutions, and how it will be
controlled. EU Directives on distance
selling of financial services and on
electronic payments should clarify
this matter.

Terminals are the initial interface
for users (residential and business) to
access e-commerce through the
different infrastructure platforms.
High-speed local loops and sophisti-
cated applications are of little value
to users if they have no means to
access them or if the technical
capacity of their terminals is much
less than required by applications,
and if terminal prices are high. Ease
of use for terminals is an important
factor. The importance of the per-
sonal computer (PC) as an e-com-
merce terminal is known but, despite
the installed base being relatively
high in the United States and
slightly less in Europe, residential
customers can find the price and
complexity of PCs a barrier, even
though price/performance ratios have
recently shown improvements. The
potential of televisions and mobile
telephones as e-commerce interfaces
for residential customers have to be
considered given their worldwide
penetration (56:9% and 11% respec-
tively in the Organisation for
Economic Development (OECD) area
in 1996). But television is a receive-
only terminal so that interactive
applications need terminal adjust-
ments, while at the moment mobile
communication has a potential,
despite the present limitations on the
speed of data services. E-mail
applications and home-banking
transactions require limited band-
width and may become very popular
among mobile users. Further, the
GSM smart cards system offers a
very good platform for e-commerce
because it is easy to use and supports
a large number of standardised
services, such as security.

Electronic Commerce:
Market and Regulatory
Driven

Serveral questions need to be
clarified in the on-line environment.
It is not clear whether a commercial
web site should be treated like
advertising, direct marketing or
simply a shop window. On the basis
of work already undertaken in this
area (the Commission Green Paper
on Commercial Communications and

the EU Parliament’s resolution on it)
these questions should be addressed
within the framework of the forth-
coming Commission Communication
on this issue.

The liberalisation of telecommuni-
cations is crucial to the further
development of e-commerce because
it will increase competition and
ensure lower prices. This is impor-
tant, as price levels now are higher in
Europe than in the US, our main
competitor in e-commerce today.

The conclusion of electronic
contracts in a networked environ-
ment brings about a number of
important questions to be addressed
in order to facilitate e-commerce
cross-border transactions. For
instance, the determination of where
and when an electronic contract is
concluded and which country’s law is
applicable could be addressed
differently by the Member States.
These questions, which go beyond the
legal recognition of digital signa-
tures, should be clarified in order to
facilitate electronic contracting
within the EU (Monti’s Directive
Proposal).

The issue of liability is often
raised in the copyright context and
there is no doubt about the horizon-
tal nature of this problem. The
liability of Internet service and
access providers may arise in
multiple areas: copyright, trade-
marks, misleading advertising,
protection of personal data, product
liability, obscene content, hate
speech, etc.

It is felt that no new taxes should
be imposed on e-commerce, and that
a bit tax would negatively affect
e-commerce. Taxation issues together
with tax neutrality should be
pursued. EU is developing ways of
adapting VAT to the particular
characteristics of e-commerce, in
order to ensure equal taxation of all
services whose consumption takes
place in the Community. Regarding
direct taxation, issues like compli-
ance, the characterisation of income
(royalties or not), residency, source
rules and the concept of permanent
establishment are being considered.

The Ottawa Conference

The Organisation for Economic Co-
operation and Development (OECD)
and the Government of Canada held
a Ministerial Conference on
‘E-commerce’ in Ottawa, 7-9 October
1998, to reflect on the need to create
a global framework to harness the



economic potential of e-commerce
and to ensure its continued growth in
a socially responsible manner.
Building on the results of a previous
OECD Conference held in Turku,
Finland, in November 1997 and on
the European Ministerial Conference
in Bonn, Germany, in July 1997,
governments, the private sector, and
social interests met in Ottawa to
advance their common commitment
to create a certain, secure and
predictable international environ-
ment for the conduct of e-commerce.
The Ottawa Conference took
specific steps to establish the corner-
stones for the future growth of trans-
national e-commerce. Government
representatives and business, labour
and non-government organisations’
leaders considered the economic and
social potential of
e-commerce, the barriers that
currently limit this potential, and
solutions that may be employed.
They also identified the following
elements towards a shared vision for
global e-commerce:

® Building trusts for users and
consumers Ensuring that the
frameworks and safeguards which
provide confidence in the physical
marketplace are adjusted to instil
equivalent confidence in the
digital marketplace.

® Establishing ground rules Provid-
ing protection into this new
platform which is as effective as
that provided by legal and
commercial frameworks in the
physical world.

® Enhancing the information
infrastructure Creating effective
competition in telecommunica-
tions markets can ensure a long-
term trend towards lower costs
increased quality and expanded
access to information infrastruc-
tures and services. The growth of
global e-commerce relies on
universal and affordable access
to the information infrastruc-
ture.

® Maximising the benefits Under-
standing the social and economic
impacts of e-commerce is critical
for the transition to a digital
economy and towards a global
information society. All players
must contribute to understand
and address the impacts on
growth, productivity, and employ-
ment, and needs of business,
including small- and medium-
sized enterprises, in both develop-
ing and developed countries.

The Conference identified the
challenges implied by maximising
the benefits of global e-commerce,
clarified roles, responsibilities and
commitments in terms of an action
plan and outlined for the first time
who is doing what to solve these
problems.

The Ottawa Conference repre-
sented an important milestone in
establishing a plan of action for the
groups participating in the Confer-
ence, but its ultimate success will be
measured by the degree to which all
parties will meet their respective
commitments to future action (see
www.ottawaoecdconference.com).

The Commiission Initiative
on Electronic Commerce

The aim of the Commission Commu-
nication ‘An European Initiative in
Electronic Commerce’ is to encourage
the growth of e-commerce in Europe.
Building upon the Commission’s
work to date, it provides a policy
framework for future Community
action, and aims at establishing a
common European position to
achieve global consensus through
international negotiations.

After Ottawa it is recognised that
the coordination at the EU level is
essential in order to avoid fragmenta-
tion of the internal market and to
establish an appropriate European
regulatory framework and a common
and strong negotiation position. At
the moment the Commission, and the
EU parliament, are discussing
proposals and elaborating a road-
map for the missing legal issues in
the area of e-commerce (such as
liability, definition of the place of
establishment for service providers
in the on-line environment, commer-
cial communications, regulated
professions, patents, trademarks and
domain names) to clarify the regula-
tory framework for these issues and
to safeguard the rights of the users of
e-commerce.

Besides, the current trend is that
there is a process of technological
convergence going on in the telecom-
munications, audio-visual and
information technology sectors.
Through this process a number of
media, previously attached to a
specific hardware, are now available
in a multiplicity of platforms. There
is also convergence going on in
another sense, as e-commerce has a
great cohesion potential. Business
location is not as important anymore,
so rural or remote regions could
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compete on equal terms. Urban
congestion problems could also
diminish. However, the development
of the infrastructure necessary for
e-commerce in the EU varies greatly
between countries and regions. To
ensure access to e-commerce any-
where, support programmes and
funds together with the inclusion of
such issues in the framework of the
structural funds are desirable.

Also, an open competition policy in
the provision of facilities, products
and services is a major goal. The
state of the competition situation and
the barriers to entry should be
assessed. International cooperation
concerning competition matters
should be implemented.

The MICA Observatory

Following the Ottawa Conference, the
Italian Ministry of Industry has
recently instituted an Observatory’s
Experts Committee on Electronic
Commerce. Telecom Italia and the
main Italian companies are among
the members of this initiative.

Several events are in progress in
the major Italian towns to address
industry and commerce associations
and to make operational the joint
effort between the Ministry and the
industry to stimulate the market.

Specific initiatives have been
organised for the public administra-
tion and SMEs (including workshops
and promotional campaigns).

The role of the Observatory is to
study, globally, the policy and the
themes of the information society and
will work with the main players of
the market (Confindustria,
Confcommercio, ICT Forum, etc.),
other Italian national institutions
(Presidenza del Consiglio dei
Ministri, Ministeri del Commercio
con l’estero, delle Comunicazioni,
AIPA, Trade Union, etc.) and interna-
tional ones (European Commission,
OCSE, etc.).

Telecom ltalia Offer

Telecom Italia has put forward a vast
range of innovative on-line services
for electronic trading known as
Village Commerce. It is integrated
within Telecom Italia’s Village
platform and offers a complete range
of services in partnership with
information technology suppliers who
are interested in developing this
business with Telecom Italia. This
gives companies wishing to create a
virtual shop-window on the Internet
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SERVER FARM—VILLAGE COMMERCE

APPLICATION AND
FACILITY MANAGEMENT

Figure 2—The architecture of Village Commerce

the chance to produce their own site
and catalogue for the presentation of
goods to sell on-line to others compa-
nies or private individuals. It is
integrated with a system for the
management of ordered goods with
accounting procedures for orders, the
acquisition of customer data, pay-
ment, the setting-up of a customer
database and total integration with
the merchant’s computer systems
(Figure 2).

Village Service offers over
40 applications, for cross-industry
and industry-specific solutions,
developed, selected and certified by
Telecom Italia business partners;
such as:

projects and business consulting;
site building and management;
e-commerce service activation;
pre-sale support services;
transaction and order manage-
ment;

fulfilment management;
post-sale support services; and
customer services.
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The E-Commerce Challenge:
Strategic Implications For

Electronic commerce is a serious
strategic challenge to businesses.
As the e-commerce paradigm
prevails, enterprises, key among
them European telecommunica-
tions operators, have to under-
stand how they can enhance value
and gain competitive advantages
through e-commerce. This paper
puts the current state of e-com-
merce development into some
context and sizes up its short-term
future potential. It discusses the
recent phenomenon of very high
market capitalisations of e-
commerce ventures and analyses
the prime compeltitive strategy
implications arising from the
introduction of e-commerce. In
brief, it identifies three ways in
which enterprises can benefit from
e-commerce: cost reduction,
differentiation and new market
development. It analyses the
impact of e-commerce throughout
a company’s value chain: inbound
logistics, production, sales, mar-
keting, outbound logistics, distri-
bution, post-sales support, staffing
etc. Finally, the paper focuses on
the development of e-commerce in
Europe and the reasons it is
lagging behind development in the
United States marketplace.

Paschalis Bouchoris, European
Dynamics S.A., 24 Ebrou Street,
Athens 115 27, Greece

Tel: +30 1 6987100

Fax: +30 1 6987105

E-mail: phouchoris@hotmail.com

Enterprises

An Overview of the

Although the skyrocketing growth of
electronic commerce from basically
zero level of revenues in 1995 is an
undeniable fact, there is little consen-
sus among research firms regarding
projected e-commerce revenues in the
near to mid-term future. According to
a recent report by OECD, electronic
commerce worldwide is predicted to
reach $330 billion in 2001-2 and
$1 trillion in 2003-5, rising from a
mere $26 billion in 1997. At these
levels, in 2001-2 e-commerce will
represent three times US catalogue
sales, 24% of US credit card purchases
and 18% of US direct marketing sales.
Analysing the e-commerce market
entails a differentiation between the
following segments:

Business-to-business
Business-to-business electronic
commerece, a field which has existed
for long in the form of electronic data
interchange (EDI) over value-added
networks and has now evolved
adopting Internet protocols and
encompassing intranets, extranets,
etc. This is a relatively well-devel-
oped segment currently representing
the bulk of all electronic commerce.
Analysts estimate that business-to-
business trade may already exceed
$150 billion.

Business-to-consumer
Business-to-consumer e-commerce,
which can be further segmented by
main category of tangible and
intangible products as follows:

® fangible: Computers/electronics,
books, clothing, food/drink; and

® intangible: entertainment,
software, travel, newspapers/

magazines, financial services,
e-mail.

To date, the largest segments of
e-commerce activity involve intangi-
bles (most importantly entertain-
ment, software, financial services).

In particular, financial services
(stock trading, banking, insurance)
have seen an explosive growth on
the net over the last year. Nowa-
days, one out of seven share trades
are taking place on the Internet
with 6-3 million households, in the
US alone, trading their shares over
the Internet.

Internet discount brokerage houses
were the first to exploit the advantage
of the Internet and, as a result, have
now excelled to a position to challenge
established financial institutions by
offering the full spectrum of financial
services. Furthermore they are making
plans to establish their own markets
that could soon become competitors to
the existing stock exchanges.

One of the tangible product
categories generating a lot of sales on
the net is computers but other
products are seeing their Internet
sales increasing rapidly too.

There are many factors that have
proven to influence growth in business-
to-consumer electronic commerce. A
non-exhaustive list of the main drivers
includes convenience, personalisation,
choice, amusement and savings, while
legal and psychological barriers are the
most common inhibitors.

Competitive Strategies for
E-Commerce

The emergence of e-commerce has
serious implications on the competitive
strategy of firms. E-commerce has been
used as a strategic weapon in order to
gain competitive advantage either
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through cost reductions or through
differentiation. New, non-industry
entrants have appeared in many
sectors due to e-commerce while
existing players have used it to
diversify their product offerings, and
enter new markets (usually addressing
the global market). In this pursuit of a
global market, localisation has
remained important and as a result a
combination of global services highly
customised to the needs of local/niche
markets have prevailed. As typical in a
market which is at its introductory
stage, product innovation has been the
basis for initial entry and early success.
However, as the sector has evolved and
competition intensified other require-
ments for success have emerged:
investment/financial resources,
marketing, advertising and distribu-
tion strengths (as in the case of
Netscape versus Microsoft). Thus,
many actors have moved from intro-
ducing and exploiting their own
technological standard to competing on
issues such as acquiring customer
information, exploiting first mover
advantage to become niche/category
leaders, or building strategic alliances.

In the paragraphs below, some of
these competitive strategy issues are
analysed in more detail.

From a company’s standpoint the
main strategy motives for doing
business on-line seem to be:

Reduce costs

E-commerce technologies can be used
throughout the value chain to reduce
costs. More specifically e-commerce
has proven to be a significant cost
saver in the following activities:

Purchasing of production inputs
Companies using EDI over value-
added networks (VANSs) have been
reported to save commonly 5-10% in
procurement costs. This cost saving is
even higher with Internet technolo-
gies, given their considerably lower
investment and operating expense.

Inventory

The long-time ‘zero inventory’ target
of production managers seems to be
finally approachable with the use of
e-commerce technologies. These
technologies have enabled an
unprecedented level of integration
between marketing and production
operations and abundant information
on detailed customer needs and
purchasing habits to be used for
inventory management. Lower
inventory means lower materials
handling, warehousing and general
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administrative costs and more
efficient utilisation of production
capacity with subsequent reductions
in the need for plant and equipment.
For intangible content-based prod-
ucts (for example, newspapers and
magazines) the inventory is com-
pletely eliminated as the paper-based
editions are being replaced by ‘bits-
and-bytes’ sent upon request.

Production

Again, the intangible products are
the ones benefited more as e-com-
merce offers unparalleled economies
of scale. Increases in output do not
require proportionate increases in
input. An e-commerce product can be
profitable no matter how many units
are produced —there is no extra unit
cost while there is ample possibility
for customisation addressing the
individual consumer needs at no
extra cost. In addition, manufactur-
ers of tangible products can reduce
their production costs by exploiting
location advantages as they source
production inputs from the lowest
cost location worldwide in a seamless
way. Through intranet/extranet
applications they can link together
resources in the model of a virtual
corporation and spread throughout a
possibly global organisation the costs
of expertise available at even the
most remote location, thus generat-
ing rare economies of scale.

Sales

This is an activity at which electronic
commerce has already proven its
efficiency and effectiveness. As the
Internet users’ base expands,
enterprises can exploit their rela-
tively much lower cost Web store to
complement or even replace the real
world alternatives (physical store,
sales representatives visits, print
catalogues, telephone sales, tele-
shopping). In the advantages of a
Web-based point of sales one should
add the little or no additional cost to
add a new customer, the potential to
pursue a global clientele at relatively
lower costs than compared to the
physical world alternatives, as well
as the extra efficiency in order
placement and execution.

Marketingladvertising

As with the sales activity, marketing
has benefited a lot from the introduc-
tion of the Web due to the superior
value-for-money it offers. Most
importantly it is a unique means of
collecting marketing information,
executing highly-targeted promotions,

or interacting with the customers in
the direction of one-to-one marketing.

Product distribution

The potential for cutting distribution
costs through improved coordination/
organisation (particularly for
intangible goods) is already being
explioted by many organisations
throughout the world. Furthermore,
the potential of e-commerce to alter
the cost structure of this activity is
responsible for many ventures that
have succeeded in transforming the
industry structure by introducing a
radical ‘dis-intermediation’ which has
outplaced intermediaries such as
traditional wholesalers or retailers.

Customer support/after-sales
service

Companies such as Dell and Cisco
have reported an increase in their
customer support productivity by
200%-300% and savings of over $100
million in customer service costs.
According to Forrester Research
data, it generally costs $500-$700 to
send a service representative into the
field, $15-$20 to handle the request
over the telephone, and about $7 to
do the same over the Internet. As an
indication of the cost-savings poten-
tial, Federal Express has reported
that its on-line customer service
system represented savings of about
20 000 new hires—almost 14% of its
total staff. (Source: US Department
of Commerce report.)

Personnel

The introduction of e-commerce
technologies can reduce or eliminate
organisational slack and improve
efficiency in traditionally labour
intensive activities such as sales,
inventory management, customer
service etc. E-commerce ventures
require in general far fewer, but
better-skilled staff. As an indication,
Amazon.com the largest Internet
bookstore has less than 700 employ-
ees while Barnes & Nobles, the
largest physical US bookstore more
than 27 000!

Furthermore, the introduction of
e-commerce may alter a firm’s cost
structure in particular with regard to
its linkages to other actors, most
commonly wholesalers, retailers,
subcontractors, raw material suppli-
ers etc.

Differentiate
The Web offers numerous possibili-
ties for differentiation. It enables



product expansion either through
new product features or through the
combination of related product/
service offerings. It offers ample
opportunities for new product
development. Most retailers on-line
have soon discovered the potential to
expand their role as merchants to
community organisers attracting an
audience of existing and potential
clients to their site which becomes
more of a forum where trading
operations are blended with content,
after-sales services and opportunities
to interact with producers and other
product users. Service providers such
as banks and brokerage houses have
been able to add ancillary services in
a way that could not be done in the
physical world.

Perceived differentiation is also an
important contribution of the Web,
with customers seeking more conven-
ience, personalisation and choice.
However, with technology issues
being mastered by more and more
actors and competition intensifying,
image differentiation requires
increasingly more resources.

The ability to differentiate through
the Web has been an opportunity for
new industry entrants or smaller
participants to gain competitive
advantage.

This was the case for
Amazon.com, and for auction sites
that became leading e-commerce
actors winning traditional players.

Enter new markets

Global by nature, e-commerce has
enabled many commercial enter-
prises to overcome the boundaries of
their limited geographic markets and
expand worldwide. Small companies
located in obscure areas of the world
have managed to create a global
brand and, usually through alliances
with global distribution mechanisms,
sell their wares worldwide. It should
be noted that with technology not
being an entry barrier anymore,
advertising and brand development
becomes the most significant obsta-
cle. Another significant barrier is
overcoming consumers’ security
considerations when involved in
commercial transactions on the net
and, thus, the need to build the
necessary level of trust.

Other strategic implications
The great importance of strategic
alliances has been profound in the
e-commerce era.

Banks are allying with technology
providers to develop facilities for secure

transactions, media and retailers are
joining forces to attract advertising
revenues, groups of commercial sites
are syndicating banner space to
increase their bargaining power with
advertisers and agencies, producers
and distributors are collaborating to
replace intermediaries and increase
their margins etc.

The prime motives for strategic
alliances in the e-commerce arena
seem to be: economies of scale (in
advertising, research and develop-
ment, product development, etc.),
access to resources and capabilities
not available internally, improvement
of margins through restructuring of
the value chain.

Despite intense activity in both
directions (forward and backward) of
vertical integration, there is no
common understanding yet as to the
optimal degree of internalisation of
transaction costs. At the same time
that some actors opt for vertical
integration others transform to
virtual corporations where the
primary function of the company is
coordinating the activities of a
network of suppliers while owning
only one activity in the value chain
(such as production, distribution,
brand/advertising and sales).

A final note on the competitive
strategy implications of the electronic
commerce is the intense mergers and
acquisitions (M&As) activity in the e-
commerce sector.

According to Securities Data Corp.
the biggest 1998 Net M&As were:
AOL/Netscape ($4billion), Ticketmas-
ter/CitySearch ($700 million),
Disney/Infoseek ($465 million), AOL/
Mirabilis ($287 million), Verio/Hiway
Technologies ($256 million), Micro-
soft/LinkExchange ($250 million),
Cisco/Nextspeed ($233 million),
Amazon/Junglee ($173 million) and
Lycos/WhoWhere ($128 million).

There s a clear trend away from
the fragmentation at the early stage of
the market’s development and towards
an oligopolistic structure. This trend is
indicated by the high concentration of
revenues in the top 34 players in
every product category and is rein-
forced by the increasing difficulty to
compete for the consumers ‘mind-
share’ in highly congested sectors.

E-Commerce Firm
Valuations

| ELeE == &= i
The Internet stock fad of 1998-1999
is clearly the most extreme stock
market frenzy in the history of global
financial markets. The investors’
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enthusiasm about almost any
company with a ‘.com’ in its name is
unprecedented even compared to
other infamous periods of overheated
stock markets such as the tulip bulb
craze in 17* century Holland, the 19t
century railways stock surge, the
1980s software mania etc. A series of
phenomenally successful initial
public offerings (IPOs) of Internet-
related companies, the stock price
explosion of listed e-commerce
companies, and a rapidly growing
number of individual shareholders
using the net and electronic broker-
ages to trade their own shares are
aspects of this phenomenon.

Statistics are revealing: In 1998,
Amazon’s share price rose 638%
reaching a market capitalisation of
$18-9 billion, more than six times
that of Barnes & Noble, the world’s
biggest bookseller. Amazon is not
expecting profits before 2004 and it is
not the exception in a financial world
that is not scared by the losses of
e-commerce/Internet related ven-
tures. Other high-profile stock
market successes of the e-commerce
sector are: Yahoo who saw its share
rising 452% to a market capitalisa-
tion of $11-7 billion in 1998, AOL
294% (market cap. $40.9 billion),
eBay 252% (market cap. $7-6 billion),
Excite 227% (market cap. $2:5
billion) and Lycos 153% (market cap.
$2:3 billion) (source: Yahoo Finance).
Reflecting the success of its on-line
trading site, the market capitalisa-
tion of Charles Schwab, the discount
brokerage, had exceeded that of the
financial conglomerate of Merill
Lynch by the end of 1998!

Highly reputable US venture
capitals and investment banks have
secured hundreds of millions of
dollars venture financing for
e-commerce companies with non-
existent profits and sometimes even
revenues! As reported by the maga-
zine The Industry Standard (Jan
1999), StarMedia, a Spanish-lan-
guage portal for the Latin American
market, has raised $80 million,
Buy.com (an Internet department
store) $60 million, Priceline.com (an
auction site) $55 million, Realtor.com,
(a real estate site) $50 million and
Talk City (a network of Net chat
sites) $34 million.

Even the most faithful believers in
the potential of e-commerce market
cannot explain current valuations at
these levels. In the absence of a track
record of revenues, visible future
profits, hard assets, or even (some-
times) experienced management
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teams, what drives these unprec-
edented valuations remains an
enigma— according to conventional
analysis.

There are many people who tend
to believe that a new set of net-
economy tools should replace main-
stream economic analysis when
assessing investments in the
e-commerce sector.

E-Commerce in Europe and
Implications for European
Telecommunications
Operators

Europe is clearly lagging behind in
e-commerce activity. Sales estimates
suggest that US is credited with
about 80% of the total e-commerce
activity with a potential decline to
65%-75% by 2002. With the possible
exception of Scandinavia, the
adoption of e-commerce practices is
still sluggish in Europe.

IDC forecasts that Western
European revenues from e-commerce
will rise from 900 million ECU in
1997 to 26 billion ECUs in 2001.
According to another estimate by
Datamonitor, on-line shopping at
European Web sites will rise from
ECU 95 billion in 1997 to ECU 43
billion by 2002.

The key factors still limiting the
growth of e-commerce in Europe
seem to be the following:

® bandwidth comes at relatively
higher cost and lower quality/
capacity;

@ liberalisation of the telecommuni-
cations sector is lagging behind,

@ European consumers are not used
to buy through mail order/
catalogue/ distance schemes;

® penetration of PCs/modems in
households and enterprises is
lower;

@ societal awareness about the
benefits of e-commerce is lower;

® European national markets are
still relatively fragmented;

® European citizens are not comfort-
able entering cross-border com-
mercial transactions by distance;
and

@ linguistic diversity becomes a
barrier in developing content
which can attract communities of
users and stimulate e-commerce
activities.

However, despite a slow start,
Europe is catching up fast. According
to a survey presented in the 1999
report of the European Information
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Technology Observatory (EITO) most
European businesses believe that
electronic commerce will become the
norm for sales, post-sales, purchasing
and marketing functions before the
end of 2001. This fast growth is also
demonstrated by research data which
indicate that at the end of 1998 29%
of European business were using
Internet-based e-commerce applica-
tions—up from only 6% in 1996 —
while, by the end of 1999 an
estimated 47% of European firms
will be using e-commerce.

The state of e-commerce in Europe
and, more importantly the mid-term
outlook of its growth present very
significant implications to European
telecommunications operators. This
impact can be analysed as follows:

Telecommunications
companies as enablers of
e-commerce
Telecommunications operators as
infrastructure providers (access,
backbone etc.) are key enablers of
e-commerce.

The continuing expansion of the
Internet and the diffusion of
e-commerce practices suggest a
serious need for an upgrade of the
European telecommunications
infrastructure including both access
and bandwidth resources. With more
than 45 million hosts and more than
30 000 Internet service providers
operating worldwide, costs and
capacity bottlenecks in European
local loop, switching/routing and
backbone infrastructures may
inhibit the growth of electronic
commerce unless a lot of additional
investment takes place in the next
2-3 years.

When estimating the viability of
their investments in this area and
taking into account the above analy-
sis, telecommunications operators
should take for granted the insatiable
demand for bandwidth-intensive
services and commit resources to the
expansion of their basic telecommuni-
cations infrastructure in Europe.

Telecommunication operators
as e-commerce industry
participants

European telecommunications
operators are also actors themselves
in the e-commerce sector. In most
European countries, Internet service
providers owned or controlled by
incumbent PTTs are holding leading
positions in their domestic Internet
markets. These ISPs should build
and utilise strategic alliances with

other actors as described previously
to generate more value as pivotal
players in the e-commerce market.
Taking advantage of the financial
markets’ endorsement of e-commerce
ventures, ISPs may reach significant
market capitalisations enhancing
shareholder value for controlling
telecommunications operators.

Telecommunications
operators as adopters of
e-commerce facilities
Telecommunications operators
should learn from the competitive
strategies for e-commerce described
above to

re-engineer their own operations,
saving costs throughout their value
chain. In an increasingly
commoditised market in which
telecommunications operators fight
against churn,

e-commerce offers them opportuni-
ties to differentiate themselves,
deliver more and enhanced services
to their customers and excel to one-
stop centres for their clients. Access-
ing detailed, customised billing
information over the Web, paying
telecommunication bills electroni-
cally, offering customised services to
businesses and niche audiences are
indicative examples in this direction.
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